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1. Program password
Access to the program is protected by a password. When running the program for the first time, you will get access on the basis of default password, which is already entered. The default password can be read then. It is recommended that the password of access to the program be changed after the first start. In order to do so, open the main menu of the program, enter the File menu and select Program access, and then Change password. To change login or add other users who will be authorized to use the program, enter the File menu and select Program access, and then Program users.

Note:
Entering three invalid passwords will terminate the program.

1.1 Program users
The program makes it possible to create two types of program users:

· the users with service rights, having access to all functions of the program

· other users, who, if necessary, can be authorized to access functions related to the module status, schedules, users and events.

New users can be created by a service rights user. In order to create a user, enter the login, name and password, and define what rights are to be assigned to the user. The users who are only authorized to view events should be assigned a configuration file, which will be automatically downloaded after the user logging in to the program.

Confirm the changes by using the OK key.
1.2 Data encoding key
The program user who has the service rights can enter an individual key for encoding the configuration file data.

Open the File menu, then select Program access and Data encoding key. A window will be displayed where you should enter the new key and then repeat it. When confirmed, the new encoding key will become the valid one. On an attempt to open the configuration file encoded with invalid key, a window will appear informing that it is necessary to enter a valid key for the file to be opened. After opening the configuration file, the previous encoding key will be replaced with the current one.

2. Main menu
When you have logged into the program, the main menu buttons are grayed out, except for the Settings button that enables changing the language version. Also most of the menu items are not available, except for File and Help. In order to make the whole menu and all other buttons available, you should either create a new configuration file (the New command, available in the File menu) or open the previously created configuration file (the Open command, available in the File menu).
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1. Name of system / configuration file

2. Login / name of program user

3. Port through which communication is effected. Click your mouse on the button to enable/disable communication.

4. Signaling communication with the module(s).

5. Modules – click on the button to open the Modules list window.

6. Access path to the configuration file on computer disk.

7. Schedules – click on the button to open the Users access schedules window.

8. Users – click on the button to open the Users window.

9. Events – click on the button to open the Events [from all of the system] window.

10. Settings – click on the button to open the System settings window.

11. Read – click on the button to run the procedure of reading data from all modules.

12. Save – click on the button to run the procedure of writing data to all modules.

3. New configuration file
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1. Enter the system name in this field. The configuration file will be saved under this name on the computer. The field must be filled.

2. In this field, you can give additional information on the system.

3. Enter the system identifier in this field. It can include up to 10 characters. You can enter digits from 0 to 9 and letters from A to F. The field must be filled.

4. Select the computer port through which communication with the module / modules will take place.

5. Click on the button with your mouse cursor to start the procedure of searching for modules connected to the indicated port of the computer.

6. Click your mouse on the button to create a new configuration file.

7. Click your mouse on the button to cancel the procedure of creating a new configuration file.

4. Modules list
Button description
Add – click on the button to add a new module to the module list. Define the new module address.
Find – click on the button to start the procedure of finding modules connected to the computer port defined for the configuration file.

Remove – click on the button to remove the previously selected module from the modules list.

Set time – click on the button to synchronize the selected module clock with the computer clock.

Unblock – click on the button to switch the door supervised by the controller module into the door unblocked (permanently unlocked) status. The button description will then change into Control. The description will also change when the door is unblocked in any other way.
Control – click on the button to switch the controller module supervised door, which is unblocked, into the normal working mode. The button description will then change into Unblock. The description will also change when the door is switched into the normal working mode in any other way.

Set default – click on the button to restore default settings in the module. This applies to all settings available in the Modules list window. The users list, access schedules and events log which were written to the module memory will be saved unchanged.

Module state – click on the button to display the Module state window, which contains information related to the status of module, terminals, power supply, door, as well as the status of inputs, outputs (input triggering / output activity is presented in green color), relay (when active, the relay is presented in green color) and the version of connected keypad.
Events – click on the button to display the Events [from module] window.

Read – click on the button to start the procedure of reading data from a selected module.
Save – click on the button to start the procedure of writing data to a selected module.
Modules list 

The list of modules is displayed on the left-hand side of the window. The icons at module description provide information on the connection / module status and on a data change.

Connection status:
[image: image3.bmp] - correct communication with the module
[image: image4.bmp] - loss of communication with the module 
Module status:

blank field – everything OK

[image: image5.bmp] - unregistered module (see: Module registration)
[image: image6.bmp] - alarm

[image: image7.png]


 – no communication with the module
Clicking on this field will open the Module state window, no matter what kind of button is currently in the field.

Data change:

blank field – no information on data change
[image: image8.bmp] - data change on the module side
[image: image9.bmp] - data change on the computer side 
[image: image10.bmp] - data change both on the module and computer side
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 – no communication with the module.

[image: image12.png]


 - a click on the button will open the Communication window.

Status bar
The following information is shown on the status bar:

- module time (if the time is displayed in red color, the module time is different from that shown by the computer clock)

- time of the last data write to /read from the module

- icon showing the AC supply status (for the ACCO-KP-PS module only)

- voltage across +12 V direct voltage terminals 

4.1 Communication
The window displays information related to communication from the moment of opening the COM port through which communication with ACCO system components (ACCO-USB converter and door controller modules) is effected. The maximum number of ACCO system devices is presented and their colors have the following meaning:

dark-gray – no module with the indicated address is on the list of supported devices / no communication with the ACCO-USB converter

light-gray – the module is on the list of supported devices, but it is either not registered, or attempts to establish communication with it have been unsuccessful since opening the COM port

green – the module is registered and the program communicates with it correctly
red – the module is registered, but communication with it is incorrect
Additional information related to communication:
Communication quality [%] – information displayed under the address of each controller means the percentage ratio of the data correctly received to the total number of data sent.
Errors amount – information displayed under the address of each controller means the number of lost data frames.

Clear – button for deleting the present data displayed under the controller number.

4.2 Module registration
Each new module must be registered so that the program can establish communication with it and, consequently, to enable reading and writing the data. To register a single module, use the Register module command, available in the Module menu. Provision is made for registering all modules by means of the Register all modules command, also available in the Module menu.

During registration, the System identifier (the same that was defined in the New configuration file window) is saved in the module. If a module which has a different identifier (was registered in another system) is added to the system, registration of such an identifier in the new system means deletion of all data and restoration of default settings.

Having registered the module, the program will automatically read data from it (this applies to the modules with factory settings and the modules having a consistent identifier of the system).

4.3 Module settings
Name – you can enter the module name in this field. The same name will be saved in the configuration file. It will not be saved in the module.
Description – you can enter in this field an additional description of the module.

Access method from the keypad

Define the basis on which access will be granted to the users:

· proximity card and code;

· proximity card or code;

· proximity card / iButton only;

· code only.

Module functions and options

Presence control – terminal A / B – with the option enabled, the module checks presence of keypads and proximity card readers working as terminal A or B. The presence of keypads will be checked first, and only then the presence of proximity card readers. In practice, it may mean that after disconnecting the LCD keypad / keypad, the module will also report lack of the reader, despite the fact that the reader has never been connected to the module. Registering such an event does not mean erroneous operation of the module, but results from the assumed solutions which allow for a temporary connection of the LCD keypad for service purposes. If this option is disabled, the module will in no way report a missing terminal (the alarm will not be generated, the event will not be saved and the No terminal presence output will not be activated).

Note:
The module is unable to verify the presence of DALLAS iButton readers. If you connect this type of reader, it is recommended that the Presence control - terminal A / B option be not enabled.
Anti-passback – the function enables control of the user passage direction. The user will not get access at the terminal A (entry terminal), if information has been saved to the module memory, that he has already unlocked and opened the door from that terminal, but at the same time no information has appeared about unlocking and opening the door from the terminal B (exit terminal). The situation is similar in case of the terminal B. Therefore, it is impossible to pass several times in the same direction: every entry through the door must be followed by an exit. The function requires that both terminal units be installed (none of the terminals can be substituted e.g. by the unlock button).

Note:
If the door status is not monitored, operation of the function is limited to registering the event (similarly as when the Anti-passback – event only option is enabled).

Anti-passback – event only – operation of the Anti-passback function can be limited to logging in the events memory the cases of user passing in the same direction. The user will be able to unlock the door from one terminal side any number of times.

Reset Anti-passback – it is possible to define the time at which the Anti-passback function will be reset, i.e. the users will be able to unlock the door by means of any terminal.

Anti-Scanner – when this option is enabled, 5 attempts to get access on the basis of an unknown card, unknown iButton or code within 3 minutes will block the terminals for about 5 minutes. The user having access to the door can unblock the terminals before expiry of this time by holding the card / iButton in front of the reader for approx. 3 seconds.

Time pattern – if the modules are connected to the RS-485 bus, the clock of one of them can serve as the pattern for the other ones. It enables synchronization of the clocks in all modules. The option should be enabled for 1 module only.

AC loss report delay – this function applies to the ACCO-KP-PS modules. It makes it possible to define the time during which the module can do without the AC supply. After expiry of this time, a failure will be reported. The time is programmed in minutes and its maximum value is 255 minutes. Entering the value 0 means that the AC supply failure will not be reported.

Clock correction – the function enables the clock settings to be adjusted once every 24 hours (at midnight) by a defined time, if the module clock is inadequate. The correction time is programmed in seconds. The maximum correction can be ±15 seconds per 24 hours.

Summer time (DST) – the module can automatically adjust the clock settings due to the change from standard time to summer time (DST) and vice versa. The following correction schemes can be selected:

· no correction

· correction according to the European Union rules

· correction by 1 hour according to dates

· correction by 2 hours according to dates

Summer time begins – the function is available, if the module clock settings are to be corrected by 1 or 2 hours according to dates. It enables entering the date (day, month) when the module clock is changed to summer time (shifted forward).

Summer time ends – the function is available, if the module clock settings are to be corrected by 1 or 2 hours according to dates. It enables entering the date (day, month) when the module clock is changed to standard time (shifted back).

Functions and options related to the door

Relay off when door open – if this option is enabled, the relay controlling the door activation device will be switched off as soon as the door is opened.

Relay off when door closed – if this option is enabled, the relay controlling the door activation device will be switched off as soon as the open door is closed.

Notes:

· If none of the options determining the moment of switching the relay off is enabled, the relay will only be switched off after expiry of the Access time.

· In the following cases the relay will be switched off after expiry of the Access time, despite enabling one of the options which determine the moment of switching the relay off:

· none of the inputs informs about the door status (the door status monitoring sensor has not been installed),

· the Disable door status control option has been enabled,

· the user has got access, but has not opened the door.

Disable door status control – enabling this option is recommended if no information on the door status can reach the module (the status sensor has got damaged or, for some reason, has not been connected). This will prevent generating wrong events. When the option is enabled, unlocking the door is recognized as equivalent to opening the door. This means that unlocking the door from the terminal A side will generate the event informing about entry without door status control, and from the terminal B side – about exit without door status control. Some events are not generated (e.g. events informing about forced opening of the door, long open door, etc.).

When the Disable door status control option is enabled, the On duty option is disabled. Correct execution of the Anti-passback function is also impossible, i.e. after it is enabled, the user can unlock the door from one terminal side any number of times. Additional information will only be registered when the door is opened again from the same terminal side (similarly as when the Anti-passback – event only option is enabled).

Note:
The Disable door status control option is to be only enabled in emergency situations, since it seriously affects functionality of the access control.

Authorization control – if the function is enabled, opening the door without the use of a card / iButton or code will generate an event informing of the fact.

Alarm on unauthorized open – if the function is enabled, opening the door without the use of a card / iButton or code will generate alarm and a "Forced entry" event.

Door unblocking

You can choose whether the door is to be unblocked on the basis of predefined time or access schedules (select a schedule from the drop-down list).

Unblocking start – the time when the door unblocking is enabled. Hour and minutes are to be programmed. Programming the value 99:99 in the LCD keypad will disable the function.

Unblocking end – the time when the door unblocking is disabled. Hour and minutes are to be programmed. Programming the value 99:99 in the LCD keypad will disable the function.

Door blocking
You can choose whether the door is to be unblocked on the basis of predefined time or access schedules (select a schedule from the drop-down list).

Blocking start - the time when the door blocking is enabled. Hour and minutes are to be programmed. Programming the value 99:99 in the LCD keypad will disable the function.

Blocking end - the time when the door blocking is disabled. Hour and minutes are to be programmed. Programming the value 99:99 in the LCD keypad will disable the function.

Note:
The Schedule option is available, when weekly schedules have been created (see: Users access schedules), and some of them have not been used yet for programming the user settings. You cannot use the same schedule for unblocking / blocking the door.

Access time - the time period for which the relay will change its status after access is granted, enabling the door to be opened. It can be programmed within the range of 1 to 60 seconds.

Door open time - the time during which the door can remain open after the relay is switched off. If the door stays open longer than for the specified time, the corresponding event will be generated. Additionally, the output programmed as Long open door will be activated. The time can be programmed within the range of 1 to 60 seconds.

Functions and options related to the LCD keypad

On duty - with this option enabled, the following message will be displayed after unlocking the door:

[image: image13.jpg]= On duty
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If the entry / exit is connected with business duties, the user should press the ( key. Suitable information will then be added to the event details. This information is useful, if the user passes registered by the door module are to help in determining the work time of the users.

Note:
The function will not be executed, if the door status is not controlled or the door is open.

Show user name on LCD - if the option is enabled, the name of the user who unlocked the door will be displayed on the LCD keypad.

Show user name on another LCD - if the option is enabled, the name of the user who unlocked the door will be displayed on the other LCD keypad.

LCD time display format - the function makes it possible to choose how the time and date will be displayed on the keypad screen.

Backlight

The rules of backlighting for the keys and display in keypads connected to the module can be specified. The following options are available:

· backlight off;

· automatic backlight (switched on by pressing any key or presenting the card);

· permanent backlight.

Transmission format

The transmission format is to be defined in case of modules which are to support terminals sending data in a different format than EM-MARIN. It should also be borne in mind that if you choose the DALLAS format for one of the readers, the same format will be automatically set for the other reader. There is no option to select 2 different formats, if one of them is DALLAS.
Inputs
Provided on the module electronics board are 5 inputs which can be programmed as NO or NC and serve the following functions:

Door status control – control of the door status.

Note:
The door status control, i.e. connecting a sensor to the input programmed as Door status control is necessary for correct execution of all the functions of access control.

Unlock button – unlocks the door for the time programmed as Access time.

Door unblocking – permanently unlocks the door after control signal appears. The door will stay unlocked as long as the control signal is supplied to the input (unless another event occurs which will otherwise change the door status).

Door blocking – permanently locks the door after control signal appears. The door will stay locked as long as the control signal is supplied to the input (unless another event occurs which will otherwise change the door status).

Sluice configuration – status control of the second door, forming a sluice. Only one door can be open in the sluice configuration.

Fire – unblock door – permanently unlocks the door in case of fire. The door will stay unlocked until its status is changed by a user having the Switching authority. The time of supplying the signal onto the input has no effect on the door unblocking time.

Alarm – block door – permanently locks the door in case of alarm. The door will stay locked until its status is changed by a user having the Switching authority. The time of supplying the signal onto the input has no effect on the door blocking time.

Bell signal – activates the Bell signal type of outputs.

Information inputs 1÷4 – generates the pre-defined event. The function can be used e.g. to record working time.

It is necessary to determine the sensitivity for each input, i.e. the minimum time span during which the signal must appear at the input for the module to take the preset action. This time can be programmed within the range from 10 ms to 2.55 s.

Outputs
The module electronics board includes two OC type outputs. In active state, the OC output is shorted to the common ground (with reversed polarity: isolated from the common ground). 

The OC outputs can be configured as:

Door status – the output provides information on the current status of the door. It is activated with opening of the door and remains active until the door is closed. The output configured as Door status cannot perform other functions.

Open door – the output is activated for the programmed time period after opening the door.

Bell signal – the output becomes active for the programmed time period after signal is supplied to the input programmed as Bell signal. For the output configured as Bell signal, the Open door function can only be additionally activated.

Forced entry – the output becomes active for a programmed time period after unauthorized opening of the door (the door is locked).

Long open door – the input output becomes active for a programmed time period, if the door remains open after expiry of the Door open time.

No terminal presence – the output becomes active for a programmed time period, if no terminal (LCD keypad, keypad or proximity card reader) has been found during the test. The module controls presence of terminals only when corresponding options are enabled (Presence control - terminal A, Presence control - terminal B). If the options are not enabled, the output will be unable to execute the No terminal presence function.

5 invalid attempts – the output becomes active for a programmed time period, after 5 attempts to read an unregistered proximity card, unregistered iButton or enter an unknown code have taken place. The input is activated irrespective of whether the Anti-Scanner option is enabled or not.
AC supply failure – the output becomes active, if the time programmed as AC loss report delay has elapsed since the AC supply was lost by the ACCO-KP-PS / ACCO-KPWG-PS module, and the supply has not been restored. The output remains active until the AC supply is restored.

Low battery – the output becomes active, if the voltage of battery connected to the ACCO-KP-PS / ACCO-KPWG-PS module drops below 11 V for a period of time longer than 12 minutes (3 battery tests). The output remains active until the battery voltage rises above 11 V for a period of time longer than 12 minutes (3 battery tests).

Note:
For the output to be able to execute the Door status, Open door, Forced entry and Long open door type of functions, one of the inputs must monitor the door status (Door status control).

In case of the outputs activated for a programmed time, you must define the operation time in seconds or minutes within the range of 1-120 seconds or 1-120 minutes.

4.4 Set default
Click on the Set default button to save the following settings in the module:
Inputs
Input 1: Door status control. NO type. Sensitivity: 50 ms.

Input 2: Unlock button. NO type. Sensitivity: 50 ms.

Input 3: Door unblocking. NO type. Sensitivity: 50 ms.
Input 4: Unused. NC type. Sensitivity: 50 ms.
Input 5: Unused. NC type. Sensitivity: 50 ms.

Outputs

Output 1: Forced entry. 5 invalid attempts. Operation time: 10 seconds.

Output 2: Long open door. No terminal presence. Operation time: 10 seconds.

Module options

All the module related options and functions are disabled.

Door

Enabled options:
Authorization control

Alarm on unauthorized open

Access time: 5 seconds.

Door open time: 20 seconds.

Other functions and options are disabled.

LCD keypad 

Time format displayed on LCD keypad: hh:mm

Other options are disabled.

Backlight A/B

Auto.

Transmission format

EM Marin.

Access method

Card or code.

5. Comparison
5.1 Lack of data synchronization!
The window can be displayed in two cases:

1. The module settings were modified by means of keypad when the program was running.

2. Differences between the program data and the module data were discovered when reading the data.

The window remains on until inconsistencies between the module(s) data and the program data are removed.

Details – click the button to display additional information on the discovered inconsistencies:
Address – the module(s) address in which the data are inconsistent with those in the program.

Module name – the module(s) name in which the data are inconsistent with those in the program.

Next to each module, an additional button is displayed, serving an information function at the same time:

[image: image14.bmp] – changing data on the module side. Click the button to read data from that module.

[image: image15.bmp] – changing data both on the module side and on the program side. Click the button to read data from that module.

[image: image16.bmp] – the module data have been read and they can be synchronized. Click the button to open the Data comparison window. In the first place, inconsistencies in the data related to options and access schedules are presented. Information on the inconsistencies in user related data will only be displayed after these data are synchronized.

Comparison – click the button to start the procedure of reading the data from all modules in which the data are inconsistent with those in the program.

Refresh – click the button to update the data in the Lack of data synchronization! window.
5.2 Data comparison
Options / schedules comparison
Program data – information on what the program data requiring synchronization refer to.

Module data – information on what the module data requiring synchronization refer to.

In the column between Program data and Module data a pictogram is displayed, indicating the actions that will be taken after a click on the Apply button:

[image: image17.png]


 - the module data will be written to the program,
[image: image18.png]


 - the program data will be written to the module,
[image: image19.png]


 - the data will not be synchronized.
Click on a pictogram to display a next one in its place.
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 – click the button to display the [image: image21.png]


 pictogram at all data, indicating that the module data are to be written to the program.

[image: image22.png]


 – click the button to display the [image: image23.png]


 pictogram at all data, indicating that the program data are to be written to the module.

Close – click the button to close the window.
Apply – click the button to synchronize the indicated data according to the user specified instructions.

Users data comparison
Displayed in the window is a list of users whose data are to be corrected. The users are automatically deleted from the list after inconsistencies are removed in the Incompatible user data window.

Accept automatically – click the button to automatically accept the data selected in the Accept automatically window. If no data were previously selected, clicking the button will display the Accept automatically window.

[image: image24.png]


 - click the button to display the Accept automatically window.
Details – select the user and click the button to display the Incompatible user data window.

Close – click the button to close the window.
5.3 Accept automatically
On clicking the Accept automatically button in the Users data comparison window, the program can automatically accept:

Presence in controller – the user is present in the controller, though it is not provided for by the program data. Information on the user presence in the controller will be added to the program data.

Card / iButton – according to module / program data, the user has a card / iButton. Information on the card / iButton will be written to where it is missing.

Code – according to module / program data, the user has a code. Information on the code will be written to where it is missing.

OK – click the button to accept the selected parameters and close the window.
Cancel – click the button to close the window without making any changes.
5.4 Incompatible user data
Presented in the upper line are the user data in the controller, and below - the user(s) data in the program, where correction is required. The correction may be required in the following cases:

- users with different ID numbers have the same name, card / iButton or code.

- users with the same ID number have a different name, card / iButton, code, access schedule, etc.

Color of the background against which the data are displayed has the following meaning:

green – data require no correction (no data conflict),

red – data require correction (data conflict),

dark-gray – the data are disregarded at this stage of correction, or lack of data,

light-gray – data of the user who does not require correction any more (as a result of modifications made, his data do not have to be corrected).

In order to correct the data do as follows:

- use the "drag and drop" method to synchronize part of the data,

- enter new data (e.g. the user name or code), if the previous ones caused the inconsistency,

- delete part of the data which are the cause of conflicts (e.g. the code or card / iButton which are identical with different users).
Note:
In the Card / iButton column at the card / iButton number, a pictogram is displayed to indicate whether card or iButton has been assigned to the user. [image: image25.png]


 means DALLAS iButton, [image: image26.png]


 means proximity card. When entering data manually, remember that the iButton number must be preceded by the * symbol, because otherwise it will be recognized by the program as a card number.
Remove – click the button to enable the user data to be removed from the module.
Previous – click the button to display the previous user data which must be corrected.

Next – click the button to display the next user data which must be corrected.

OK – click the button to accept all the changes made. They will be automatically saved to the modules, no matter whether all conflicts have been removed or only a part of them.

Cancel – click the button to close the window without making any changes.
6. Users access schedules
The access schedule is created on the basis of weekly schedules, daily schedules and time slots. Additionally, it is possible to define up to 60 days / exceptional periods which have global character. On holiday(s), some exceptional daily schedules, i.e. different rules of access to the door, may be valid. You must determine for each weekly schedule, which exceptional daily schedule is to be valid during the exceptional day / period. Unless an exceptional daily schedule is selected, the access rules defined in the weekly schedule will also hold good during the holiday(s).

Button description
Add – click on the button to add a new schedule to the list of weekly schedules.
Remove – click on the button to remove the previously selected schedule from the list of weekly schedules.

Note:
After removal of a weekly schedule which was assigned to a user or several users, "Access denied" will be automatically assigned instead.
Exceptions – click on the button to open the Exceptional dates calendar window.
Details – click on the button to open the Exceptions details window.
Read – click on the button to start the procedure of reading access schedules from the module(s).
Save – click on the button to start the procedure of writing access schedules to the module(s).
Add daily sch. – click on the button to add a new schedule to the list of daily schedules.
Remove daily sch. – click on the button to remove the previously selected schedule from the list of daily schedules.
Note:
After removal of a daily schedule which was assigned to a weekly schedule, "Access denied" will be automatically assigned instead.
Add slot – click on the button to create a new time slot for the selected daily schedule.
Remove slot – click on the button to remove the selected time slot.
Note:
If there is only 1 time slot in the daily schedule, the slot cannot be removed.

List of weekly schedules
Weekly schedule - defines user's access to the door throughout the week. 2 schedules are factory-defined: Access (the user will always be able to unlock the door) and Access denied (the user will not be able to unlock the door). 254 weekly schedules can be created. Programming the weekly schedule consists in assigning a selected daily schedule to each day of the week.
Schedule name – facilitates identification of weekly schedules. The schedule name will be saved in the configuration file. It will not be saved in the module.

Weekdays – click your mouse in the weekday field to display the drop-down menu symbol. Click on the symbol in the drop-down menu to select a daily schedule which will be valid on the given weekday.
List of daily schedules
Daily schedule - defines the user access to the door within 24 hours. 2 schedules are factory-defined: Access (the user will always be able to unlock the door) and Access denied (the user will not be able to unlock the door). Up to 254 daily schedules can be created, each daily schedule having at least one time slot. Programming the daily schedule consists in defining the time slot parameters. The daily schedule is graphically visualized. Presented in green color are time slots, i.e. the periods when the schedule enables the door to be unlocked.

Schedule name – facilitates identification of daily schedules. The schedule name will be saved in the configuration file. It will not be saved in the module.

List of time slots
Time slot - a period of time within 24 hours, when the user has access to the door. Up to 256 time slots can be created. When programming, you must define from when (hour and minutes) to when (hour and minutes) the door is to be accessible to the user.

6.1 Creating the access schedule
1. Click with your mouse on the button designated Add. A weekly schedule will be displayed in the window. By default, this schedule assumes full user access during all days of the week.

2. Assign a name to the created schedule.

3. Click with your mouse the button designated Add daily sch. The daily schedule will be displayed in the list. At the same time, a time slot will be created for the schedule.

4. Assign a name to the created schedule.

5. Define the time slot parameters (from when to when the door is to be available to the user). If necessary, add further time slots by clicking on the button designated Add slot.

6. If necessary, create next daily schedules.

7. Assign the daily schedules to the selected days of the week in the weekly schedule.

8. Save the created access schedule to the module(s) by clicking on the Save button.

6.2 Exceptional dates calendar
A 2006 to 2099 calendar is available in the window. The calendar presents exceptional days / periods defined by the user.

Black bold font – dates of exceptions valid in the given year.

Black bold font against red background – date from which the exception selected from the list is valid.

Red bold font – dates of overlapping exceptions.

Button description
Add – click on the button to create a new exception.
Remove – click on the button to remove the previously selected exception.
Details – click on the button to open the Exceptions details window.
Exception parameters 
Name – facilitates identification.

Apply this exception every year – if this option is selected, the exception will be automatically valid every year. The year selection fields will be unavailable for the exception.
One-day exception – if this option is selected, the exception will be valid on the first day of the year.
from / Exception day – the field description depends on the One-day exception option. If the option is selected, the field description is Exception day. Enter the day and month of the exception in the field. When the option is not selected, the field description is from. Enter the day and month of the exception in the field. Unless the Apply this exception every year option is selected, the year selection field for the exception / beginning of exception is additionally available.
to – the field in which you are to enter the day and month of the end of exception. The field is available when the One-day exception option is selected. Unless the Apply this exception every year option is selected, the year selection field for the end of exception is additionally available.
Apply – click on the button so that all the changes to the exception parameters can become effective.

Exception priority
If the exceptions overlap, you can define which of them should have priority. The exceptions which are higher on the list have priority over those which are lower on the list. Priority can be defined by means of the arrow keys which make it possible to move the exception up and down on the list.
6.3 Exception details
Button description
Add schedule – click on the button to add a new schedule to the list of daily schedules.
Remove schedule – click on the button to remove the previously selected schedule from the list of daily schedules.

Note:
After removal of a daily schedule which was assigned to an exception / a weekly schedule, "Access denied" will be automatically assigned instead.
Add slot – click on the button to create a new exceptional time slot for the selected exceptional daily schedule.
Remove slot – click on the button to remove the selected exceptional time slot.

Note:
If there is just 1 time slot in the exceptional daily schedule, it cannot be removed.

List of exceptional daily schedules
Exceptional daily schedule - defines the user's access to the door within 24 hours when the exception is valid. 2 schedules are factory-defined: Access (the user will always be able to unlock the door) and Access denied (the user will not be able to unlock the door). Up to 128 exceptional daily schedules can be created, each of them having at least one exceptional time slot. Programming the exceptional daily schedule consists in defining the exceptional time slot parameters.

Schedule name – facilitates identification of the exceptional daily schedules. It will be saved in the configuration file. It will not be saved in the module.

List of exceptional time slots
Exceptional time slot - a period of time within 24 hours, when the user has access to the door, if an exception is valid. Up to 128 time slots can be created. When programming, you must define from when (hour and minutes) to when (hour and minutes) the door is to be accessible to the user.

Dependence table
The table makes it possible to define dependence between the weekly schedules, exceptions and exceptional daily schedules. The method of presenting these relations depends on the [image: image27.png]


 button status. 
If the button is not in depressed position, the weekly schedule name is displayed at top of the table. By clicking your mouse on the arrow keys, you can scroll through the list of weekly schedules. Displayed lower in the table is a list of defined exceptions (left-hand side) and exceptional daily schedules assigned to them (right-hand side). The exceptional daily schedule will be grayed out when no exceptional daily schedule is assigned to the given exception for the selected weekly schedule. Therefore, as long as the exception is valid, access will be granted according to the rules defined in the weekly schedule. This is a default setting for each new exception. Click your mouse on the exceptional daily schedule field, and then click the right mouse button to display the drop-down menu, from which you can select an exceptional daily schedule. It will be valid on the exceptional day / in the exceptional period for the given weekly schedule.
If the button is in depressed position, the exception name is displayed at top of the table. By clicking your mouse on the arrow keys, you can scroll through the list of exceptions. Displayed lower in the table is a list of defined weekly schedules (left-hand side) and exceptional daily schedules assigned to them (right-hand side). The exceptional daily schedule will be grayed out when no exceptional daily schedule is assigned to the given weekly schedule for the selected exception. Therefore, as long as the exception is valid, access will be granted according to the rules defined in the weekly schedule. This is a default setting for each new exception. Click your mouse on the exceptional daily schedule field, and then click the right mouse button to display the drop-down menu, from which you can select an exceptional daily schedule. It will be valid on the exceptional day / in the exceptional period for the given weekly schedule.

6.4 Creating exceptions

1. Click with your mouse on the button designated Exceptions, available in the Users access schedules window. The Exceptional dates calendar window will open.

2. Click with your mouse on the Add button. The new exception will appear in the list.

3. Assign a name to the created exception.

4. Indicate whether the exception is to be applied every year, or not.

5. Indicate whether the exception is to be valid on one day, or over a period of time.

6. Depending on previously made selections, define the exception date, or the beginning and end of the exception.

7. Click with your mouse on the Apply button to finish the procedure of defining the date / exceptional period.

8. Click on the Details button. The Exceptions details window will open.

9. Click with your mouse on the button designated Add schedule. The exceptional daily schedule will be displayed in the list. At the same time, a time slot will be created for the schedule.

10. Assign a name to the created schedule.

11. Define the exceptional time slot parameters (from when to when the door is to be available to the user). If necessary, add further time slots by clicking on the button designated Add slot.

12. If necessary, create next exceptional daily schedules.

13. For selected weekly schedules, assign the exceptional daily schedules to suitable exceptions (the list on the right-hand side of the window).

14. Save the access schedule data to the module(s) by clicking with your mouse pointer on the Save button in the Users access schedules window.

7. Users
Registered in the module with factory settings is the user named "Administrator", ID number 00001, having all the rights and using the code 12345.

Note:
The "Administrator" user's default code should be replaced by another one.

The user with ID number 00001 cannot be deleted from the module. His Administrator and Change code rights cannot be revoked either.

The maximum number of users supported by the ACCO system is 1024.

Button description
Add group – click on the button to create a new group to which users can be assigned.
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 – by clicking this button you can select the Group the users command. Each user who so far has not been assigned to any group will be assigned to the first group with parameters corresponding to those of the given user. If there is no group corresponding to the user parameters, it will be automatically created and the user will be assigned to it.

Remove group – click on the button to remove the previously selected user group. The users assigned to this group will be moved to the category of users not assigned to groups.
Add user – click on the button to open the Create users window.
Remove user – click on the button to remove the previously selected user.
Search - after you click on the button, a form will appear at the bottom of the window to allow you to find users, based on:

- name,

- ID number,

- proximity card / DALLAS iButton (card / iButton read-in required),

- module in which data of these users are saved,
- account number.

At the same time, the Filter branch will appear on the left-hand side of the window, where the search results will be presented.

Read – click on the button to start the procedure of reading user data from the module(s).
Save – click on the button to start the procedure of writing user data to the module(s).
Report – the button becomes active on selecting the name of one, some or all of the users. Click the button to open the Report parameters window, where you can define parameters of the report generated in PDF format.

User list
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 – click the button to sort all users on the list by their ID number in the ascending order.
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 – click the button to sort all users on the list by their ID number in the descending order.
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 – click the button to sort all users on the list by their name, from A to Z.
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 – click the button to sort all users on the list by their name, from Z to A.
Users number – the number of users who already exist in the program and controllers (up to 1024 users can be registered).
Several branches are available in the list, where the users are positioned according to the specified criteria.
Filter – this branch will appear after you click on the button Search. Presented in the branch are users who meet the criteria defined in the filter form.

All – this branch contains the list of all users.

Not assigned to groups – this branch contains the list of users not assigned to groups.

Groups – this branch contains the list of user groups.

The user is presented on the list by means of his/her surname and last name, as well as the name. The name is shown in brackets. The color of data presented on the list provides additional information:
- black – the user data are saved in at least one module;

- red – the user data require to be saved to at least one module or deleted from at least one module;

- gray – the user data are not saved in any module. 
User data
Surname – the field allows you to enter the user surname (last name). The surname is not saved in the module(s). It will be stored in the configuration file.
First name – the field allows you to enter the user first name. The first name is not saved in the module(s). It will be stored in the configuration file.
Name – the field allows you to enter the user name. The name will be automatically created on entering the user surname and first name, however it can be defined independently. It can consist of up to 16 characters. It is saved in the module(s) and facilitates identification of the users. The field must be filled in.
User ID – the field displays the 5-digit identification number assigned automatically to the user during the procedure of adding a new user. The ID number is saved in the module(s).
Account no – the field allows you to enter the account number. The account number is not saved in the module(s). It will be stored in the configuration file.
Description – the field allows you to enter additional information related to the user. It will not be saved in the module(s). It will be stored in the configuration file.

Add [card / iButton] – the button is available when the user has no proximity card (passive transponder in the form of a proximity card, key fob, etc.) / iButton. Click on the button to open the Card/iButton reading window, where you can add a card / iButton to the user (by entering its number or reading it in from the reader). The card / iButton data will be saved in the module(s). 
Remove [card / iButton] – the button is available when the user has a proximity card (passive transponder in the form of a proximity card, key fob, etc.) / iButton. Click on the button to remove the card / iButton.

User code – the user can enter in this field a sequence of 4 to 12 digits which will grant him access to the door. The field will be filled in automatically, if this option was selected in the Create users window. The code is presented in the form of asterisks. To view the codes entered for the users by the administrator in the program, click the [image: image33.bmp] button. The codes modified by the users with the use of keypad are not visible for the administrator.

Necessity to change the access code – if this option is selected, the user using the LCD keypad will be informed of the necessity to change the code (by 2 short beeps, repeated three times, and a message displayed on the screen).
Add [photograph] – the button allows the user to be assigned a graphic file in the following formats: JPG, JPEG, BMP, ICO, EMF, WMF. Having clicked on the button, indicate the access path to the graphic file. The indicated access path will be stored in the configuration file.
Remove [photograph] – the button is available, if a graphic file has been assigned to the user. Having clicked on the button, the user will have no graphic file assigned to him.
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 – if a camera is connected to the computer and a suitable driver for the camera is installed, click the button to open the User picture window. With the camera connected, a picture can be quickly taken and assigned to the given user in the program.

Modules
Group – this field makes it possible to select the group to which the user will be assigned. If the user is not assigned to any group, the Individual parameters information will be displayed in the field. Only this item is available, if no group has been created.

Group – click the button to assign the user to a group having parameters consistent with those of the user, or a new group with user parameters will be created.
Address – address of the door controller module.
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 – pictogram indicating that the module supports DALLAS iButton readers.
Present – if this field is selected, the user data will be saved in the chosen module. Saving the user data into the module is necessary, if the user is to have access to the door supervised by this module. After selecting the field, if the user has a card and the module supports the DALLAS readers, a message will be displayed indicating the data discrepancies. Similarly, if the user has an iButton and the module supports EM Marin or Wiegand 26 bit transmission format, the same message will be displayed after the field is selected.
Name – name given to the module.

Schedule – click with your mouse on the field to display the drop-down menu symbol. When you click on the symbol, a list of all available weekly schedules will be displayed. Select one of them to specify the rules of user access to the door.

A – if this field is selected, the user will be granted the Administrator authority in the selected module. The user with the Administrator authority can add and remove users and configure the module settings in service mode.
P – if this field is selected, the user will be granted the Switching authority in the selected module. The user with the Switching authority can unblock and block the door.

K – if this field is selected, the user will be granted the Change code authority in the selected module.
Note:
Clicking the symbol of drop-down menu in the heading of Present, A, P and K columns will display the following options:

· Enable in all modules,
· Disable in all modules.

Entries limit – this field allows you to define the maximum number of user entries. Getting access by means of the terminal A connected to the selected controller and opening the door is recognized as an entry (if the door status control is disabled, getting access alone will suffice). After the limit of entries is exceeded, the user will be granted no access. Values from the 1 to 254 range can be programmed, or the entry limiting function can be disabled. The field displays the current limit of entries, i.e. the value is decreased after each entry (the value is updated on reading the data from controller). The entries limit can be edited by clicking on the field (you can enter the value by using the keypad or select from the drop-down menu). On clicking the symbol of drop-down menu in the column heading, you can enter the identical value for all controllers.

Status – one of the following information options is to be indicated in the field: 

edited – the user data have been changed and must be written to the controller, 

to be added – the user data must be written to the controller, 

to be removed – the user data must be removed from the controller.

7.1 Create users
Users number – this field allows you to choose how many users are to be created.

Settings as – this field allows you to choose which settings are to serve as a pattern for new user(s). Such a pattern can be default settings, or settings of another user or a group of users. The new user will be granted the same rights and assigned to the same modules, and will obtain the same access schedules as in the pattern. In case of the default settings, it means the right to change the code, no assignment to the modules and an access schedule authorizing the user to always unlock the door.
Lack of code – if this field is selected, the new user(s) will be created without code.

User ID number – if this field is selected, the new user(s) will be created with a code, which is their ID number (5-digit code).
Random generate – if this field is selected, the new user(s) will be created with a random code. The code length, which is to be defined in the next field, can be from 4 to 12 digits. 
7.2 Adding new users
1. Click with your mouse on the button designated Add user. The Create users window will be displayed.

2. Select the number of users, you want to create.

3. Select settings for the new users. In case of the module(s) with factory settings, you can select the default settings or Administrator settings as a pattern. This feature enables new users to be created, based on the settings of already existing users and user groups. The user being created will be granted the same rights, will be assigned to the same modules and will get the same access schedules as in the pattern. In case of the default settings it means the right to change the code, no assignment to the modules and an access schedule authorizing the user to always unlock the door.

4. Determine whether the user is to receive the code automatically. The code may be generated on the basis of user ID number (5-digit code) or randomly (number of digits in the code: from 4 to 12). Indicate if the user should change his code.
5. Click with your mouse on the Apply button. The Create users window will close. The new user(s) will appear in the list in the Users window. The name of the users which are saved in any module and whose names have not been changed in the program will be displayed with black color. The name of the users whose settings are to be saved in the module(s) will be displayed in red. The name of the users who are not saved in any module will be displayed in gray.

6. Enter the last name, first name and display name of the user (16 characters) in the User data tab. The display name will be created automatically after entering the user's last and first name, however it can be independent of them. The display name only is saved to the module. This name is displayed in brackets.

7. If the user is also to use the card / iButton, click with your mouse on the Add button. The Card/iButton reading window will open.

8. Depending on whether the user is going to use a card or an iButton, the adding method can be defined:
· card: by entering the card number, or by reading the card on the reader connected to the ACCO-USB converter, or on any terminal unit (except for the Wiegand format supporting terminals) connected to one of the system modules.
· iButton: by entering the iButton number or by reading it in by means of the reader connected to the ACCO-KPWG-PS or ACCO-KPWG module.
9. Enter the number or read in the card / iButton.

10. Click with your mouse on the Confirm button. The Card/iButton reading window will close.

11. If the code is to be changed by the user, click the Apply button. A corresponding message will be displayed in the program window. The user using the LCD keypad will be informed of the necessity to change the code.

12. Optionally, add description, account number and photograph of the user.

13. Click with your mouse on the Modules tab.

14. Indicate the modules to which the user data are to be saved.

Note:
The user may only get access to the doors supervised by the modules to which his data have been saved. This access is defined in detail by means of the access schedules. The user has no access to the door, unless his data are saved to the module controlling this door.

15. Select the access schedule for each door.

16. Determine the user rights for each module.

17. Determine whether the user passes in particular modules are to be limited.
18. End the procedure of user adding by clicking on the Save button.

7.3 User groups

The ACCO‑SOFT‑LT program enables creating user groups which facilitates management of the users. The users belonging to a group have identical:

· rights,

· access schedules,

· list of doors, which they can unlock;

Notes:
· Only after a group is created and its parameters configured, the users can be assigned to it.

· The users assigned to the same group may have a different number of entries defined by means of the Entries limit function.

Group parameters 

Name – this field allows you to enter the name of a group of users. The user group name is not saved in the module(s). It will be stored in the configuration file.

Description – this field allows you to enter additional information related to the group of users. The information will not be saved in the module(s). It will be stored in the configuration file.

Address – address of the door controller module.

Present – if this field is selected, data of the users belonging to the group will be saved into the chosen module. Saving the user data to the module is necessary for the users to have access to the door supervised by the module.

Name – name given to the module.

Schedule – click your mouse on this field to display the drop-down menu symbol. When you click on the symbol, a list of all available weekly schedules will be displayed. Select one of them to specify the door access rules for the users belonging to the group.

A – if this field is selected, the users belonging to the group in selected module will be granted the Administrator authority. The users with Administrator authority can add and remove users, and configure the module settings in service mode.

P – if this field is selected, the users belonging to the group in selected module will be granted the Switching authority. The users with Switching authority can unblock and block the door.

K – if this field is selected, the users belonging to the group in selected module will be granted the Change code authority.

Note:
Clicking the symbol of drop-down menu in the heading of Present, A, P and K columns will display the following options:
· Enable in all modules,

· Disable in all modules.

7.4 Creating a user group

1. Click with your mouse on the button designated Add group. The new group will appear in the list on the left-hand side of the Users window.

2. Assign a name to the group.

3. Indicate the modules to which the data of users belonging to the group are to be saved.

4. Select an access schedule for each door.

5. Define the user rights for each module.

6. Having defined settings of the group, you can assign users to it. The users created earlier can be assigned to the group, e.g. by the "drag and drop" method. The newly created users will be assigned to a selected group, if exactly that group is selected in the Settings as field of the Create users window (see Adding new users).

Note:
If, when editing a user belonging to the group, one of the parameters defining the group (rights, weekly access schedule, available doors) is changed, the user will be removed from the group and transferred to the category of users not assigned to groups.

7. Save the user data to the module(s) by clicking on the Save button.

7.5 Automatic assigning of user to a group

1. Click the Users button available on the program menu bar. The Users window will open.

2. Click on the name of one user not assigned to any group. The user data will be displayed on the right-hand side. Select the Modules tab.
3. Click the Group button. The user will be assigned to a group with parameters corresponding to the user's parameters or a new group with user parameters will be created.

4. If a new group is created, it should be given a name.
5. Click the Save button to save the changes made to the module(s).
7.6 Automatic grouping of users
1. Click the Users button, available on the program menu bar. The Users window will open.

2. Click the [image: image36.png]


 button and select the Group the users command. The users not assigned to any group will be assigned to the first available group with parameters corresponding to those of the given user. If there is no group corresponding to the user parameters, a new group will be created and the user will be assigned to it.

3. If a new group is created, it should be given a name.

4. Click the Save button to save the changes made to the module(s).

7.7 Report parameters
Define in the window what information will be contained in the report to be generated.

Users – list of the names of selected users to whom the report will refer.

Account no – account number of the selected user(s) will be included in the report.
Description – description of the selected user(s) will be included in the report.
Card / iButton – number of the card / iButton assigned to the selected user(s) will be included in the report. If preceded by the * symbol, the number means the iButton number. To generate a report which includes this parameter, the program access password must be entered.

User code – code number assigned to the selected user(s) will be included in the report. To generate a report which includes this parameter, the program access password must be entered.

Modules list – list of controllers accessible to the selected user(s) will be included in the report.

Program password – if the report is to include the card / iButton number or code of the selected user(s), the program access password must be entered in this field.

Cancel – click the button to close the window.
OK – click the button to generate a report in PDF format with defined parameters.
7.8 Creating a user(s) report
1. Select one, some or all users (by pressing the Ctrl key and highlighting the user names with your mouse pointer).

2. Click the Report button.
3. A list of the names of selected users will be displayed in the Users field, Report parameters window.

4. Depending on the kind of information that is to be included in the generated report, select the corresponding fields and, if necessary, enter the program access code.

5. Click OK to confirm the selected options.
7.9 User picture

Camera settings – click the button to open the window where you can adjust the camera operation parameters.

Video settings – click the button to open the window where you can define the digital format parameters of the picture.

Scaling – click the button to open the window where you can zoom out or zoom in the picture from camera.

Note:
The names and appearance of the windows depend on the type of driver, whose installation was required by the connected camera.

Make a photo – click the button to capture a picture from the camera.

Cropping – click the button to crop the required portion of the picture.
OK – click the button to save the picture, assign it to a user and close the window.
Cancel – click the button to close the window without making any changes.
Apply – click the button to save the picture. The access path to the saved photo will appear under the picture.
8. Events
Event log
Events are displayed successively from the latest (at the top) to the oldest (at the bottom). If you click your mouse twice on any event, the User preview window will open.
Date – the field shows the date of event occurrence.

Time – the field shows the hour and minutes of event occurrence.
Events – the field shows the event description.

User – if the event was user related, the user's name is displayed in the field.
Details – in case of multiple events, additional information related to the event is displayed in the field.

Module name – the field shows name of the module to which the event has been saved.

Address – the field shows address of the module to which the event has been saved.

Account no – if the event was user related, the account number assigned to the user is displayed in this field. If the account number is not assigned, the field will remain blank.
E – event code shown in hexadecimal form.

U – user ID number shown in hexadecimal form.

S – event detailed code shown in hexadecimal form.

Status bar
Events readout – if this option is selected, the program will download events from the modules.
Tracking – if this option is selected, the event log displayed in the window will be automatically updated with new events.
Total events number – the number of events which can be viewed in the window.

Events to download – the number of events which are saved in the module memory, but have not been downloaded yet.

Event filter enabled – information on whether the window shows all events, or those selected on the basis of criteria defined in the Event filter window.
8.1 User preview

If the event is related to the user, the window shows the user's photograph (provided he has been assigned a graphic file), as well as other user related information. If the Tracking option is enabled, the window contents will change automatically when a new event appears. Then it will show information related to the new event.
You can also call up the User preview function by clicking twice on the user related event.

8.2 Event filter

Select filter – in this field, you can select a previously saved filter or add a new one. Enter the filter name and click the Save button. In order to remove a filter, select its name and click the Remove button.

Select the module – the field enables selection of the module(s), the events from which are to be displayed.
User name – you can enter the user's (one, some or all) name in this field. The window will show events related to that user (users).

From date – if this field is selected and the date defined, the window will show events which occurred, beginning from that date.

To date – if this field is selected and the date defined, the window will show events which occurred up to and including that date.

Deselect all / Select all – click your mouse on the button to deselect / select all the fields at the event types below.
Invert selection – click your mouse on the field button at the event types below to deselect all the fields that were selected, and to select all the fields that were deselected.
Access granted – if this field is selected, the following events will be displayed in the window: Access granted - entry, Access granted - entry. Door status is not monitored, Access granted - exit, Access granted - exit. Door status is not monitored, Access granted and Access granted. Door status is not monitored.
Authorized passage after door unlocking by using a button – if this field is selected, the following events will be displayed in the window: Access granted and Access granted. Door status is not monitored.
Access granted. Door not opened – if this field is selected, the following events will be displayed in the window: Access granted - entry. Door not opened, Access granted - exit. Door not opened and Access granted. Door not opened.
Long open door – if this field is selected, the Long open door events will be displayed in the window.

Close too long open door – if this field is selected, the Close too long open door events will be displayed in the window.

Forced entry – if this field is selected, the Forced entry events will be displayed in the window.

Closing door after forced entry – if this field is selected, the Closing door after forced entry events will be displayed in the window.

Access denied – if this field is selected, all events related to the denial of access will be displayed in the window.

5 invalid attempts – if this field is selected, the following events will be displayed in the window: Access denied – entry. 5 invalid attempts, Access denied – exit. 5 invalid attempts, Access denied – entry. Anti-Scanner and Access denied – exit. Anti-Scanner.
Attempt to unlock out of schedule – if this field is selected, the window will show the events related to the denial of access, because of inconsistency with the access schedule.
Door unblocking start/end – if this field is selected, the window will show the following events: Start of door unblocking, End of door unblocking and Fire – unblock door.

Door blocking start/end – if this field is selected, the window will show the following events: Start of door blocking, End of door blocking and Alarm – block door.

Module tamper – if this field is selected, the window will show events related to the module tamper.

Service mode start/end – if this field is selected, the window will show the following events: Start of service mode and End of service mode.

Module configuration change – if this field is selected, the window will show the Module configuration change events.
Module restart – if this field is selected, the window will show events related to the module restart.

Clock – if this field is selected, the window will show events related to the module clock.

State of keypad/reader – if this field is selected, the window will show events related to the status of terminals (loss, tamper, restart).
Users data – if this field is selected, the window will show events related to the user parameters.
Information input triggered – if this field is selected, the window will show events generated after activation of the information input.
Bell signal – if this field is selected, the window will show the Bell signal events.
Event buffer information – if this field is selected, the window will show events related to module events memory buffer.

AC power supply state – if this field is selected, the window will show events related to the AC supply status.
Battery state – if this field is selected, the window will show events related to the battery status.

Program events – with this field selected, the window will display events generated as a result of actions taken by the program user. His name will be shown in the User column.

Reset – this button resets the selected or previously saved settings. All the options will be selected.

OK – use this button to accept the selected settings and close the window.

Cancel – click the button to close the window without making any changes.
Apply – use this button to confirm the selected settings.
8.3 Setting event colors
The window makes it possible to define colors for the specified type of events displayed in the Events window.
8.4 Export

The event history can be exported to a file in CSV format (text file separated by semicolons) or Excel format. After running the Export command and selecting the format, the program will display a window in which you are to indicate position of the file. Data currently presented in the Events window can be exported.
8.5 Checking the number of events to download

You can check the number of events which have not been downloaded yet. On starting the Events to read command, the program will display the Number of events to be read window, where you can check how many events saved in the module(s) memory remain to be downloaded.

8.6 Reports
The function enables reports to be generated on the basis of events currently displayed in the Events window. The report is generated in PDF format and saved in a default folder in the Data subfolder.

9. Presence report
User / users – the field allows you to select a user. You can do it in two ways:

· enter the user(s) name or a part of it. The users will be distinguished by their name in the report.

· click the [image: image37.bmp] button beside to open a selection list and select one, some, a group or all users in the list. The users will be distinguished by their ID number in the report.

From date – define in this field the date from which all the user(s) entries and exits will be included in the report. If this option is not selected, the report will include all the user(s) entries and exits from the moment when the program was installed.

To date – define in this field the date up to which all the user(s) entries and exits will be included in the report. If this option is not selected, the report will include all the user(s) entries and exits up to the current date.

Default entry time – select this option to enable a default entry time to be defined. This option should be defined, if the user can enter the premises without this fact being registered by the access control.

Default exit time – select this option to enable a default exit time to be defined. This option should be defined, if the user can leave the premises without this fact being registered by the access control.

Note: If information on the first entry / last exit of the user is missing, the program will use the default time of entry / exit. It is possible to modify the default time of entry / exit in the displayed report. In order to do so, select the time to be modified and then left-click with your mouse. The Set time option will be displayed.

Only first entry and last exit – with this option selected, the user presence time during the day will be recorded without taking any work breaks into account. Information on the recorded time will be displayed next to the date.

Ignore the „on duty” access – with this option selected, the presence report will be generated without taking the "on duty" passes into account.

Open – click the button to open the Entry/exit rules window.
Execute – use this button to generate a report on the presence of selected users, according to preset parameters.

The report contains the user name (or several names, if the report has been generated on the basis of ID number) and detailed information about his presence on particular days:
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– displayed next to this icon is the date and information on how long the user was present on the premises on that day. The text is displayed in black, when all data required to calculate the presence time were available. The text is displayed in red, when the entry or exit data are missing (in such a case, calculation of the presence time is impossible, or it can be done because default entry/exit times were defined).
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 – displayed next to this icon is the information on the time when the user entered the premises and on the module, by means of which the user got access and entered;
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 – displayed next to this icon is the information on the time when the user left the premises and on the module, by means of which the user got access and left;

Export – use this button to export the presence report to file in CSV, Excel or Symfonia format. On clicking the button and selecting the format, the program will display the window where location of the file is to be indicated.

Print – use this button to print out the generated report in PDF format. The date on which the document was generated will be visible in its upper part.
9.1 Entry/exit rules
The window presents the rules which can be used when creating the Presence report. Names of the existing rules are displayed on the left side, and detailed information on the currently selected rule (which terminal in which module serves as the entrance, and which one as the exit) on the right side.

Add – click the button to open the Doors window, where a new entry/exit rule can be defined.

Edit – select one of the existing entry/exit rules and click the button to open the Doors window, where the entry/exit rule can be modified.

Remove - select one of the existing entry/exit rules and click the button to remove the rule.

OK – select one of the rules and click the button to close the window and display the selected rule in the corresponding field in the Presence report window.

Cancel – use this button to cancel rule selection and close the window.

9.2 Doors
This window enables defining the parameters of entry/exit rules which can be used to create the Presence report and for Presence control:

- name,

- entrance - the terminal connected to the controller which serves the entry function (getting access by using this terminal and opening the door will be treated as the user entry),

- exit - the terminal connected to the controller which serves the exit function (getting access by using this terminal and opening the door will be treated as the user exit).

The window shows all the door controller modules in the system. You should select the terminals at those controllers which supervise the doors to the building or spaces where the user should stay. Several terminals can serve as an entrance or an exit, but the same terminal cannot serve as an entrance and an exit at the same time.

OK – use this button to accept a new or modified rule and close the window.

Cancel – click the button to close the window without making any changes.
Note: The defined entry / exit rules are saved and stored in the data base of the ACCO-SOFT-LT program (file extension *.s3db). If the base is deleted, all the rules will have to be defined again.

9.3 Creating a presence report
1. Open the Presence report window (click Other and then Presence report in the main menu).

2. Determine which users are to be included in the report. It can be done in two ways:

· enter the user(s) name or part of it in the User / users field – all people meeting this criterion will be included in the report. The users will be distinguished by their name in the report, i.e. the user having the same ID number, but a different name will be treated as another person.

· click the [image: image41.bmp] button next to the User / users field and then select from the list that will be displayed who is to be included in the report. The users will be distinguished by their ID number in the report, i.e. the users having the same ID, but a different name will be treated as one and the same person (all names will be included in the report).

3. If the report is to cover a specific time interval, it must be defined in the From date and To date fields.

4. If the user can enter or leave the premises without this fact being registered by the access control, corresponding values must be entered in the Default entry time and Default exit time fields.

5. If the report is to record the user's presence time during the day, without taking work breaks into consideration, select the Only first entry and last exit field.

6. If the report is to be generated without taking the "on duty" passes into account, select the Ignore the "on duty" access field.

7. Click the Open button in the Entry/exit rules window to select one of the available rules or create a new one.

8. Click the Execute button.
9. If the report is to be exported to file in a selected format, click the Export button.

10. If the report is to be printed in PDF format, click the Print button.

9.4 Creating an entry/exit rule

1. Open the Presence report window (click Other and then Presence report in the main menu).

2. Click the Open button to open the Entry/exit rules window.

3. Click the Add button to open the Doors window.

4. Give a name to the new entry/exit rule.

5. Determine which terminal (A or B), at which module, will serve the entrance function. You can indicate some terminals to serve as entry ones, if there are several entrances to the building or a space where presence of the user is to be supervised.

6. Determine which terminal (A or B), at which module, will serve the exit function. You can indicate some terminals to serve as exit ones, if there are several exits from the building or a space where presence of the user is to be supervised.

7. Click OK to accept the new entry/exit rule.

10. Presence control
Users list – in this field you can select the users whose presence is to be monitored (you can select one, some, a group or all of them).

Note: Adding or deleting a user from the system is not automatically indicated in the Presence control window. The changes will take effect after the users are selected again.

Amount of present user – information on the number of currently present users.

Amount of absent user – information on the number of currently absent users.

Properties – select the user(s) in the window and click the button to open the Properties window, where you can define the rules of monitoring the selected user(s).

Show details – if this option is selected, additional information will be displayed at the name of each user, e.g. the name of controller by means of which the user got access recently, time of getting access, and also the following icons:

[image: image42.bmp] – the icon indicates that the user presence time is being monitored, i.e. information on the user's being late or leaving early is presented. Displayed next to the icon are hours (the According to hours option is selected in the Properties window) or name of the weekly schedule (the According to schedule option is selected in the Properties window),
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 – the icon indicates that the program can determine the moment of user's exit, based on the Entry/exit rule, the name of which is displayed next to the icon.

[image: image44.bmp] – the icon indicates that the user has left the premises (the Entry/exit rule must be selected in the Properties window, so that the program can determine the moment of user's exit).

Note: The rules of monitoring the users' presence are saved and stored in the data base of the ACCO-SOFT-LT program (file extension *.s3db). If the data base is deleted, all the settings will have to be programmed once more.

Tracking – the user who was the last one to get access, is distinguished by a dark-blue frame.

The following information can be presented by using colors:

light-gray – no data (there is no information about the user getting access, and the user's presence time is not being tracked),

green – present (the user is staying within the monitored area),

orange – early leaving (the user has left the monitored area before the time defined by settings in the Properties window),

red – absent (the user is not staying within the monitored area),

yellow – late coming (the user is staying within the monitored area, but he has come late),

blue – on duty exit (the user has left the monitored area to do his duties).

10.1 Properties
This window makes it possible to define detailed parameters for the rules of user presence monitoring.

Rule – you can select one of the existing entry/exit rules so that the program can determine when the user has left the premises. The program will recognize the user as present when he makes use of any terminal, provided that that terminal does not serve the exit function, but using the exit terminal will be interpreted as leaving the premises. See: Creating an entry/exit rule.

Entry/exit time control – the area where parameters related to the monitoring of user presence time are defined:

Out of control – the program will not inform about the user's coming late or leaving early.

According to hours – the program will check whether the user showed up on the premises before the defined time, and whether he left the premises after the defined time (information on the user's late coming or early leaving is presented). The time of entry and exit should be defined in the fields below.

According to schedule – the program will check whether the user showed up on the premises before the time defined in the schedule for that day, and whether he left the premises after the time defined in the schedule for that day (information on the user's late coming or early leaving is presented).

Default exit time – if the user can leave the premises without this fact being registered by the access control, a default exit time can be defined. At the preprogrammed time, the program will recognize that the user has left the premises, though the fact has not been registered.

Reset state – on clicking the button, the program will recognize that the user/users has/have left the premises.

11. System settings
11.1 Information
You can enter additional information related to the system in the description window. It shows the same information which was entered in the System description field, New configuration file window.
11.2 Communication
System identifier – the field shows the identifier defined in the New configuration file window. The identifier can be changed.
Note:
In order to change the system identifier if communication between the ACCO-SOFT-LT program and the modules is correct, no re-registering of the modules is required. The program will send out this information to all modules it can communicate with. If there is no communication with at least one of the modules, re-registering of the modules will be required. A message will be displayed, warning about loss of communication with some modules and requiring confirmation of the change of identifier.

RS232 port number – the field shows the computer port, through which communication with the module(s) is effected. The port was defined in the New configuration file window, but it can be changed.
11.3 Events
Events readout – when this option is selected, the module will download events from the modules.

Number of lines in export files – this option allows you to determine the maximum number of lines in the exported file. When exporting events, several files can then be created. It is recommended that this option be selected if large size files are expected.

Automatic events export – after enabling this option, the program will be automatically export events. The export can take place every day, every week (on a selected weekday) or every month (on a selected day of month) at the time set in the next field.
Export data in format – the events can be exported in CSV or Excel format. Select one of them.

Scope of export – there are two export scopes: All events (all events that took place since starting the program) and New events (the events that took place after the last export was done). Select one of them.

Data folder – in this field you should indicate the location where the exported events are to be saved.

11.4 Information input
In these fields, you can define a text which will be displayed in the event file after activating the information input.

11.5 Other
Save only changes – if this option is enabled, only the changed data will be saved to the module(s), not all of them. Thus the data saving procedure can be shortened.
Users synchronization – if this option is selected and the ACCO-SOFT-LT program is running, all the changes related to users' data will be saved to all modules.

Time pattern (PC-(Acco-KP) – if this option is selected, the time from computer is automatically sent to modules so as to synchronize the time in all devices.

Unique accountant number – selecting this option will prevent the same account number from being entered for different users.

Apply – click the button to erase the history of opened configuration files, except for the one currently open. This will take effect after restarting the program.
11.6 Language versions
There is an option to select the language version. Select the required version and restart the program. Libraries with language versions are located in the main program folder, Lang subfolder.
12. Other

12.1 Setting time in all modules

The Set time in all modules function enables sending time signals from the computer to all modules.
12.2 Site plans
Site plans list – the list of site plans assigned to the configuration file. The available plans are also displayed in the Other menu.

Add – the Site plan configuration window will be displayed, where you can enter the name of plan to be added and indicate the access path to the selected graphics file.

Remove – having selected a plan on the left side of the window, click the button to remove the plan.

Show – having selected a plan on the left side of the window, click the button to view the plan.

Settings – the button enables sound files to be assigned to the Gong signal and Alarm signal.

12.3 Site plan
The window displays a site plan in which door controller modules are presented. The pictogram indicating the module and door status can provide the following information by using colors:

green color - the module is working properly and requires no attention,

yellow color – the module state requires attention, because one of the following events has occurred:

- Event log 50% filled
- Clock failure
- Start of service mode
- Long open door
- Door unblocked
- Door blocked
red color – alarm status, because one of the following events has occurred:

- Event log 90% filled
- Forced entry
- 5 invalid attempts
- Module tamper
- No terminal presence: A

- No terminal presence: B

- Low battery
- Lack of battery
- Keypad/reader tamper: A

- Keypad/reader tamper: B

- AC supply failure.

If an alarm status occur, a red exclamation mark will be displayed next to the pictogram. Click on the exclamation mark to open the Module state window, where you can check why it has been displayed.

Additional functionality of the site plan can be defined in the Settings window, available in the editing mode.

Editing mode

In order to arrange the system elements on the plan, enter the editing mode (right-click your mouse button and then click on the command that will be displayed).

Plan – the button opens the window where you can change a plan name or replace a graphics file.

WebCam – the button enables an icon to be put on the plan to indicate the place where a web camera is installed. The icon can be placed in a suitable spot by using the "drag and drop" method. The blue field is intended for entering the internet address of the webcam. Click the webcam icon to connect to the address assigned to the camera. In order to remove it, right-click on it with your mouse and select the Remove command.

Close – use this button to exit the editing mode.

Doors – a list of modules that can be arranged on the plan. The names of modules which have not been arranged on the plan yet, are displayed in black color. The other module names are shown in gray. In order to place a controller on the plan, hover your mouse cursor over the module name, select it and, the "drag and drop" method, place the module in a suitable place on the plan. A corresponding pictogram will appear at the selected point, symbolizing the module and the door controlled by it. Location and shape of the door can be modified by using the mouse, as well as the Reverse command (in the drop-down menu which opens when you right-click the given object).

If the module is to be removed, hover your mouse cursor over it, right-click and select the Remove command in the drop-down menu. In order to define what information is to be provided, hover your mouse cursor over the pictogram, right-click and select the Settings command from the menu to open the Settings window.

12.4 Settings
Define in the window what additional information will be provided by means of the plan (additional audible signaling, extra information on door status, showing pictures of the terminal users).

Door state – the Door unblocked, Door blocked and Forced entry events will trigger the alarm signaling by corresponding sounds (see: Site plans and Settings button description).

Gong signal – the option is available when the Door state option is enabled. Authorized opening of the door is signaled by a corresponding sound (see: Site plans and Settings button description).

Long open door – the options are available when the Door state option is enabled. You can determine how the long open door is to be signaled:

- no signaling,

- by means of gong signal,

- by means of alarm signal.

Module state – the Alarm signal (see: Site plans and Settings button description) is used to the following events: Module tamper, Clock failure, Start of service mode, Event log 50% filled or Event log 90% filled.

Power supply state – the Alarm signal (see: Site plans and Settings button description) is used to the following events: AC supply failure, Low battery or Lack of battery.

State of keypad/reader – the Alarm signal (see: Site plans and Settings button description) is used to the following events: 5 invalid attempts, No terminal presence A, No terminal presence B, Keypad/reader tamper A or Keypad/reader tamper B.

Door unblocking – it is possible to unblock the door and switch it over from unblocked status into the normal mode. To do so, after exiting the schedule editing mode, hover your mouse over the pictogram representing the selected module, right-click, and then select the Unblock command (available when the door is in normal mode or blocked) or Control (available when the door is unblocked).

User picture – a sequence of pictures is displayed, showing the users taking part in the events during the last 24 hours. Information on the time when the event occurred is shown under the picture and description of the event is displayed below. The digit in the upper left corner indicates how many times the same event occurred with involvement of the same user during the last 24 hours.
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