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|. INTRODUCTION

PR Master 4.3 is the final version of RACS (Roger Access Control System) management
software. RACS is an Access Control System based on CPR-32 network management units and
PRxx controllers manufactured by Roger.

PR Master 4.3 is an application of Microsoft Windows 98, Windows NT, Windows 2000, Windows XP
Windows Vista, and Windows 7 operating systems.

The program has two types of users:

+ installers — who conduct basic software configuration and prepare it to work in
production;

+ end users — who perform day to day program maintenance, prepare reports, make
backups, manage users, create APB zones, attendance areas, and so on.

This division is in keeping with Access Control Systems’ life cycle. First, installation company installs
the system, attaches all the devices, configures the system, and then hands it over to the end user
who from then on is responsible for its day-to-day maintenance.

The PR Master 4.3 application should be installed by the installer — representative of the company
deploying the ACS after physical installation of all the system components (controllers, network
management units, readers and interfaces) and after making all the connections. Then the
application should be handed over to the final system’s user and put into production. From then on,
end users will utilize the application on day-to-day basis.

The purpose of this manual is to present all the functionalities of PR Master 4.3 software, taking
into account tasks performed by the installer and end users. Of course the allotment of tasks is not
strict. It may happen that after computer crash, replacement, backup loss or similar situations, end
user will make an attempt to set up an application single-handedly. Then the best to do is to read
carefully chapter 1. “Preparing the system to work” and to perform all the steps described there. A
specific case of preparing the system to work is update the PR Master from older into newer
version. In such a case it is necessary to take all the steps needed for preserving data from
previous version.

The Manual has been divided into 4 chapters.

In Chapter 1. "Preparing System to Work" an installation process and its initial set up have been
described.

In Chapter 2 ,Day to Day Maintenance” a typical tasks performed on daily basis have been
discussed. They include such tasks as defining system’s users and groups, schedules, alarm zones,
events monitoring, preparing reports, and so on.

In Chapter 3. "PR Master Functionality” a synthetic summary of all the program’s menu and
commands has been presented. The chapter describes all the menus, dialog boxes and alternative
ways of invoking different functions.

In Chapter 4 ,Monitoring”, a monitoring mode of PR Master has been described.

roger
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CHAPTER 1.
PREPARING SYSTEM TO WORK

1.1. PR MASTER INSTALLATION

In order to set up the PR Master, the archive with setup program should be first downloaded from
the Roger's website (http://www.roger.pl/). The archive can be found in file called setup
4.3.x.xxx.exe. After the file has been downloaded it should be executed, which results in
displaying an initial installation screen (Figure 1.1).

InstallShield Wizard

Preparing to Install...
Roger Access Control Spetem 4.3.0,433 Setup i= prepanng

the InztallShield Wizard, which will guide vou through the
program setup process. Please wait,

Checking O perating Spstem Yersion
| — I

Cancel

Figure 1.1. Preparing to install

Then an initial RACS installation wizard screen displays (Figure 1.2).

roger
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| 1! Roger Access Control System 4.3.0.433 - InstallShield Wizard ==

Roger Access Control System

RACSE

VERSION f’ -

Copyright B 1999-2004, Roger spaj. Al rights resepced

Instalishisld

< Badh [ Mext = ] I Cancel

Figure 1.2. RACS installation wizard — step 1

In this window you should click Next. The second dialog box displays — a welcome screen
containing copyright information. In this window you should also click Next.

The next wizard’s window is a screen containing license agreement. You should read it carefully,
and place a check next to the I accept the terms in the license agreement option. If you don't
select this option, the Next button will be disabled, and you will be unable to continue the
installation. Once you familiarize with the license agreement, you can click Next and proceed with
the installation. In the next wizard’s screen you can find the README file. You should read it
carefully and then click Next.

The next wizard’s window displays (Figure 1.3). You should enter there user’s first and last names
(the User Name field) as well as its organization (the Organization field). As for most Windows
applications you can also indicate if the application should be available only for the current user
(the Only for me option) or for all the computer’s users (Anyone who uses this computer (all
users)).

roger
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1] Roger Access Control System 4.3.0.433 - InstellShield Wizard
Customer Information

Flease enter yvour information,

Lizar Mame:

[ '-'-_L

Organization:

Install this application for:

@ Anyane wha uses this computer (all users)

(71 Crly for me {Radek Meryk)

Instalishisld

< Back ]L Mext = ] I Cancel

Figure 1.3. RACS installation wizard — user's data

Upon entering this data, you should click Next. The destination folder selection window displays
(Figure 1.4).

1] Roger Access Control System 4.3.0.433 - InstaliShield Wizard
Destination Folder

Click Mext to install to this folder, or dick Change to install to a different folder.

Er_‘_-l Instzll Roger Access Control System 4.3.0.433 to

C:'Program Files'\Roger \Access Control System 4.3

Instalishisld

< Back ][ Mext > ] I Cancel

Figure 1.4. RACS installation wizard — destination folder selection

roger
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By default, the PR Master 4.3 application installs in the C:\Program Files\Roger\Access
Control System 4.3 folder. If you want to change this location, you can use the Change button.

After the installation destination folder has been entered, you should click Next. The file copying
process starts. Upon its completion, the system will validate the installation (Figure 1.5).

) Roger Access Contral Systern 4.3.0.433 - InstallShield Wizard ==
Installing Roger Access Control System 4.3.0.433

The program features you selected are being installed.

Please wait while the InstaliShield Wizard installs Roger Access Contral
System 4,3.0,433, This may take zeveral minutes,

Status:

Yalidating install

el Mext = Cancel

Figure 1.5. RACS installation wizard — copying files and validating install

o
1
m

After this process is completed, if everything has been done correctly, the system will display the
window with an information that the installation was successful (Figure 1.6).

roger
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15! Roger Access Control Systern 4.3.0.433 - InstallShield Wizard ==

InstallsShield Wizard Completed

The Installshield Wizard has successfully installed Roger Access
Control System 4.3.0.433. Click Finish to exit the wizard.

ST
Lance

Figure 1.6. RACS installation wizard — the application has been successfully installed

If you click Finish, the system will display information that it is necessary to restart computer. Only
after restart the installation will take effect. The installation is finished. Before you run the program
for the first time, you should restart computer.

1.1.1. Roger ACS 4.3 Application Group Content

When you install the PR Master 4.3 application, the Roger ACS 4.3 application group will be
created. Its content has been shown in figure 1.7.

| Roger ACS4.3
o Digi Cenfigurator
=] Order
£a] PR Master4.3

|| Read me

ﬁ Repair datakasze indexes
B RogerHome Page

!Jli] Reger ISP Programmer

% Select language
@ USB Drivers

B Roger 805 4.3 Al PR Master 4.3

ﬁ Repair database indexes
& PRoger Home Page
ﬁ:ﬁ Roger ISP Programrmer

@ Select langquage
@ USE Drivers

roger
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Figure 1.7. The Roger ACS 4.3 Application Group Content

The Roger ACS 4.3 application group contains the following elements:
¢+ PR Master 4.3 — link to PR Master 4.3 application executable.
+ Repair database indexes — a tool for repairing database’s indexes.
+ Roger Home Page — link to Roger website.
¢+ Roger ISP Programmer — a tool for updating controllers firmware.
.

USB Drivers — a tool for installing USB drivers.

x If the PR Master application was previously used in the computer where you install the system, then

before running the setup program but after application uninstall, the best thing is to manually erase
the folder where the application was installed. Most often the path to this folder is C:\Program
Files\Roger\Access Control System 4.3.

If you remove all the files from the previous installation you will be certain, that the copy of the
program is ,clean”.

1.2. RUNNING THE PROGRAM FOR THE FIRST TIME

When you start PR Master for the first time after the installation, the language selector windows
triggers (Figure 1.8).

Reger Software language selector

Select language for RACS Software

Cancel

ik

Figure 1.8. Language selection for the PR Master 4.3

In this dialog box you should select the user interface’s language, and then click OK. The
confirmation dialog box displays, where you should click on the OK button if you want to confirm
the selection or on the Cancel button if you want to resign. Then an information dialog box
displays, containing list of system’s components, the language has been changed for. In this
window you should click OK once again. Only then an initial PR Master logon screen appears
(Figure 1.9).

roger
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Login (3w
i PR Mazter version 4
L
:lf 3 Enter login and password
Logir: ADMIN
Pazsward:

Figure 1.9. PR Master 4.3 logon screen

Default password for the ADMIN user is empty. So, you should click OK. The program will ask you
if sample configuration should be loaded (Figure 1.10).

P %)

b ] Load dema configuration?

[ fes ][ Mo H Cancel

Figure 1.10. The program asks if the demo configuration should be loaded

If you want to familiarize with the program functionalities, you should click Yes. If you want to
configure application for managing physically installed access control system, you should click No.

The PR Master can communicate with other programs through network. Because of that, depending
on Windows firewall settings, the program may display a warning window similar to the one shown
in Figure 1.11.

roger
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=
I 7

@ Alert zabezpieczen systemu Windows ===

Zapora systemu Windows zablokowata niektére funkcje tego

programu.

Fapora systemu Windows zablokowala akceptowanie przychodzacych polaczen siedowych przez
ten program. Jesli odblokujesz program, bedzie on odblokowany dla wszystkich sied publiczna, z
ktdrymi masz pofaczenie. Jakie ryzvko wiae sie 7 odblokawaniem programu s

’_ﬂ MNazwa: Configuration application for access control

| Wydawica; Roger 5.1,
Sciezka: C:\program files\roger'access control system 4, 3\ prmaster. e
Lokalizacia sieciowa: Sied publiczra

Co to sz lokalizacie siedowe?

Blokujnadal | [ Odbloky

Figure 1.11. Windows firewall informs that network connections to the PR Master 4.3 application are
blocked

If you want to remotely connect to the PR Master, you should click on the Unlock button. Now the
PR Master can start without further problems.

roger
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1.3. QUICK START

When you start the PR Master, the main PR Master window displays (Figure 1.12).

¥ PRMaster v4.3.3.523 [ADMIN]

File Sywstem Reporks Commands  Tools  Help

System Frequently used tasks

[EI =R [ =tiiork s 'S !
; EE Holidays \‘J [uick uzer update
S Users -

_.l.'-l G ‘_—
; . Sur:il-;l:;lsules @ Read event buffers niow
i Access Zones —2
o Attendance Areas 9;{1" Update spstem now
¢ APB Zones ;
' '-.J .-i‘-..larm ZF‘”ES 150 Update clock(s]
seqll Fingerprint readers

|Z] Card Box
; ﬂ; Facility plans @ .| event histary

-

|":'.' ,_n Access map
@ Dnline manitaring

Roger =p.j.

92-41E Godcizzewo 53
roger tel: 055 272 0132

faw: 085 272 0133

e-mail: biuro@roger.pl

g hitkp: /A roger. pl

Figure 1.12. PR Master 4.3 main window

In the top section of the window there is the program’s main menu. On the left hand side there is a
System navigation tree, and on the right hand side there is a list of frequently performed tasks.
These are the three possibilities of getting access to the PR Master’s functionality. They have the
same effect, but only the menu gives access to the complete set of commands.

To prepare program for work you should perform the following steps:

1. Create an empty database. In order to do this, you need to use the File/New system ...
command (see section 3.1.1).

roger
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2. In the System navigation tree click on the Networks icon or select the Networks command
from the System menu (see section 3.2.7).

3. Add a new network (see section 3.2.7.1). Remember to give to the network a descriptive
name. If you do not do this, the PR Master will assign to the networks default names:
Network A, Network B, and so on.

4, Add controllers to the network (see section 3.2.7.4). Again, you should remember to give
descriptive names to the controllers. The names should be properly chosen in order to allow
their easy identification later on. If you want to assign a name to the controller, select the
controller, click on the Properties button and enter a descriptive name in the Controller
name field.

5. Repeat steps 14 for the remaining networks in the Access Control System.

6. When all the networks have been configured, you can define access zones. The installer should
do this in cooperation with the end user. A detailed description on how access zones should be
defined can be found in section 3.2.6.

7. After defining access zones, define time schedules for use in the system. You can find more
information on this subject in section 3.2.5. Once you define time schedules, define holidays
in the current year. Information on how to define holidays can be found in section 3.2.2.

8. Now you can define user groups. Read section 3.2.4. Read carefully about how in the RACS
the groups are related to access rights. Define access rights for all the groups in specific access
zones. In order to do this, assign time schedules to the zones. Time schedules describe time
intervals when a group has rights in particular zone.

9. Now you can proceed to entering users data. Before you start doing this, create a proximity
card set, you will assign the card to the users from. You can find more information on how to
create such a cards container in w punkcie 3.2.12. You can read about user management in
w punkcie 3.2.3.

10. Upload configuration settings to all the controllers in the system. In order to do this, use the
Update system now command. You will find it on the frequently used tasks list on the right
hand side of the program’s main window. More information on the command for configuring
the whole system can be found in section 3.4.4.

At this moment, after uploading configuration settings to all the controllers, the system is initially
prepared for work. Of course the system lacks an advanced configuration (e.g. attendance areas,
alarm zones, APB zones), but these activities can be performed later and they require much less
work. Because the main part of configuration work has been done, you should create a system
backup now, so you could restore a basic configuration from backup copy in case of errors, system
crash, and so on. You want to make sure, that the backup is stored on an external medium. Thanks
to this it will be available also in case of disk failure. You can find more information on how to make
backups in section 3.5.12.

roger
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CHAPTER 2.
THE SYSTEM IN PRODUCTION

So the RACS has been put into production! In order to be able to use it properly, you should
perform a few tasks. Firstly, they will assure a safe work for the system, and secondly they allow
for using its possibilities to the maximum. All these tasks will be described in this chapter.

2.1. INITIAL OPERATIONS

After the system has been put into production, its administrator has to conduct several preparatory
operations. They have been described in the following sections.

2.1.1. Defining password for the ADMIN user

Immediately after the system has been deployed, the password for the ADMIN user is empty.
Because this user has unlimited rights in the PR Master, you should make sure that the ADMIN
account was protected by safe password.

To define password for the ADMIN user:
1. Select Tools/Program operators command.
2. Select the ADMIN user.
3. Click on the Set password button. The Change password dialog box appears.

4, Because default password for the ADMIN user is empty, leave the Old password field
empty.

5. In the New password text box enter a new password, which will be used from this
moment on.

6. Confirm the new password by entering it again in the Confirm password text box.

Q\ For security purposes it is desirable that the password be difficult to guess. It would be best if you

could not find it in dictionaries. The best password should contain at least one digit and a symbol
suchas {, [, ). {, [, )- The password, once defined, should be remembered. It may also be written
on a piece of paper, put into properly described envelope and stored in properly protected place
(such as a safe).

Under no circumstances should anyone write passwords onto sticky notes and leave in the area
around the computer (such as monitor).

2.1.3. Defining program operators

In a robust ACS, maintenance tasks can be divided between several persons. In particular, you can
designate a person responsible for adding users to the database and the other person responsible
for doing backups. In order that those persons have no full rights in the ACS so that they'll be
unable to damage system'’s configuration, you can define separate accounts for them. You can find
more information on how to define limited accounts in section 3.5.8.
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2.1.3. Defining INSTALLER user

In PR301 and PR201 controllers the INSTALLER user has rights to enter the programming mode of
controllers but has no rights to unlock the doors being controlled. This special user has no id
assigned. In order to do define the INSTALLER user in the PR Master, you should utilize the
System/Installer command. You can find more information on this subject in section 3.2.1.

2.1.4. Planning a backup schedule

Access Control System is a dynamic object, where many events occur rapidly. Thus, you want to
make sure, that the system’s backups are made quite often. Thanks to backups you can restore all
the events and the system’s configuration in case of system failure. When the database is large,
making full backup can take long time. Because of that, you can configure the backup schedule, so
that the system automatically makes backup when it is less busy. You can find a detailed
description on defining such a backup schedule in section 3.5.12.

2.1.5. Planning a system configuration update sched ule

The RACS consists of two parts: the one controlling passages (controllers, network units and
connections) and the other responsible for system management (the PR Master software). They
are components which have to have settings in compliance with one another. Only then they can
cooperate smoothly. Because on one hand technical devices can be subject to crashes,
disturbances or third parties interferences, and on the other hand, the settings can be modified in
the program, you should make sure that from time to time, the system was synchronized
automatically. Such synchronization relies on sending to the system all the settings entered in the
PR Master. When the system is large, updating configuration data can take long time. Because of
that, you can configure the schedule, so that the system will automatically do this when the system
is less busy. You can find a detailed description on defining such a schedule in section 3.4.5.

2.1.6. Planning a reading event buffers schedule

In the RACS, events are collected all the time, no matter whether the PR Master application is
running or not and no matter of the mode it is working in. If the PR Master does not run in a
monitoring mode, events are gathered in controllers’ buffers, and if the system is equipped with a
CPR-32 network unit, also in CPR-32's buffer. Reading event buffers is done on request and
whenever the application is switched into monitoring mode. In order to prevent serious
discrepancies between database content and events registered in the ACS, you can configure
schedule for reading event buffers periodically. In order to do this, you need to use the
Commands/Read event buffers later. This command has been described in detail in section
3.4.2.
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2.2. ADVANCED MAINTENANCE OPERATIONS

The set of PR Master’s advanced maintenance operation consists of the following activities:
¢ setting up the Anti-Passback function,
¢ defining attendance areas,
¢ defining alarm zones.
.

defining facility plans.

These subjects will be described in the following sections.

2.2.1. Setting up the Anti-passback mechanism

Access Control System provides many options for controlling passages in facilities being controlled.
It allows, among other things, to block the possibility to pass proximity cards (e.g. through a
window) to unauthorized persons. The Anti-Passback function can be used exactly for this purpose.
If you define it, a user will not be able to enter an APB zone, if he has not left it before.

You can find more information on defining APB zones, as well as on configuring it in the RACS in
section 3.2.9.

2.2.2. Defining Attendance Areas

Attendance areas is one of the RACS’s mechanisms which allow for controlling location of the
user in the facility. An attendance area can be understood as a part of the area being controlled by
the ACS you can enter to through a set of identification points, and you can leave by a separate set
of identification points.

Attendance areas are defined in order to prepare attendance reports (Reports/Attendance).
Attendance report shows time the user entered/left the area and total time he was present in the
attendance area. You can also prepare report showing who entered to the particular area as first
and who left it as last in defined time interval. You can find a detailed description on defining
attendance areas in section 3.2.8.

2.2.3. Defining Alarm Zones

Alarm zones make possible to designate a group of controllers, which will be armed/disarmed
according to the schedule selected. It is also possible to define an alarm zones hierarchy. Thanks to
this the controllers will be armed/disarmed in compliance with the hierarchy levels (parent-child).

You can find more information on defining alarm zones in the PR Master in section 3.2.10.

2.2.4. Defining Facility plans

Facility plans is a tool designed for visually monitoring the object being controlled. Using this
functionality, the user can place icons on the object’s plan and then to watch them in graphic
mode. Starting from version 4.3.3.522, PR Master allows to define up do 20 separate plans. After
they are defined, they can be displayed in PR Master’s monitoring mode.

You can find more information about defining and using facility plans in section 3.2.13.
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2.3. DAY TO DAY SYSTEM OPERATION

Roger Access Control System after its initial configuration, and after all the settings, permissions,
zones and options have been set, is becoming a stable system, where only some kind of activities
are being performed. There is much less operation in this state when compared to deployment
phase, when so many elements require configuration. Day to day operations in PR Master include:

¢ user management — defining new users, removing users, changing user to groups
assignments,

¢ making system’s backups,

¢ monitoring.

These activities will be described in the following sections.

2.3.1. User management

Users management is performed from the users directory. It can be opened from the System
navigation tree in the left part of the main PR Master’s window or by using Users command from
the System menu. You can also utilize the Quick user update command from the Tools menu
or from the Frequently used tasks list. The Quick user update command is also available in the
monitoring mode (in the Tools menu).

The main difference between using user dictionary invoked from the System menu, and Quick
user update command lies in the way information is sent to controllers. Every change of user
properties — i.e. change in assignment to groups, replace of proximity card, change the PIN code,
requires sending data to controllers. In view of the fact, that the operation of sending the whole
configuration to all the controllers in the system is time-consuming, and changes made in
configuration are made much less often than user management tasks, you can use a Quick user
update command, which allows for sending to controllers the modified user properties only.

Operations available in the users directory have been described in section 3.2.3, and the Quick
user update command has been described in section 4.3.1.

2.3.2. Making System Backups

The PR Master 4.3 database contains a lot of data. Possible loss of it and configuring the system
from scratch, especially when the ACS system is large, can take lots of time. Thus, you want to
make sure, that the system’s backups are made often.

PR Master is equipped with a mechanism that informs user that the changes have been made in the
system. This is the floppy diskette icon shown on the status bar in the main PR Master’'s window
(Figure 2.1). If such an icon appears, it is an indication, that the configuration has been changed
and you would want to make a fresh system’s backup.
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Figure 2.1. The floppy diskette icon on the status bar informs about the need to make system backup

You can find a detailed description on defining backup schedule in section 3.5.12.

2.3.3. System monitoring

The PR Master has two main modes of operation: configuring and monitoring mode. Configuring
mode, as you may guess, is designed to different configuration activities. The monitoring mode, on
the other hand, allows for observation on what is going on the system. The monitoring mode is
used mainly on day to day basis, when the RACS is stable and configured. In order to invoke
monitoring mode, you can click on Online monitoring icon in the Frequently used tasks pane
or to select Tools/Online monitoring command from the Tools menu.

PR Master’s online monitoring mode has been described in detail in Chapter 4.
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CHAPTER 3.
PR MASTER FUNCTIONALITY

3.1. FILE MENU

The File menu has been shown in Figure 3.1.

Mew system...
Irnport system settings from file...

Export system settings to file..

Exit

Figure 3.1. File Menu

3.1.1. New system... Command

New system... command is used for clearing the database content in order to create a new,

empty system. You should use it in order to configure a new system from scratch. If you select this
command, the dialog box shown in Figure 3.2. appears.

Confirm @

I.g.l Save existing configuration and{or) event history before removing data?

es l | Mo | | Cancel

Figure 3.2. You need to decide if you want to make backup of existing database

If you answer Yes to this question, the other dialog box appears. There you can select file the
backup of the current database content should be saved to (Figure 3.3). As you can see, you can
save a backup file in a compressed format (.zip), but you can also select writing the settings only
(Config files (*.xml) ) or writing settings together with events (Events files (*.xml)).
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Figure 3.3. Selecting file where system settings will be saved

Using the New system... command without saving current settings will cause the data loss — all
data about networks, controllers, schedules, users, events and all other information will be lost. In
order to protect your own work, it is recommended that you use this command with caution and you

make backups often.

After completing the New system... command, the database is empty. You can observe that in the
PR Master’s main window — you will not find there any data which were there before.

3.1.2. Import system settings from file

The Import system settings from file... command allows for importing configuration (events)
saved earlier or for restoring data from backup. After you select this command, the dialog box for
selecting a file to import from will display (Figure 3.4).
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Figure 3.4. Selecting file to import data from

For files containing data to be imported, you can select the following file formats:
¢ configuration files (Config files (*.xml));
+ events files (Config files (*.xml));
¢ backup files (Backup files (*.zip));
+ configuration files from previous versions (Old config files (*.prc; *.pr$; *.rtc)).

Depending on the format chosen, the system asks different question regarding confirmation of all
activities related to the import (Figure 3.5).

-

A — configuration files ot = |

|@ Clear existing settings before import?

[ oK ] | Cancel
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B — events files o ==

If you want clear actual event history and append new ones select [Ves]
If you want to append imperted events to existed event history select [Mo]

‘fes l | Mo ‘ | Cancel

C —  backup files or | confirm =
configuration files from

previous versions Existing configuration and event history will be cleared, continue?

oK ] | Cancel

Figure 3.5. Questions on confirming an intent to import data

Depending on the option selected, the system will appropriately import information selected. When
data is being imported, the progress bar shows percentage of task completion.

Q\ Importing data from external file causes a permanent change to the database content. Before you
use this command it is recommended that you make a backup of the current database. Thanks to
this you would be able to restore previous data in case of import failure.

3.1.3. Export system settings to file
The Export system settings to file... command allows for exporting current configuration,

events or all the database content to external file. After you select this command, the dialog box for
selecting a file to export data to will display (Figure 3.6).
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Figure 3.6. Selecting file to export settings(data) to

For selecting formats of export file you have the following options:
+ configuration files (Config files (*.xml));
+ events files (Config files (*.xml));

+ backup files (Backup files (*.zip));

If you select backup file format, you can enter an optional password which is supposed to protect
against access to the file by unauthorized persons (Figure 3.7).

ZIP Password (]

Twpe ZIP pazzword ar click Cancel to skip:

(] ] [ Cancel

Figure 3.7. Entering a password for protecting compressed zip file containing database backup
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3.1.4. Exit

The Exit menu will terminate a current program session. Before the system terminates it displays a
confirmation question asking if you really want to close the program (Figure 3.8).

‘Confirm ==

'el' Close program?

Figure 3.8. Confirmation of an intent to close the program

3.2. SYSTEM MENU

The System menu has been shown in Figure 3.9.

Reports  Commands

H | Inskaller -

Halidaws

! sers
{  Groups
Schedules
{  &ccess Zones
L Mebworks
Y Attendance Areas
{ APE Zones
L alarm Zones
| Fingerprint readers
¢ CardBox
Facility plans

Figure 3.9. System menu

3.2.1. Installer

x The Installer menu has effect only for PR301 and PR201 series controllers.

The Installer menu is used for defining the INSTALLER user in the system. Such user has rights to
enter the INSTALLER programming mode of controllers but has no rights to unlock the doors being
controlled. This special user has no id assigned.

If you select the Installer command, the Installer dialog box appears (Figure 3.10).
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Installer (o]
M arne: John Smith

Card code: 0021487622355
FIM Code: 34586

Comment:

B2 Lorong Chuan -
05-08 Mew Tech Park,

Singapore

< | 0 [ P

[ )8 J ’ Cancel ] ’ Help

Figure 3.10. A dialog box for defining INSTALLER user

The [ button next to the Card code field makes possible to assign a card to the INSTALLER user.
You can to do this using a transponder selected. In the Comment field you can enter any
information such as the INSTALLER user contact data.

3.2.2. Holidays

There are many time schedules used in the system (general purpose, door mode, identification
mode, and so on). They are assigned to specific weekdays. You can find more information on
schedules in section 3.2.5. Schedules. The Holiday command is used for defining holidays of
the current year.

During holidays you can define different settings as those which would be inferred from the
weekday the specific holiday falls on. Except for the possibility to assign a typical settings for a
weekday, user has four special schedules at his disposal.

When defining holiday user can define time range when the particular holiday continues. It means
that defining a separate time schedule for a long weekend requires indicating only its beginning and
end.

If you select the Holiday command the holiday directory displays — a dialog box similar to the one
shown in Figure 3.11.

& Holidays =0(E3
Mame |Begin |End | Type A Add
Moy Rok, 1 styczen 1 styczen Sunday
Easter 2010 3 kwiecien 5 kwiecien Sunday
Lang weskend an May
"
< » Ok,

Figure 3.11. Holidays defined in the system
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The Add button allows for defining a new holiday in the system (Figure 3.12).

Holiday X

M ame

|Lu:ung YWeekend on Map |

BET] fdanth

| an w | | kuiecien w |
End day End manth

| 3 W | | maj W |
Type
P |
Comment 1

| |
Comment 2

ok | | cancel |

Figure 3.12. Defining a new holiday

The Edit button makes possible to modify settings for the holiday defined earlier, and the Delete
button allows for erasing the holiday selected.

3.2.3. Users

There are 4 types of users in the RACS:

¢ MASTER — has rights to open doors, arm/disarm controllers and to enter manual
programming mode of controllers. It has an Id of 0.

¢ SWITCHER Full— has rights to unlock doors, arm/disarm controllers. Users of such type
can be assigned Id numbers from 01-49 range.

¢ SWITCHER Limited — has rights to arm/disarm controllers. He does not have rights to
unlock doors. Users of such type can be assigned Id numbers from 50-999 range.

+ NORMAL — user of this type have rights to unlock doors only. They have identification
numbers assigned from the range 100 — 3999. Users of NORMAL type having ID above
1000 can additionally have a Local SWITCHER attribute, which give them rights to
arm/disarm the controller for which this attribute has been given.

The Users command opens the system'’s user directory (Figure 3.13):
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_,‘i[ Users: 101 E=n(ECH |
W ] ] ] Uszer J Type ] TéA 1D J Group ] Finger templ. Fram: J To ] - ( Add ‘
el 0| Colombao Ahrimarn MASTER 0/ [Ma group] o - - _
v | 1|Casilas Erlantz SwITCHER Full (1..49] 1| [No group] ' B s || me Dekle |
/| 2|ChasonCu |SWITCHER Full (1. 4) 2| [No gioup] ' o == EE T‘

| 3|4uab Muhanriad CHER Full{1.. | 3lNogoel | | —————

V| 4|Stickel Camelo Sw/ITCHER Full (1.43) 4 [No group] Bl e Deleteal |

¢ 5| Nowak Lyudmyla SwITCHER Full (1..49] 5| [No gioup] ' B s || e —
| & Gerstner Herbert |SWITCHER Full (1. 49) § | [No group] 0 | Change type |

¢ 7 |Papp Mava SWITCHER Full[1..49) 7 [Ma group;] o

v 8| Mckay Branden SWITCHER Full[1..49) 8 |[Mo group] 0

v SlBonds Elizeo .SW'ITEHEF! Full[1..49] 9 [Ma group] D. | Export
4 10 Wattley Steponas SWITCHER Full [1..49) 10| Group 1 o

v 11 | Corpuz Demelza SWITCHER Full[1..49) 11 | Group 1 o Import =

v 12 'winslow Karl SWITCHER Full (1..49) 12 | Group 1 1]

| 13|Beaton Dall SWITCHER Ful (1..49) 13| Group 1 0| sl
R 14 Arizpe Anastatio SWITCHER Full [1..49) 14 | Group 1 o

¢ 15! Spota Frederick SWITCHER Full[1..49) 15| [Mo group] o

v 16| Buckner Thorvald SWITCHER Full[1..49) 16 | [Mo group] 0

v 17 l\u"itello Antinanco .SW'ITEHEF! Full[1..49] 17 | [Mo group] D. | Report |
4 18| Chevere Lucinde SWITCHER Full [1..49) 18| [Mo group] o

v 19| Chambless Rudi SWITCHER Full[1..49) 19| [Mo group;] o - | Help |
Arrange by @) |D number 1 Type () First name ) Last name () Group Find... I | oK |

Figure 3.13. System user directory

Using this command you can add new users, delete them, modify their data, change their type as
well as sort using various criteria. You can also display users previously deleted, export a list of
users defined or import users from an external file. Additionally, from the Users window you can
generate report containing list of users defined in the system. In the windows’ title, after the
“Users” word there is a current users number (in a case shown in the picture there are 101 users

defined. The ¥ mark in the V column indicates, that a specific user is active. On the other hand,
for the inactive users the @ mark displays.

Basic operations available from Users directory have been described in the following sections.

3.2.3.1. Adding New User

In order to add a new user to the system, you should click on the Add button. The New user
dialog box displays (Figure 3.14). In this window you can select a specific user type (if you do this,
the system will assign to the user a first free identification number from the type selected). You can
also enter an Id. In order to do this you need to select a Select 1d radio button. In such a case the
system will infer a user type from the value of Id entered by the user.
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Mew user ==

Select type ar (D far the new user;
Type
(") MASTER
(70 SWITCHER Full [I01..49)
(71 SWw/ITCHER Limited (I0=50..99]
@ MORMAL
(7 WORMAL [ID aboye 1000)

(71 Select D

ok | | cancel | | Hep

Figure 3.14. Selecting user type

If you click OK the User properties window appears (Figure 3.15).

User properties @
General i.iaer:ut-if.iu:e;t-inn k.eypaciuu:nmmanasl I -A-C:cexx couﬁltulir-n-it-sj Hotel n|.:|'tin-n$§
Usger valid
Tupe: MORMAL [100..999) 10
First name: |Elise Fit to area
Last name:; | Rock
Broup: | No group] Phiota [110x7144] =
o
Department; E]: Computer Science |
Section: E]| |
Cormment 3: E]| |
Comment 4: D| |
(5] J [ Cancel ] [ Report J [ Help l

Figure 3.15. User properties
The User properties window is divided into 5 tabs:

General (Figure 3.15) — general user’s data. At the bottom of the window, there are four
comments fields. They can be used for storing various information (e.g. Department and Section)

In order to change a comment field name, you should click on the (] button.
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Identification (Figure 3.16) — user identification information — a card, a PIN and fingerprint
templates if any.

User properties

:__-Iéenerai. | dentification iE@j_Jpau:.I-u:nmmanu.:I—s— Access count limits "“}-.Ibtél-nptin-nx-:

FIM code; Firgerprint templates:
Ixxxx i i L
FiN: | Humber of fingerprint templates: 1]
Card code:
40 bit card code: EDDDDDDDDN had
24 bit card code: :EDEI_DEEHEéd_ i

816 bit card code: | 00001584 |

[ fh> Read card... ] [ Card Box... ]

Access period

I_ Read from a reader. .

[ 5tart date l

’ Scan from reader. .. J

[JEnd date ’ — ]
[E] l ’ Cancel I [ Report J [ Help

Figure 3.16. User properties — Identification tab

In this tab you enter basic data used for user identification. For reading cards you have two buttons
at your disposal: Read card... and Card box. If you select the first one, the reader selection
window displays where you would be able to read a card. In some circumstances, especially when
there is no reader in the vicinity of the operator’s console, this option is inconvenient. In such a
case you can utilize the Card box command. This command give you access to the directory of
cards which were read before. You can find instructions on how to create such a Card box in
section 3.2.12. “Card box”. In the Access period area you can enter start and end dates
indicating a time interval when user identification data are valid. The Fingerprint templates area
allows for managing fingerprints templates assigned to the particular user. They can be imported
from the fingerprints reader (the Read from a reader button) or scanned using a selected reader
(the Scan from reader... button). The Clear button can be used for deleting fingerprint templates
assigned to the user.

Keypad commands (Figure 3.17) — this is the tab, where you can assign to the user rights for
entering commands on controllers selected.
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X

User properties

General Identificatiunl Keypad commands |.-’-'«c:cess count limits | Hotel options

Metwark, |Enntrol|er I |Contrnller narme |Status | ad
A 1 PREDZLCD w

a 2 PR302LCD @
& 7 PR302 )

pi PR 2

1|

Ok H Cancel H Fepart ][ Help

Figure 3.17. User properties — Keypad commands tab

Access count limits (Figure 3.18) — this is the tab allowing for reading login limits from
controllers as well as for managing them in relation to the user selected. You can assign login limit
on particular controllers for every user. After you enter the login limit, the controller will let the user
log on only specific number of times. From this window you can modify login limit for the selected
user. You also have option to erase the limit altogether. You should send data to controllers
whenever you change the logon limit.

User properties El
General | |dentification | K.eypad u:u:ummandsl Access count limits | Hatel options
Netwulkl Controller 1D |E0ntmller nare |.~’-‘qccess count | # Refresh
Ldf 1 PREOZLCD Unknown
| B 7 PR30Z Unknown
& s PR402 Unknown =
Update all
b’
<m) L4
Ok l ’ Cancel ] [ Report ] [ Help

Figure 3.18. User properties — logon limits tab
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Hotel options (Figure 3.19) — window which allows to specify that selected user is a hotel guest
and to assign a guest number in selected hotel room.

Hotel room options are available for PR311SE, PR311SE-BK, PR611, PR621, and PR411 controllers. You
can find more info on this subject in the PRxx1 Series Access Controllers. Functional Description
and Programming Guide which you can find on the Roger website.

In order to define a ,,hotel room” you need to invoke controller’s properties window, and select the
Hotel room option on it.

In order the hotel options have effect, you need to send configuration to controller.

X

User properties

General | |dentification || Keypad commands | Access count limits | Hotel ophions

[#] Hotel GUEST
Hatel Room PR3115Ev1.11.1215/0001 /04F5 .

GUEST GUEST GID1 v

To define uzer az a hatel quest

please check the "Hotel GLEST" check box
and then select haotel room and

guest number in the roanm.

To check in a hotel quest please use the "Guick Uzer Update”
function.

Ok H Cancel H Fepart ][ Help

Figure 3.19. User's properties — Hotel options tab

3.2.3.2. Deleting Users

You can delete user by using Delete button from users directory. When you click the button, the
dialog box appears for confirming your intent to delete the user (Figure 3.20).

Confirm

P Are wou sure ko delete user;
"".I') Roock Elise?

[ Yes ][ Mo H Cancel

Figure 3.20 Confirming user deletion

If you click Yes, the user will be deleted. Before the user is deleted, the PR Master will ask you if
the card assigned to the user being deleted should be returned to the Cardbox so that it could be
assigned to the other user.
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You also have a possibility to delete all the users defined in the system. If you want to perform
such operation you should click on the Delete All button. . Clicking on this button causes
displaying dialog box with a question for confirmation your intent to delete all users (Figure 3.21).

Confirm
-'gl Delete all uzers?
| Yes ‘ | Mo ‘ | Cancel

Figure 3.21 Confirming the intent to delete all users from the system

In order to protect yourself against the possibility to permanently delete all the users from PR

Master’s database, you should make sure, that the system’s backups are made regularly. To protect
users’ data you can also export users list. It can be done using an Export button in the Users
directory.

3.2.3.3. Finding Users

The Find button in the Users directory lets you search for particular user data. This option is
especially useful if there are many users defined in the system. Clicking on the button causes
displaying a Find user window (Figure 3.22), where you can search for users by first or by last
name. As you enter the last(first) name in the textbox, the system automatically sorts users using
the field selected and finds the first record which applies to the searching criteria entered.

Find uzer =
D awd

b first name @ by lazt name | Cloze

Figure 3.21. Searching for user data

3.2.3.4. User List Export and Import

For exporting and importing user list, the Export and Import buttons in the Users directory can
be used respectively. After you select the Export command, the Exporting users to a file dialog
box displays. You should select there a file to export data to. On the other hand, the Import
button lets you import user data from the list which was exported before.

3.2.3.5. Generating User Report

After entering all users data, you may want to generate a printed report. This is a good way to
document information entered to the system. The Report button in the Users directory can be
used exactly for this purpose. If you click on it, the Users report in the Report window appears
(Figure 3.23).
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Figure 3.23 The “Users” report

From the Report window you can print the report on the printer selected (the Print button). The
other option is to save the report to a file (the Save button).

3.2.3.6. Displaying Previously Deleted Users

The Show deleted users checkbox allows for displaying users who were deleted from the system.
If this checkbox is selected, then all the users (both existing and deleted) are displaying in the

Users directory. Deleted users’ data displays as strikeout (Figure 3.24).
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Figure 3.24. The users list together with deleted users data

3.2.4. Groups

Users in the RACS can be divided into 250 groups. Every user can be assigned to one of them.
Users belonging to the same group have the same access rights for rooms and floors. Defining
access rights in the RACS relies upon describing rules on when and where the users belonging to
system'’s groups will be given access. For every group you can define rights for 32 floors (0-31) in
up to four elevators. The rights to the floors can not be restricted by time schedules.

By default, a newly registered user in the system is not assigned to any access groups. The users
who do not belong to any group (i.e. No group) have rights to enter all the rooms and floors without
any time limitations. This is default settings for a newly registered user.

Users assigned to the group No group loses access for rooms only when:
+ the input line configured as Locked door mode is triggered,
¢ the controller has the door mode Door Locked.

+ if the controller is in the OFF mode and at the same time the option Access disabled
when controller armed is set.

If you use the last scheme, you can achieve an effect that users who were not assigned to any
group (the No group setting) can be temporarily blocked (they are blocked if the controller is in
the OFF state and are given access again when it switches back to the ON state).

The Group command opens the system’s group directory (Figure 3.25):
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Figure 3.25. Group directory

The concept of groups is related to access rights in the RACS. From the hardware side, the
terminals controlled by controllers make so called access zones (see 3.2.6. Access zones). The
users, on the other hand, belong to groups, and groups have access rights for specified zones.
Additionaly there are time schedule defined (seet 3.2.5. Polecenie Harmonogramy). Using them
you can indicate, for instance, that user John Smith belonging to the group Technicians has
access to the Garage zone from Monday to Friday from 7.30 AM to 3.30 PM.

In order to properly define a group, you should firstly define access zones and secondly define time
schedules. Then you should define access rights for group members in the specific zones, according
to the time schedules assigned to them. On top of that you need to define group’s rights to specific
floors (if the ACS is controlling access to floors). If you perform all the operations listed above, the
only thing to do is to assign users to the defined group. Users belonging to the group have all the
rights defined for this group.

3.2.4.1. Adding New Group

In order to add a new group, you need to click on the Add button in the Group directory (Figure
3.25). The Group properties window appears (Figure 3.26). Using this window you can define the
name for a group, enter descriptive comments and describe groups’ access rights for access zones
defined in the system. By default, at the time of adding a group, it does not have any access rights
in the access zones defined in the system (for every access zone there is the Never schedule
assigned).
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Figure 3.26. Group directory

In the Group field you should enter a group name. By default the system assigns the name New
group(#), where # is a consecutive group number. In fields Comment 1 and Comment 2 you

can enter any group description.

In order to change a time schedule for all access zones from Never to Always, you should click
on the All Always button. On the other hand, clicking on the All Never button, sets an access
schedule for all the zones to Never value. You can also assign separate schedules for individual
zones. The Edit button serves this purpose.

The Elevators button opens Access to floors and elevators dialog box (Figure 3.27).
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Figure 3.27. Defining access to floors and elevators

This dialog box is divided into four tabs with default nhames Elevator 0, Elevator 1, Elevator 2,
Elevator 3. These names can be changed using the Change elevator name button. Particular
floors are labeled with default names Floor 0..Floor 31. In order to change particular floor name
you should select it and use the Change floor name button. In order to define specific group’s
access rights to the selected floor, you should check the checkbox bound to it. The Select all
button selects all the floors, and the Deselect all unselects all the floors.

After defining all the access rights for the group selected, you can generate report, where all the
access rights for the group selected will be listed. In order to do this, you should click on the
Report button in the Group properties dialog box. The Report window with the Access rights

report displays (Figure 3.28).
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Figure 3.28. The Access rights report

3.2.4.2. Assigning Users to Groups

In order to assign an user to a group, you should make use of the users directory. After you select
the Users command from the System menu (or when you click the Users icon in the System
pane of the main program’s window), you should select the user and then click on Edit button. In
the User properties dialog box, in the Group list box on the General tab, you should select
group, the selected user belongs to. After you make all the changes you should click OK.

>,

The procedure described applies to the situation where a group has been defined after the users
directory was created. However, more conveniently would be to create groups first, and assign them
to users when users data is entered to database.

When users are assigned to groups, you can display list of users belonging to particular group. In
order to do this, you can open a group directory and click on the Edit button. The Group
properties window appears (Figure 3.29).
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Figure 3.29. Editing group’ s properties. In the Users in group area the list of users belonging to the group
is displayed

3.2.4.3. Deleting Groups

In order to delete group, you should click on the Delete button in the Groups dialog box. Before
the group is deleted, the Confirm dialog box appears. There you can confirm or cancel your intent
to delete the group. After the group is deleted, users who belonged to it before, are assigned to the
group No group.

3.2.4.4. Generating Groups Report
After you enter all data for all groups, you may want to generate a printed report. This is a good
way to document information entered to the system. The Report button in the main window of the

group directory can be utilized for this purpose. If you click on it, the Group report will appear in
the Report window (Figure 3.30).
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Figure 3.30. Groups report

3.2.5. Schedules

A schedule is a set of declarations of a From - To type time intervals.Time intervals are defined for
every weekday (from Monday to Sunday) and separately for holidays (H1, H2, H3 and H4). There

are 5 schedules types in the RACS:
¢ general purpose,
¢+ T&A mode,

¢ APB reset,

¢ door mode,

.

identification mode.

For managing schedules in the RACS the Schedule command is used. When you select this

command, the dialog box shown in Figure 3.31 appears.
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Figure 3.31. Schedule management

The window is divided into tabs with names mapped to the schedules types present in the RACS.
You can add a new schedule (the Add button), remove a schedule (the Delete button) or modify
its properties (the Edit button).

3.2.5.1. General Purpose Schedules

A general purpose schedule can be assigned to one or more control functions in the controller. For
instance, the same schedule can be assigned for controlling an access, an output line or for
blocking reading of an input line.

By default there are two general purpose schedules in the RACS: Always and Never. These
schedules can neither be erased nor modified.

General purpose schedules are used for:

¢

¢
¢
¢
¢

defining access rights to zones — for example you can define an access right for the
Technicians group to the Garage zone from Monday to Friday from 8.00 AM to 4.00
PM;

entering to zones in commission mode — you can define time intervals where it is possible
to enter zones in commission mode — it requires presence of two persons and possibly
some other condition;

activity mode of the Facility Code function;
input lines activities;
output lines activities;

high security mode (when entering to a zone requires an additional reader).

In order to add a new general purpose schedule, you should select the General Purpose
Schedules tab in the schedules directory, and click on the Add button. The Schedule dialog box
appears where you can define a new schedule (Figure 3.32).
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Figure 3.32. Defining a new general purpose schedule

In the Name field you can enter a schedule name. In fields Comment 1 and Comment 2 you
can enter any descriptive comments. The Add button can be used for defining a new time interval.
When you click the button, the dialog box Time period appears, where you enter start and end
times. Time intervals should be defined for all the weekdays for which the schedules is to be
applicable. In order to do this you should click on the specific weekday tab (Monday..Sunday) or
the holiday (H1..H4) and enter a time period which should be applicable. You can also use the
Paste button, which allows for copying time intervals from another weekday. The Delete button
erases time interval selected. If you want to delete all the time intervals, you should use the Clear
all button. The Import button lets you import schedule settings from another general purpose
schedule. The schedule definition should be confirmed by clicking OK button.

3.2.5.2. T&A mode schedules

Time and attendance mode schedules (T&A) allow the controller to automatically switch between
different T&A registration modes.

T&A schedule controlling T&A registration describes time intervals (weekdays and times) when the
particular T&A registration mode applies. Thanks to this, the identification point in the controller
can be used for registering different entrance and exit types depending upon requirements.

The schedule controlling T&A registration mode is defined in a similar fashion to any other
schedules. You only need to indicate the event type (entry, exit, on-duty exit, etc.) which should
be logged when the schedule is applicable (Figure 3.33).
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Figure 3.33. Defining a new T&A mode schedule

By default there is Always in Default T&A Mode schedule defined in the PR Master. This
schedule can neither be erased nor modified.

3.2.5.3. APB Reset Schedules

The purpose of the Anti-Passback feature is to protect against the possibility to use an user
credentials at entry to the zone if it had not been used at exit before. To put it differently, the user
can not enter the APB zone if he had not left it before. The function is aimed to protect against the
possibility that one user passes its card to another user to allow him to enter the zone.

APB Reset Schedules are used for resetting status of this function. Directly after the reset, every
user registered on the controller has unspecified status in the APB registry (it can not be said if his
last login was on entry or on exit). Because of that, every user can use his credentials both on entry
and on exit. From the moment the status was reset, the controller begins to enforce a need to
follow APB rules.

APB reset schedules are defined in similar fashion to general purpose schedules. Except for time
interval you need to define specific time, when APB register is to be reset (Figure 3.34).
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Figure 3.34. Defining a new APB reset schedule

By default there is one APB Reset schedule named Never defined in the PR Master. It means, that
the APB function will never be reset. This schedule can neither be erased nor modified.

3.2.5.4. Door Mode Schedules

There are the following special door modes in the RACS:

+ Cond. Unlocked — door is locked until opened by the first authorized person.

¢+ Unlocked — door is unlocked.

¢ Locked — door is locked.

Beyond the periods when special mode is in force, the door works in a standard mode — i.e is

locked and unlocks only when authorized user signs on.

The door mode schedule allows the controller to automatically switch between different door mode
schedules. When defining this type of the schedule you need to specify time intervals and indicate
door mode which should be applicable in the interval selected.

Adding a new schedule is done in the same manner as for general purpose schedule. The
difference is that when you edit a time interval, you need to define a door mode (Figure 3.35).
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Figure 3.35. Defining a new door mode schedule

By default there is Always in Normal Door Mode schedule defined in the PR Master. It means,
that a door always works in a standard way. This schedule can neither be erased nor modified.

3.2.5.5. Ildentification Mode Schedules

The following identification modes can be defined in the RACS:

¢ Card or PIN — user can use a card or a PIN code for authentication. He can use one or
the other.

+ Card only — users can use cards only for authentication.
¢ PIN only — users can use PINs only for authentication.

+ Card and PIN — in order to successfully authenticate, user must use both his card and
PIN.

The identification mode schedule allows the controller to automatically switch between different
identification mode schedules. When defining this type of the schedule you need to specify time
intervals and indicate identification mode which should be applicable in the interval selected.

Beyond the periods the identification mode specified is in force, the default identification mode
selected in the controller’s properties is applicable.

Adding a new schedule is done in the same manner as for general purpose schedule. The
difference is that when you edit a time interval, you need to specify the identification mode (Figure
3.36).
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Figure 3.36. Defining a new identification mode schedule

By default there is Always in Default Identification Mode schedule defined in the PR Master. It
means, that the controller always work in its default identification mode. This schedule can neither
be erased nor modified.

3.2.6. Access Zones

,
,

An access zone is a set of selected identification points (terminals), which in the RACS are treated
as one entity. The access zone can be a specific place, e.g. a Garage, Hall, Office, and so forth.
Defining access zones allows for defining access rights not for individual door but for devices group
controlling access to the specific area in the facility.

Every controller, or to be specific every access point, should be assigned to the zone defined
earlier. After you add a new controller to the system, it is the Default zone.

Access point is a location in the facility controlled by the controller. Because the controller can
control both entry and exit, every terminal of a newer type can be assigned to a separate zone.

The terminal belongs to the zone, to which it allows entry to (not exit from).

In the older types of controllers (PR201, PR301, PR311) both terminals had to be assigned to the
same zone. In such types of controllers the access zone is assigned on the controller’s level (i.e. both
terminals belong to the same zone).

Selecting the System/Access Zones command causes displaying access zones directory (Figure
3.37).
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Figure 3.37. Access Zones directory

Using controls available in this window you can add a new access zone (the Add button), remove
an access zone (the Delete button) modify access zone’s properties (the Edit button) as well as
print the Zones report containing a list of access zones defined in the system..

3.2.6.1. Adding New Access Zone

In order to add a new access zone, you should click on the Add button. The Access Zone
properties window appears (Figure 3.38). Using this window you can define the name for a zone,
enter descriptive comments and indicate if the zone is External or Internal.

The internal zone is located inside the facility. An external zone (public zone) can be thought of
as everything located outside of the facility. According to this, you should assign to external zones
all the terminals allowing exit from the facility being controlled (which is the same as entering the
public zone). Usually there are several internal zones, and one external zone in the system.
However you can imagine a complicated system, where several external zones can be
differentiated.

Thanks to the terms of internal and external zones you can tell how many persons at any specific
moment are inside the facility, and how many are outside. If you want to prepare such classification
you can use the Tools/Users Attendance within Access Zones command.

roger



PR Master — Users Manual 49

X

' Access Zone properties

M ame

Mew zone [B]

Comment

Type

(#) Internal [inzide] ) External [outzside access system)

|dentification pointg in this Access Zone

0k, l [ Cancel ] [ Feport ] [ Help

Figure 3.38. Defining a new Access Zone
In the Name field you should enter an access zone’s name.

By default the system assigns the name New zone(#), where # is a consecutive zone number. In
fields Comment 1 and Comment 2 you can enter any zone description. Immediately after you
define an access zone, the list of identification points belonging to it is empty. The zone is
completely defined only after you assign readers (terminals) to it. It can be done from the
controller’s properties window.

3.2.6.2. Deleting Access Zone

In order to delete an access zone, you should click on the Delete button in the Access Zones
dialog box. Before the zone is deleted, the Confirm dialog box appears, where you can confirm or
cancel your intent to delete the zone. After the zone is deleted, identification points which belonged
to it before are assigned to the Default zone.

3.2.6.3. Assigning Identification Points to Zones

In order to assign an identification point to an access zone, you should open the controller’s
properties window. Depending on the controller type, you specify an access zone for the controller
or for individual terminals (Figures 3.39 and 3.40). In general, in the older types of controllers
(PR201, PR301, PR311) both terminals belong to the same access zone. In newer types of
controllers, each terminal can be assigned to a separate access zone.
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Figure 3.40. Assigning controller to the access zone — PR 302

3.2.6.4. Generating Zones Report

After you enter all data for all the zones, you may want to generate a printed report. This is a good
way to document information entered to the system. The Report button in the main window of the
access zones' directory can be used exactly for this purpose. If you click on it, the Zones report will
appear in the Report window (Figure 3.41).
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Figure 3.41. The Zones report

3.2.7. Networks

Roger Access Control System may consist of up to 100 networks. Each of it can contain up to 32
access controllers with terminals.

Each network is connected to the managing computer via serial port (physical or virtual) through
specific communication interface (UT-2, UT-2USB or UT-4).

Selecting the System/Networks command causes displaying window containing a list with
networks installed in the RACS (Figure 3.42).
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Figure 3.42. Network directory

From this window you can perform the following operations:
adding a new network (the Add button),
removing a network (the Delete network button),
updating network properties (the Properties button),

*
3
*
¢ managing a list of controllers belonging to the network (the Controllers button),
+ displaying the CPR-32 network management unit’s settings (the CPR button).

3

updating configuration settings to all the controllers in the selected network (the Update
button).

¢ executing commands for the network selected (the Commands button),

+ generating Networks report (the Report button),

3.2.7.1. Adding New Network

In order to add a new network to the system, you should click on the Add network button. The
Network properties dialog box displays (Figure 3.43).
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Network properties: C §|

Metwark. enabled

[ ] Metwork equipped with CPR control panel

M amne:
Metwaork C

Comment;

Communication port;

Maone w

Interface:

UT-2 interface

Figure 3.43. Adding New Network

For a system you have just defined, you should perform the following operations:

¢

¢

¢

indicate whether or not the network is enabled (the network can be disabled, for instance
while it is being configured),

select an option indicating whether or not the system is equipped with a CPR network
management unit,

select a network name (optionally with comments),
assign a COM port (physical or virtual),

indicate interface type.

You should pay special attention to the operations of assigning a COM port, indicating an interface
type and selecting whether or not the network is equipped with a CPR network management unit.
If you do this incorrectly, you will not be able to communicate with the network.

x If the network is equipped with CPR network management unit, and the installer does not select an

appropriate checkbox when defining the network, the PR Master will not be able to correctly
communicate with devices. Thus addresses conflicts may occur, for instance when detecting
controllers.

Q\ If the CPR network management unit is connected while a new virtual serial port is being created (for

instance for UT-4 or UT-2USB interfaces), Windows will improperly recognize a communication in the
virtual port as a Microsoft Ballpoint device. Thus it will not be possible to assign a port to the
network, because the PR Master will be unable to open a serial port. A solution in this case is to
remove the Microsoft BallPoint device from Windows (Control Panel/Device manager) or
disconnecting CPR while a virtual serial port is being installed.
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Types of interfaces

Every network belonging to the Access Control System is connected to the managing computer
through a separate, dedicated communication channel (it may be physical or virtual). For
connecting network to computer, special communication interfaces are being used:

¢ UT-2 —is used for connecting a network through a physical serial port,
¢ UT-2USB — is used for connecting a network through a USB port,

¢ UT-4 —is used for connecting a network through an Ethernet network,

Furthermore, because of many different communication conditions which may occur (in particular
delays), in case of UT-4 interface you should indicate if it is used in LAN or WAN and what device
version is being used.

Virtual Serial Ports Setup

If the particular network is to be connected through a physical serial port, the only things to do is
to connect the network to the computer through the physical port, set the communication port as
the selected physical serial port (e.g. COM1) in the Network properties window and start to
communicate. Because of a USB port features (its ability to hot-plug devices), the process of
connection the network is similar also in case of an UT-2USB interface. Upon connecting the
network through the USB, Windows will detect drivers and install appropriate software. The process
is quite different in case of UT-4 interface, because it requires to explicitly install drivers and to
assign a virtual COM port.

In order to install the virtual serial port driver, you should utilize the Digi Configurator tool
available in the Roger ACS program group (Start/All programs/Roger ACS 4.3). When you use
the utility, the virtual port assigned to the device will be available in the PR Master and it will be
possible to connect subsystem through it.

3.2.7.2. Removing Networks

In order to remove a network, you should use the Delete network button in the Networks
window (Figure 3.44). If the network contain any controllers, then selecting this command will
display a warning informing about a need to remove all the controllers for the particular network. It
can be done by using the Controllers button. If the list of controllers is empty, the system will
allow to remove a network. However, before it executes this command, it will display a dialog box
with a question about confirmation of an intent to remove the network.

3.2.7.3. Updating Network Properties

The Properties button can be used for modification of some of the network properties. Clicking on
this button causes displaying a Network properties dialog box — exactly the same as was
displayed when the network was being added (Figure 3.20). From this window you can
enable/disable CPR management unit, rename the network, as well as change an interface type and
COM port. You can also display report describing particular network properties. You can also display
report describing particular network properties.

3.2.7.4. Managing Controllers In Network

The Controllers button in the Networks directory allows for managing particular network’s
controllers. If you click on it, the list of controllers in the network will show up (Figure 3.44).
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m. Controllers in network: Network B (B)

YW | 1D |Controller name Terminal ID7 zone | Terminal ID0 zone ~ [

[ Change |D ]

’ |pdate ]

Diagnostics

Commandz *

Report ]

[

vl | 0k ]

Figure 3.44. The list of controllers in the network — immediately after defining a new network it is empty

From this window you can perform the following operations related to controllers of a particular
network:

¢ add controllers,

+ remove controllers,

display and modify controllers’ properties,

change ID addresses,

upload configuration settings to the selected controller,
perform diagnostic operations,

send commands to the selected controller,

* & & o o o

generate report related to controllers in the network.

Adding Controllers to the Network

After defining a new network its controllers list is empty. In order to add a new controllers, you
should click on the Add button. The system will start searching for controllers. While it is doing
that, the PR Master shows a progress indicator showing ID addresses currently being searched
(Figure 3.45).

Searching for controllers [I0 = 11]:

[T 1

Cancel ] ’ Help ]

Figure 3.45. Searching for controllers in the network
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The controllers found are immediately displayed in the network’s controllers directory. An installer
can break the searching process at any time (e.g. if in his/her opinion all the controllers have been
found) by clicking on the Cancel button. If the process of searching is not interrupted, the system
will search addresses in the range from 00 to 1000 and displays a message informing that
controllers searching procedure has been completed.

If there are many errors during controller detection operation, it may be an indication that the
network is equipped with CPR network management unit, and the installer did not select appropriate
checkbox when defining the network. In such a case, you should go back to the Network properties
window and select an apprpriate option informing about the CPR in the system.

Upon completion operation of adding controllers, the window with controllers can have a form as
shown in Figure 3.46.

CEX

#. Controllers in network: Network S0 (A)

Termminal ID7 zone | Terminal D0 zone
Drefault
Crefault

|0 | Contraller name
1|PRITTISE1.11.1215/0007 /04F5
10 PR302/A1 46.2/0010/1500

v

Default [

Delete

[ Propertiez

’ Change |0 ]

[ |pdate ]

Diagnostics

Commands »

’ Report ]

BT

Ok |

Figure 3.46. The controllers list upon completion the searching for controllers operation

As you may notice, two additional buttons are now enabled: Delete and Properties. They allow
for removing selected controller and changing its configuration respectively.

Deleting controllers from the network
In order to delete controller from the network you should click on the Delete button. As usual,

before the controller is deleted, the system will display a confirmation question asking if you are
sure to delete the controller. If you answer Yes, the controller will be deleted.
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x Deleting controller from the network is reasonable only on the condition that the controller has been

physically disconnected from the access control system. If you delete controller which physically
exists in the system, the PR Master program will stop to communicate with it. As a result, an old
configuration (users permissions and so on) will remain unchanged in it. Thus, a delete operation
should be done with special care. If you accidentally remove an existing controller, you should add it
again (the Add button).

Browsing (modifying) controllers properties

Clicking on the Properties button displays a properties window for the controller selected. This is a
mechanism which allows for defining the controller’s configuration. In order to perform the actual
controller’'s configuration, the configuration defined should be later sent to the controller. The
controller properties window can have a different look depending on the controller's type. An
example of a Properties window for a PR302LCD controller has been shown in figure 3.47.

Controller properties &l

1071 Output 102 Output RELT Output Timers Keypad commands F1 Key F2 Key F3 Key F4 key
Terminal 101 Terminal IDD Acoess Arming Options Advanced Input 1M1 Input IN2 Input IN3

Controller active

b odel: PR30ZLCD

Address [ID]: 18

Firmwsare: 143.3

Cantroller name: PR302LCD /143.3/0018/1795
W etwork:

(1] 4 l’ Cancel ]’ Report ][ Help

Figure 3.47. PR302 LCD controller properties

As you can notice in figure, the window is divided into many tabs. Using them you can define
controller’s configuration in detail. From this window, you can assign controller’s terminals to
access zones, set up an identification mode and define behavior of function keys, among others.
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A detailed description of all the settings for many different controller types is outside the scope for
this manual. In most cases default settings will be sufficient to utilize controllers in physical
installations. A detailed information about all the configuration options can be found in the manual
for the specific controller.

Changing Controller’s ID Address

All the controllers manufactured by Roger have a factory default ID=0. To make communication via
RS-485 bus possible, every device connected to it should have a different address (in the 00 — 99
range). Because of this, unique addresses should be assigned to specific controllers while installing
the system. There are many ways for changing devices addresses available. One of possible options
is to make use of PR Master 4.3 software.

In order to change ID address for the selected controller, you should click on the Change ID
button. The Controler address dialog box displays (Figure 3.48).

Controller address

Select new address: 'IB _ v

OF. ] I Cancel ]

Figure 3.48. Changing Controller's ID Address

If you enter a new address and confirm it by OK button, it will be automatically sent to the
controller. The address updated will show up in the controllers list.

Sending Configuration Data to Controller

After you make configuration changes in the controller's properties window, you should send
updated data to controllers. Only after changes are sent they start to have effect in the ACS. In
order to send configuration, you should select a controller in the controllers list and click on the
Update button. If at this time there are any events gathered in the controller, then before
performing an update, the system will automatically download these events to database. After
handling the events, the system displays a window with information about an update operation
progress (Figure 3.49). When the transmission is completed, the system displays a window with
information about transmission result (Figure 3.50).
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Uploading configuration to PR302LC0AT 43, 3/0001 841795 controller

24l

Figure 3.49. Sending configuration settings to the selected controller

i J Transmission ko controller successFul,

Figure 3.50. Success! We have sent settings to controller

Performing Diagnostic Operations

The Diagnostics button gives access to the diagnostic operations menu (Figure 3.51). From this
window you can perform various operations aiming to verify system’s operation correctness. You
can compare the settings in the controller with those in the PR Master, check if the program can
communicate with the controller and CPR management unit, check communication between CPR-32
network management unit and controllers, perform communication bus interference test, and
make full or quick flash memory test.
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Compare data

Transmission test ko controller
Transmission kesk bo CPR
Transmission test controller-CPR
Communiation bus interference test

Flash memory quick, test
Flash mermory Full test

Figure 3.51. Diagnostic menu

Most of the communication tests available from this menu are performed at the communication
protocol level. Because the RACS is very resistant to interferences, the tests may give satisfactory

results even if there are serious electrical interferences on the bus (Figure 3.52).

X]

Communication test

Controller [0 A
Controller name: PR402w2.03.15140005/07 84

=
o
[
W
i
=
o

=]

o

10

[ ata received:

95

o

Poszible colisions [anather device exiztz with the same address]:
1%

D ata corrupted [errors in data received]:
1%

D ata lozt [mizzed reply]:

Start

Cloze

Help

Figure 3.52. Communication test with the controller — despite of interferences, 95% of packets have been

received

A most accurate test allowing for detecting electrical problems on the bus is a Communication
bus interference test (Figure 3.53). High numbers of state changes in the tests results is an

evidence that there are interferences on the bus.

Q\ models updated to a newest firmware.

An interference test for the RS485 bus is not available for all the controllers but only for the newest
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Communication Bus interference test

Te=t
Te=t
Te=t
Te=t
Te=t
Test
Te=t
Te=t
Te=t

no.
no.
no.
no.
no.
no.
no.
no.
no.

L0 L = OO -] 00w

Fe=sult :
Fesult :
Fe=sult :
Fe=sult :
Fe=sult :
Fesult:
Fesult:
Fe=sult :
Fe=sult :

164
162
296
166
166
1932
3L&0
330
1e8

The rezult of this test reprezent the amount of interferences meazured

an the syztem communicaion bus. The value 0" means bus free of interferences.
other waluez might indicate that buz iz significantly interferred with zome signals.
"When za inztaller should investiage the source of interferences and remove it
Occazional interferences are acceptable and will nor corrupt spztem performance.

Stop

Cloze

Figure 3.53.

communication problems

RS485 bus interference test — number of state changes more than zero indicates

Q\ Communication tests results with information of errors may be an evidence of communication

problems but it can also mean that the system has been configured improperly. If, for instance, an
installer does not indicate that the system is equipped with the CPR-32 network management unit
but actually it is equipped with it, then communication tests will show errors.

Sending Commands to Selected Controller

The Commands button gives access to the command menu for the selected controller (Figure
3.46). The content of the Command menu may vary, depending on the controller type. The
Commands menu for the PR 402 controller has been shown in figure 3.54a, whereas in figure
3.54b an analogous menu for the PR 302 LCD controller has been presented.
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Clear alarm on controller
Release door
Reskart contraller and werify version

Set contraller to Disarmed mode
Set controller to Armed mode

Set door ko Mormal mode

Set door ko Unlocked rmode

Set door ko Cond. Unlocked mode
Set door to Locked mode

Controller status

Reset APE Reqgister on controller
Read APE Reqgister on conkroller

Check event buffer on contraller
Clear event buffer an controller

Access count limiks

Set/clear controller oukput
Read contraller clock,
Read D output volkage

Clear alarm an controller
Release door
Restart controller and werify version

Set controller to Disarmed mode
Set contraller bo Armed mode

Set door ko Mormal mode

Set door ko Unlocked mode

Set door ko Cond, Unlocked mode
Set door bo Locked mode

Conkraller skakus

Reset APE Register on controller
Read APE Register on cantroller

Check event buffer on controller
Clear event buffer on conkroller

Access count limits

Sekfclear controller oukpuk
Read controller clock

Figure 3.54. Commands menu (a) PR 402 controller; (b) PR 302 LCD controller

A you can see, the Commands menu for the PR 402 controller contain an additional Read DC
output voltage command , which is not available for the PR 302 LCD controller.

the specific controller.

A detailed description of all the settings and taking into account all the controller types is outside the
scope of this manual. A detailed information about all the commands can be found in the manual for

Generating Report of Controllers in the Network

After you enter all configuration data to the controller and test its operation, the printed report may
be prepared. This is a good way to document controller’s configuration data. The Report button in
the specific network’s controllers directory window can be used for this purpose. In order to
prepare the report, you should point the controller and click on the Report button. This will cause
displaying the Controlers report in the Report window (Figure 3.55).
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Operator: ADMIN L)
PR Master 4.3.0.4323
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Comment 1: |

Comment Z: |
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Prirt | ’ Save ] [ Claze l

Figure 3.55. Controllers report

The Controllers report contain detailed information regarding configuration of the specific
controller. Upon successful system configuration it is worth preparing a printed report for such a
system. It may be helpful when troubleshooting problems at the later stage of system in production

3.2.7.5. Displaying CPR-32 Settings

CPR-32 network management unit is a device which is used in the RACS as an external event
buffer. It synchronizes time settings on controllers and manages user rights on PRxx1 series
controllers. Presence of CPR network management unit in the RACS is optional and results from
functional requirements for the specific installation.

For displaying CPR-32 network management unit’s settings, the CPR button can be used. If the
network is not equipped with the CPR-32, this button is disabled. Clicking on this button causes
displaying a dialog box containing settings for CPR-32 network management unit working in the
network (Figure 3.56).
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#. CPR control window: Network S0 (A) X

Setkings Commands  Tools

Statuz

CFR-32
Ewvent buffer size: 253957 events
Werzion: 3026

Configuration maodified on; 29-07-2009  13:31:30  Wednesday

Controllers: 2
Time zones: 10

ArmndDizarm Schedule dizabled for PRsx1/PRx11 controllers: O
Low Battem test: OFF

AL test; OFF

CPR zelftest: OFF

CPR operating mode: OM [CPR operation enabled)

Configuration transmitted to CPR: 23-07-2009 18:31:30  ‘Wednesday

|Ipdate l I

Exit |

Figure 3.56. CPR-32 network management unit settings

An user can look at present settings and click Exit or he/(she) can select the Update button in
order to send settings from the PR Master to the CPR-32 network management unit.

3.2.7.6. Sending Settings to Controllers and Networ

k Unit

The Update button in the network directory is used for sending settings to all the controllers and
CPR-32 unit in the selected network. In case when the network contain many controllers, this
operation can take a long time. Because of this it should be initiated as rarely as possible.

Operation of sending settings to controllers is initiated by clicking on the Update button. If at this
moment there are any events collected in the controller or the CPR, the system before performing
an actual update will download them to database. While downloading events, the system displays
nformation window containing data on reading operation progress (Figure 3.57).
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Downloading events [949)

Downloading events from the netwark: Metwark, SO[4)

Figure 3.57. Reading events from the network before sending settings to it

After displaying a message on completing reading events, the system proceeds to sending data to
devices in the network (Figure 3.58).

|Jploading =ettings to network: Network, 50

Uploading settings to netwark: Nebwark S0

Start network, : Metwork 50

Controller PR 402+, 03,157 4,0008,/050C [ID=A,05]; Failed to enter programming mode.
Controller PR302LCD 143 3/001 8517 [ID=4/18] Communication baudrate: 9600
Controller PR302LCD A1 43.2/000 84517 [ID=A/18]: Transmizsion to controller successful,
Metwork, 500 Second attempt to update system settings.

Controller PR 402+ 03157 40008,/050C [ID=A/05]: Failed to enter programming mode.
CPR in network A Transmission to CPR successful,

5 |lpload finighed.

Cloze ] ’ Help

Figure 3.58. Sending Settings to the network — the operation progress window
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3.2.7.7. Executing Commands for the Network

The Commands button in the Networks directory shows commands menu (Figure 3.59) which
allows for executing commands for the network.

Clear all alarms in netwaork,
Set all contrallers ko Disarmed mode
Set all controllers to Armed mode

Read Global APE Reqgister
Reset Global APE Register
Locate user within APE zones
Assign user bo APE zone

Figure 3.59. Commands menu in the network’s directory

The menu allows for performing the following operations:

¢ Clear alarms in network — deleting all the alarms on all the controllers in the network.
This option is useful when we do not want to wait 3 minutes before an alarm state
disappears and we do want to perform this operation on all the controllers in the system
simultaneously.

+ Set all controllers to Disarmed mode — switches all the controllers in the network to
disarmed mode.

+ Set all controllers to Armed mode — switches all the controllers in the network to
Armed mode.

¢+ Read Global APB Register — this functionality reads a current global APB register in the
network. This is a user list together with information in what APB zone they are currently
logged on.

+ Clear Global APB Register — this functionality resets the current global APB register in
the network. Immediately after the reset, every user registered on the controller has
unspecified status in the global APB registry (you can not determine if the user logged
recently on entry or on exit). From this moment on, the system starts to use APB rules.

¢+ Locate users within APB zones — this function allows for answering the question on
what is the APB zone, the selected user is currently logged in.

¢+ Assign user to APB zone — this function can be used for manually assign selected user
to the APB zone. When you select this command, the dialog box appears where you can
choose an user and select APB zone for him. You can also reset APB status for the
selected user by selecting the APB status: unknown menu item.

3.2.7.8. Generating Networks Report

The Report button in the Networks directory allows to generate summary report related to
networks defined in the RACS. Sample report has been shown in Figure 3.60.
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. Report g@]gl

Operator: ADMIN L)
PR Master 4.3.0.4323
Z200%-07-30 04:51:24

Peport: Hetworks

| NAME: | FALUE:

Network enabled:
In:

| Tes
| 0
Network emquipped with CPR control panel: | Yes
BTS/CTS control: | Hao
APM/DISAPRM control: | HNo
HName: : | Netwrork E0
Commemnt 1: |
Comment =Z: |
| CoM=
| 0

Berver port:
Conmuanication timecut:

Network enabled:
In:

| Tes
|1
Network equipped with CPR control panel: | No
BTS/CTS contraol: | Mo
APM/DISAPM control: | No
HName: : | Network E
Commemnt 1: |
Comment =Z: |
|

Server port: COM4

Print | ’ Save ] [ Cloge

Figure 3.60. Networks report

3.2.8. Attendance Areas

Attendance areas is one of the RACS’s mechanisms which allow for controlling location of the
user in the facility. An attendance area can be understood as a part of the area being controlled by
the ACS, you can enter to through a set of identification points, and you can leave by a separate
set of identification points.

Attendance areas are defined in order to prepare attendance reports (Reports/Attendance).
Attendance report shows time the user entered/left the area and total time he was present in the
attendance area.

Unlike time & attendance reports (T&A), system user’s attendance reports do not base on T&A
mode declarations, but only on defining, what reading device is responsible for entering to, and
what for exiting from the area. Based on attendance report you can compute total time, employer
was present in a particular area (e.g. in the production hall).

If you select the Attendance Areas command, the Attendance Areas dialog box opens (Figure
3.61).
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Attendance Areas

Attendance Areaz:
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Entry point[z] to selected Attendance Area:
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[
|
~

M arne M arne
'

|

&dd &dd

’ LCloze

Help

Figure 3.61. Attendance Areas directory

The
*

¢
¢
¢
¢

window allows to perform the following operations:
add a new attendance area,
modify an existing attendance area,
remove attendance area selected,
add/delete entry points to the attendance area,

add/delete exit points from the attendance area.

3.2.8.1. Adding a new attendance area

In order to add a new attendance area to the system, you should click on the Add button in the
Attendance Areas group box — directly below the attendance areas list. The Add new area
dialog box displays (Figure 3.62). You should give a name to the attendance area, enter a
descriptive comment and click OK.
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Add new area [‘$_<|

M arme:
|.ﬁ.ttendance Area #3 |

Comment;
|E=uilding F

] ] ’ Cancel

Figure 3.62. Adding a new attendance area

Adding/Deleting Entry and Exit Points To/From Atten dance Area

Immediately after defining, the attendance area is empty — there are no defined entry points to
the area nor exit points from the area. Only after identification points controlling entries and exits
are defined, the attendance area makes proper sense (i.e. allows for controlling users attendance
within it).

In order to add a new entry point to the attendance area, you should click on the Add button
below the Entry point(s) to selected Attendance Area list. The Add access point(s) dialog
box displays (Figure 3.63).

Add access point(s) f'5__<|

Select:

IPRADZy 2 0315140005050 T1
PR302LCD/143.3/0018/1517_T1
PR402v2.03.1514,/0005,/050C_T0
FR3I02LCDAM43.3/0018A1817_TO

Cancel

Figure 3.63. Adding entry points to attendance area

In the list there are all identifications point, which up to this point has not been assigned as entry
points to the attendance area selected. T1 terminals of all the controllers in the system are
displayed in bold. Adding a new entry point to selected attendance area is as simple as selecting
check box next to the identification point and clicking the Add selected button.
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Exit points from the attendance area are added in the same manner. In this case, you should make
use of the Add button present directly below the Exit point(s) from selected Attendance
Area. A dialog box appears very similar to this, which has been shown in figure 3.63. The
difference is that the list does not contain identification points selected earlier as entry points to a
particular area.

In order to delete an identification point to/from an attendance area, you should use the Delete
button below the appropriate list. The program will delete selected identification point without
displaying any additional warnings.

3.2.8.2. Modifying Existing Attendance Area

In order to change name or comment related to attendance area defined earlier, you should select
area the changes should be applied to, and then click on the Edit button in the Attendance Areas
group box — directly below the attendance areas list. The Edit area dialog box displays (Figure
3.64). In this dialog box you can change a name or a descriptive comment related to the
attendance area selected.

Edit Area X

I arne;
Altendance Area #1

Caomment;
Building 2|

] ] ’ Cancel

Figure 3.64. Modifying existing attendance area

3.2.8.3. Deleting Existing Attendance Area

>,

In order to delete from the system the attendance area defined earlier, you should click on the
Delete button in the Attendance Areas group box — directly below the attendance areas list.
The system will delete the attendance area selected, together with identification points assigned to
it.

You should be careful when using the Delete button, because the system does not display any
warnings before the attendance area is deleted. Because of this you should remember about making
backups regularly. They can protect the user against a need to enter all data from scratch

3.2.9. APB Zones

The purpose of the Anti-Passback feature is to protect against the possibility to use an user
credentials at entry to the zone if it had not been used at exit before. To put it differently, the user
can not enter the APB zone if he had not left it before. The function is aimed to protect against the
possibility that one user passes its card to another user to allow him to enter the zone.

Defining the APB zone is as simple as assigning a set of identification points controlling entry to the
zone selected, and a group of identification points controlling an exit from the zone. If an user
enters the particular APB zone, he will not be able to enter the same zone again before he does not
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leave it earlier. To be more exactely, if user does not make use of a card on exit from the zone,
nobody else using the same card will be able to enter the zone.

Additionally, you can specify limit of persons who are present inside the APB zone. The system
keeps track of the number of persons present in particular APB zones. If the number of persons
present in the zone at any moment reaches the specified limit, then no new user will be able to
enter the zone, before some group of persons do not leave it earlier.

Selecting the System/APB Zones command causes displaying APB zones directory (Figure 3.65).

APB Fones (Anti-passback Zones)

APB Zones:

Lz
M ame Description I etiwark, Lirnit M
L Public Default [public area which surmunds acced Metwork: 50
_ Public Drefault [public area which surunds acce: Metwaork, B 1] —
__APB Zone 1 Metwork 50 n
] APB Zone #2 M etwark, S0 1] "
<1/@| 3

Arocezs pointz to APE Zone; Public
Entry points to the selected APE Zone: Exit pointz from the zelected APE Zone:

M arne M arne
| |

&)

|
[
|

[] 5oft &4PE for APE Zone

Figure 3.65. APB zones directory

Using controls available in this window you can add a new APB zone (the Add button), remove
existing APB zone (the Delete button), modify APB zone's properties (the Edit button).

3.2.9.1. Adding a new APB zone
In order to add a new APB zone, you should click on the Add button. The Add new APB Zone

dialog box displays (Figure 3.66). Using this window you can define the name for the APB zone,
enter descriptive comment and define limit for the number of persons present inside.
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Add new APB fane

x]

M armne:; Metworl:
APB Fone #3 M etwark, S0 w
D ezcription;

Secunty Zone 1

b axirmunn wzer count in APE Zone:

5 w

I Ok, H Cancel l

Figure 3.66. Adding a new APB zone

Immediately after you define an APB zone, the list of identification points belonging to it is empty.
The APB zone is completely defined only after you assign readers (terminals) to it. It can be done
from the controller’s properties window level (see section 3.2.9.3).

3.2.9.2. Deleting APB Zone

>,

In order to delete APB zone, you should click on the Delete button in the APB Zones (Anti-
passback Zones) dialog box. After the zone is deleted, the system automatically cancels
assignment of identification points which belonged to it before (the None setting).

You should be careful when using the Delete button, because the system does not display any
warnings before the APB zone is deleted. You should absolutely remember to make system’s
backups. If you accidentally delete existing APB Zone, you can restore it from backup.

3.2.9.3. Assigning Identification Points to APB Zon e

In order to assign an identification point to the APB zone, you should open the controller’s
properties window. First you should check the Enable Anti-passback option (the Advanced tab).
Then you can select APB zone, to which the particular terminal belongs (it is being done in tabs for
particular terminals). The APB zones settings are correct only on the condition that both controller’s
terminals are assigned to particular zones.

3.2.10. Alarm Zones

Alarm zone makes possible to designate a group of controllers, which will be armed/disarmed
according to the defined schedule. It is also possible to define an alarm zones hierarchy. Thanks to
this the controllers will be armed/disarmed in compliance with the hierarchy levels (parent-child).

If a hierarchy between zones is defined, then the superior-subordinate relation can apply to them.
The following arming/disarming rules applies in hierarchy:

¢ arming the parent zone causes arming all their child zones,
+ disarming the parent zone has no influence on the arming state of child zones,

¢ arming the child zone does not cause arming the parent zone,
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¢ disarming the child zone does not cause disarming the parent zone.

Selecting the System/Alarm Zones command, causes displaying directory of alarm zones defined
in the system (Figure 3.67).

Alarm Zones E'
Alarm Zones:
M ame Description I etwark, ArmidDizarm Schedule M
L Alarm Zone A Metwork S0 Schedule [3]
_|&larm Zone B Metwark 50 Mewver ]
_ Alarm Zone C Metwork 50 Mewver
b
) ?
sad || Edt || Delete |
Controllers: Blarm Zones hierarchy:
[Ilze drag & drop to change higrarchy]
3. alc = L] .-’?'-.Iarm Zone b
=2 Alarm Zone B
7] &larm Zone C
am >
Ok

Figure 3.67. Alarm zones directory

Using controls available in this window you can add a new alarm zone (the Add button), remove
existing alarm zone (the Delete button), modify alarm zone's properties (the Edit button) and
modify alarm zones hierarchy.

3.2.10.1. Adding a new alarm zone
In order to add a new alarm zone, you should click on the Add button. The Add new Alarm Zone

dialog box displays (Figure 3.68). Using this window you can define the name for the alarm zone,
enter descriptive comment and specify arming schedule for the controllers belonging to the zone.
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x]

Add new Alarm Zone

M armne:; Subsyztemn:

|.ﬁ.larm Zone 14 | |Netwnrk S0 vl
D ezcription;

| Building & |

Arming Schedule:

| Schedule [3)

Figure 3.68. Adding a new alarm zone

Immediately after defining the alarm zone, the list of controllers belonging to it is empty. The Alarm
zone is completely defined only after you assign controllers to it. It can be done from the
controller’s properties window level (see section 3.2.10.3).

3.2.10.2. Deleting Alarm Zone

>,

In order to delete alarm zone, you should click on the Delete button in the Alarm Zones dialog
box. After the alarm zone is deleted, the system automatically cancels assignment of controllers
which belonged to it before (the None setting).

You should be careful when using the Delete button, because the system does not display any
warnings before the alarm zone is deleted. You should absolutely remember to make system’s
backups regularly. If you accidentally delete an alarm zone, you will be able to restore it from
backup.

3.2.10.3. Assigning Controllers to Alarm Zone

In order to assign a controller to alarm zone, you should open the controller’s properties window. In
the Arming tab you should specify alarm zone, the particular controller belongs to (Figure 3.69).
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Controller properties

.IlD1 Dultput _IP2lD.u_tput
| General | Terminal ID1 |

| REL1 Output |

Arm/Digarm Schedule
Enable &rm/Dizarm Schedule

Alarm Zane:

[ None

Arm/Digarm Schedule:

[Schedule (3]
Postponed auto-arming

| B mirutes

Default auta-arming delayp:

| Mo

Programmed auto-arming delay:

Mane
i wheriever socess |

Automatically restore armed mode after e
| Mot limited

Terminal 100 becess

RELZ Output

< 1l

=]

|heomming auto-arming in progress signalling bime:

=

Tlime.r_s Kg_l,lpad c:onjmands | _F_'I Key E;!(e_l,l ' F3“Ke_l,l F4 K:'?.'.r'_-

D_|_:-tic-n$__':" Advanced | |Qth'i'N1 | IrputIMZ | Input N3 | Input IN4

l ]

List of HORMAL users granted with Local SWITCHER aftribute:

Add/Remove Local SWITCHER attibute

Arming options
[ um/Dizam Schedule restricted to auto-arming only
[ Awtomatically clear Unlocked door mode upon arming
[[] Enable Quick Disarmig
[ Pratected Mode for manual aming and disarming

[ 2ming disabled when door open

QK l[ Caricel ][ Report ][ Help

Figure 3.69. Assigning controller to alarm zone

After you confirm the changes, configuration should be sent to the controller. When you open alarm
zone directory for the next time, selected controller will display on the controller list belonging to

the zone.

3.2.11. Fingerprint Readers

In the RACS it is also possible to use biometric readers F7, F8 and F10. Because these readers
support Wiegand output format, they can be connected as slave device to PRxx2 series controllers.

The System/Fingerprint readers menu command is used for managing readers installed in the
system. Selecting this command will cause displaying fingerprint readers directory (Figure 3.70).
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m Fingerprint readers |:||E|f'5__<|

[rezcription or name Com.Ch. |Address Type Add

Delete

Edit

Canfigure

Configure all

Figure 3.70. Fingerprint readers directory

From this window you can perform the following operations:

add fingerprint readers,

delete fingerprint readers,

modify fingerprint readers’ settings,

configure selected fingerprint reader,

configure all the fingerprint readers existing in the system,

perform diagnostic operations,

* & 6 & o o o

upload configuration settings to the selected reader.

3.2.11.1. Adding Fingerprint Readers

In order to add a new fingerprint reader, you should click on the Add button. The Fingerprint
reader configuration dialog box displays (Figure 3.71).
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Fingerprint reader configuration

Dezcription or name:
|Fingerprint reader #1 |
Communication port; Baud rate: Addrezs [1D]:
o .
Fazzword:
| |
Type:
F10 v

Qk. ] ’ Cancel ]

Figure 3.71. Adding a new fingerprint reader connected through RS-485 serial bus

In this dialog box you should enter a fingerprint reader's name (the Description or name field),
specify a serial port used for connecting the reader to the system (Communication port field),
specify its ID address (Addres(ID) field), optionally define a password giving an access to the
reader (Password field) and select a reader type (F7, F8 or F10 — Type field).

Fingerprint readers can be connected to RACS via RS-485 communication bus or via LAN. In the
second case, you should select TCP/IP in the Port field. In such a case, the Fingerprint reader
configuration dialog box will look a bit differently (Figure 3.72).

Fingerprint reader configuration

Dezcription or name:

|Fingerprint reader #1 |

Communication port; |F: Port:

| TCP/AP v [mea 1 0 |43

Paszward:

Type:
F10 v

Qk. ] ’ Cancel

Figure 3.72. Adding a new fingerprint reader connected through Ethernet LAN

In case the fingerprint reader is connected via Ethernet LAN, you should enter device’s IP address
and TCP port.

After adding a fingerprint reader to the system, it will show up in the list of fingerprint readers
installed in the system (in the window shown in Figure 3.70). If the list of fingerprint readers is not
empty, two additional buttons will be enabled: Delete and Edit. They allow for removing selected
fingerprint reader from the system and changing its configuration respectively.
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3.2.11.2. Removing Fingerprint Readers

In order to delete fingerprint reader from the system, you should click on the Delete button.
Before the fingerprint reader is deleted, the system will display confirmation dialog box asking if
you are sure to delete the reader. If you answer Yes, the fingerprint reader will be removed from
the system.

3.2.11.3. Browsing (Modifying) Fingerprint Readers Settings

Clicking on the Edit button displays the Fingerprint reader configuration window with
configuration data of the fingerprint reader selected. Using this window you can modify reader’s
name, change port used for connection or correct ID address and device type. Optionally you can
also enter password (Figure 3.73).

Fingerprint reader configuration

D'ezcription ar name;
Fingerprint #1

Communication port: IP: Pat:

TCRAP v 192.168. 1 .10 4370

Paszward:
5999

Type:
F¥ w

(] ] ’ Cancel

Figure 3.73. Modifying fingerprint readers’ settings

3.2.11.4. Configuring Selected Fingerprint Reader O r All the Fingerprint Readers in
the System

After you make configuration changes in the fingerprint reader’s settings window, you should send
the changes to the reader. Only after the changes are sent they will have effect in the Access
Control System. In order to send configuration, you should select a controller in the controllers list
and click on the Update button. The PR Master will communicate with fingerprint reader selected
in the list and write changed settings into it. If this operation completes successfully, the system
displays an appropriate message. A message will be displayed also in case when communication
problems occur.

It is also possible to configure all the fingerprint readers installed in the system, In order to do this,
you should click on the Configure all button. .

3.2.11.6. Performing Diagnostic Operations

The Diagnostics button gives access to the diagnostic operations menu (Figure 3.74). From this
menu you can perform various operations in order to verify system’s operation correctness. You can
read a reader’s firmware version, its MAC number, number of users defined in a system, number of
fingerprint patterns stored in the system. Furthermore you can read date and time from reader (the
last option applies to the F7 reader type only). Diagnostic menu for F7 and F10 readers have been
shown in Figures 3.74 a i b.
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Diaghostic+ Diagnostic «
Firmwate wersion
Device MaC
Murnber of users in the reader
Murnber of fingerprint templates in the reader
Read date and tirme

Firrmware wersion

Denvice MAC

Murber of users in the reader

Murnber of fingerprint kemplates in the reader

a b
Figure 3.74. Diagnostic operations menu — (a) F7 reader; (b) F10 reader
3.2.11.7. Upload Configuration Settings to the Sele  cted Reader
The Commands button gives access to the command menu for the selected fingerprint reader.

Using these commands you can reset device or remove all the users stored inside. The Commands
menu has been shown in Figure 3.75.

Commands

Restark
Delete all users

Figure 3.75. The Commands menu allows to send commands to the selected fingerprint reader

3.2.12. Card Box

The Card Box command opens proximity cards directory containing cards which have been
registered in the system. This is a tool, which allows to manage cards in the RACS. Thanks to this
tool, you can read a group of cards into the system, and then to assign them to users. This way, an
operation of defining user does not require access to the transponder in order to read card for him.

If you select this command, the dialog box with card directory displays (Figure 3.76).
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Tﬂ_ Card Box

Cardz in Card Box
{* Mot azsigned to users [free]
() Already assigned to uzer [occupied)
D 13 dec code 10 dec code|2+1E bit code|Uszer D) Uzer name ~
B24 0123864721152 (0015702272 | 23
B25 | 0123864741685 0015722805 239,597
B27 | 0123864720652 0015701772 239,38663
B23 0063730213931 0010737195 163,54827
b
Arrange by (7 Mone (%) Card ID () Card code ) Uzer 1D
[ @ Add Card... ] ’ Delete Card ] ’ Repart ] ’ ak. ] ’ Cancel ] [ Help

Figure 3.76. Directory of proximity cards registered in the RACS

From this window you can perform the following operations:
display a list of unassigned cards existing in the system,
show a list of cards which have been assigned to users,
add a card to Card Box,

sort a list according to the selected criteria,

* & o o o

print report related to proximity cards registered in the system.

Showing a List of Unassigned Cards in the System

In order to show a list of cards which were not assigned to anybody in the system, you should click
on the Not assigned to users(free) radio button in the upper part of dialog box. The system will
automatically show a list of cards which are present in container, but which were not assigned to
any user.
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Showing a List of Cards Registered in the System an  d Assigned to Users

In order to show a list of proximity cards which were assigned to users in the system, you should
click on the Already assigned to user(occupied) radio button in the upper part of the dialog
box. System will automatically display a list of cards assigned to users (Figure 3.77).

ﬂ_ Card Box

Cardz in Card Box
{3 Mot azsigned to users [free]
(%) Already azsigned to uzer [occupied)
ID 13 dec code 10 dec code|8+16 bit code|User |0 User name i
Wnght Wictor |
H20 0000000000483 0000000483 000,00483 21| 5aenz Imelda '
: 521 0000000000508 | 0000000508 | 000,00508 22 Dean Rebecca
| 522 0000000000523 0000000523 | 000,00523 23! Baron Kellie
R23 0000000000552 | Q000000552 | 000,00852 . 24 Huffman Allison
| 524 0000000DO0STS 0O000DOS7S 000.00575 25 Pollard Miles
: H25 0000000000598 0000000598 | 000,00598 26! Thompzon kay
| 526 D000000000BZ21 DO000O0OBZT (00000821 27 Arent Allen
R27 0000000000644 | Q000000644 | 000,00644 28 Cogdil Elnara
: 528 00000000006EY | Q000000BEY | 000,006E7 29| Seats Laurentia
| 529/0000000000630) 0000000830 | 000, 00830 30 Mozeley Bertha
Il 530 0000000000713 0000000713 | 000,00713 31 |Henmy Jack
531 0000000000736 0000000735 000.00736 . 32 Dawson Liy
| 532 0000000D007SS OO0D0DD7SS Q00,00759 23 *umo Alberto
: 533 0000000000782 | 0000000782 | 000,00782 34 Pratt Gonzalo
| 534 0000000000851 | 0000000851 | 000,00857 52 Bowles Lynette
1] 535 0000000000274 | 0000000274 000,00374 . ES.Eana_l,l b anie
536 0000000000297 0000000297 | 000,00337 54 Wasquez Matthews
: B37 0000000000920 0000000920 | 000,00920 A5 Rasmuzzen Pearlie
| 535 0000000000343 0000000343 | 000,00343 A6 Bernard Rosella
533 0000000000966 | Q000000966 | 000,00966 . A7 KellyJennifer
j 540 0000000000923 | 0000000925 | 000,003233 EE.Duff}l tazha |
Arrange by (7 Mone = Card I {7 Card code 3 Uzer 1D
’ Repart ] ’ 0k ] ’ Cancel ] [ Help

Figure 3.77. List of cards registered in the system which have been assigned to users

Adding Card to Card Box

In order to add a new card to Card Box, first you should select the Not assigned to users (free)
radio button. In reply, the program displays a list of cards which were registered in the system and
not assigned to any user, and the Add Card button appears on the bottom.

To initiate operation of adding a new card, you should click on the Add Card button. In response
the system displays the Read card code dialog box (Figure 3.78), where you can select reader
used for reading a card.
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X

Read card code

Select contraller ar reader where ta read a card code:
Controller or reader name M etwork, IO ~
PR 4022 03, M etwark S0
PRI0ZLCDA43.3/00184517 Metwark, 50 18
b
) >
Read l ’ Cancel ] ’ Help

Figure 3.78. Reading card being added to Card Box

First, you should select a reader, which will be used for reading a card, and then click on the Read
button. Then you should read a card using a reader selected. Reading operation may be repeated
for additional cards. The system will automatically put them on the list. If card being read was
previously registered in the system, the system displays the following warning (Figure 3.79):

Error [?|

@ Card code (0064463391 736) already exists, Operation aborted,

Figure 3.79. Message informing that the card was previously registered in the system

The reading cards operation can be interrupted by clicking on the Cancel button.
Deleting Card from Card Box
In order to delete a card from the Card Box, you should click on the Delete card button. The

system will display message box with request for confirmation an intent to remove a card. If you
answer Yes to this question, the card will be deleted from the list of registered cards.

Q\ Only those cards which were not assigned to any users can be deleted from the Card Box. Thus,
when the Not assigned to users (free) radio button is selected, the Delete Card button is not
available.

Sorting List According to Selected Criteria

List of cards in container can be sorted according to the following criteria:
¢+ Card ID,
¢ Card Code,
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¢ by user ID.

The sorting order can be adjusted using the Arrange by radio button. In order to sort cards
according to the criteria selected, you should select a relevant radio button’s value.

Printing Report Related to Proximity Cards Register  ed in the System

The PR Master allows to prepare printed report related to proximity cards registered in the system.
This mechanism allows for creating both a list of cards which were not assigned to any users and
these, which have already been assigned to users. In order to prepare such report, you should click
on the Report button in the proximity cards directory window. Sample report for cards already
assigned has been presented in Figure 3.80.

. Report g@@

Operator: ADMIN -~
PR Master 4.32.0.4329
Z003-02-01 0&:13:332

Report: Card Box

| Bhow: Assigned to Users |
| Arrange by: Card ID |

I 1ID |Code 42 bits |Code 26 bi. |Code 2+416..|User ID|User Name [
| - |
| 513 | 0000000000450 |0000000460 | 000, 00460 |Z0 |WMright Victor (|
| |&E0 |ooaooooooo423 | 00000004232 |000, 00423 |21 |2aenz ITmelda (|
| IEEZ1 | Q0000000005 0& |Q000000&06 | 000, 00808 |EE |Dean Rebecca [
| |BZE | Q000000000522 |Q000000&ES | 000, 00829 |E23 |Barron Kellie [
| |5E3 | 0000000000552 | 0000000552 |000, 005852 |24 |Haffman Allison (|
| |&524 |ooaooooooos7s | 000000087 E |OoO0, 00575 |25 |Pollard Miles (|
| |EEE | Q000000000553 |0000000&28 |000,00898 |E& | Thonpson May [
| |&5Z& |0000000000&E21 |O000000&EL | 000, 00621 |E7 |arent Allen (|
| |&5E7 |ooooooooo0s44 |000000O0G44 |000, 00644 |28 |Cogdil Elnora (|
| |&&2 |ooaoooooooss? | 0O00000G&T |000, 00667 |23 |2eats Laurentia (|
| |EE3 |Q000000000&50 |Q000000&20 | 000, 00820 |30 |Moseley Bertha [
| &30 | 0000000000713 |0000000713 |000,00713 |31 |Henry Jack |
| 531 |ooaooooooo?3s | 0000000732 |000, 007328 |32 |Dawson Lily (|
| |E2E | Q0000000007 ES | Q000000759 | 000, 00759 |33 | Tumo Alberto |
| 1523 | Q000000000 7E8E | Q000000782 |000,00782 |34 | Pract Gonzalo [
| 534 | 0000000000851 |0000000351 |000, 00851 |E5E2 |Bowles Lynette (|
| &35 |ooaooooooog74 | 0000000274 |000, 00874 |53 | Conwray Marie (| ot
| Print | ’ Save ] [ Close

Figure 3.80. Report of proximity cards which were not assigned to system’s users

3.2.13. Facility plans

The Facility plans command opens directory of facility plans defined in the RACS. The Facility
plan is a graphic map (i.e construction design) on which selected controllers’ icons were dislocated.
Facility plans after they are defined can be utilized in PR Master’s monitoring mode using the
View/View Map command (see 4.1.13. View Map). You can define up to 20 separate facility
plans in RACS.

Selecting the Facility plan command causes displaying window with facility plans directory (Figure
3.81).
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m. Facility plan manager Z E|[')__<|
] MHame ~ [ Add plan ]
2| Floor Il [ Delete plan ]
3 Hall
[ Fename plan ]
[ Dezign ]
v
| 3 Cloze

7

Figure 3.81. Facility plans directory

From this window you can perform the following operations:

¢
¢
¢
¢

add a new facility plan — the Add plan button
delete facility plan defined earlier — the Delete plan button,
rename existing plan — Rename plan button,

design layout of controllers icons on the plan and specify graphic file with the background
— Design button.

3.2.13.1. Adding new facility plan

In order to add a new facility plan, you should click on the Add plan button. The Add facility
plan dialog box displays (Figure 3.82).

Add facility plan X]

Mal

e

| Parking IDE |

| ok | | cance |

Figu

re 3.82. Adding new facility plan

In this window you should define a facility plan’s name. The name you give here will be later used
for identification. The name should uniquely indicate what plan we are thinking about. After
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entering the name in the Name field, you should click OK. The new plan will be added to the
facility plans directory at the first free index (Figure 3.83).

m. Facility plan manager |Z E| [g|
ID [Name Al addplan |
] 1 |Floor |
| 2| Floor Il ’ Delete plan ]
3 Hall
_ Parking lot ’ el ]
’ Deszign ]
w
£ ] 3 Close

Figure 3.83. New plan — First floor — appeared as 4th in the list

3.2.13.2. Deleting facility plan

In order to delete facility plan you should click on the Delete plan button. The Confirm window
asking for confirmation your intent to delete plan will appear. If you click Yes, the selected plan will
be permanently deleted from database.

In order to protect yourself against the possibility to permanently delete facility plan from PR
Master's database you should make sure, that the system’s backups are made regularly. You can
find more information on this subject in section 2.3.2 .

3.2.13.3. Renaming facility plan

If you want to rename facility plan, you should click on the Rename plan button. The Rename
facility plan dialog box displays (Figure 3.84). You should enter a new facility plan’s name in it
and then click OK.

_ Parking lat | Renarme plan |

Rename facility plan

M arme:

Farking laot nesxt to g%’rageﬂ |

ok | | Ccancel |

Figure 3.84. Renaming facility plan
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3.2.13.4. Designing facility plan

In order to start designing facility plan, you should select it in the plans directory, and then click the
Design button. The facility plan’s designing window will appear. If this is a new plan, the window
will be empty — similarly to the screen shown in figure 3.85.

w. Graphical View-Hall E@@

Add icon ” Remove icon ] [ Cuztomize icons ] [ Load image ” Clear image

Figure 3.85. Designing facility plan — initial screen

You should start designing a facility plan with loading specific graphical sketch. It can be a
constructional design of a floor or a map of a facility where access controllers were installed. In
order to load a plan, you should click on the Load image button and select file containing
graphical sketch. Next you should manipulate with window size in order to adjust it to graphical
sketch dimensions. After you perform these operations, the facility plan’s designing window can
look similar to the window shown in figure 3.86.
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& Graphical View-Hall |:J @]@
HEL fokills Tral
Entronce
ur.l' o —t J R——
L 1031 |
Bo.ot.ilorl H —
- 1024 | -
1041 Al ! —
Bookstors Ma [0 05T =
1061 U 13l i
Bookstore Asst. Manager |
Katle Dabbett LU 102
1 =
1
T pat
WOMEN o2
Ty 1137
n2r
121 1141 i ||
BEC
Jube Miller
Carol Jones
_ 1026
o
a— |
\J
[ Add icon H Remove icon ] [ Customize icons ] [ Load image H Clear image ]

Figure 3.86. Designing facility plan — window after loading a graphical sketch

Now you need to add controllers icons to the plan. Clicking on the Add icon button causes
displaying a list of available controllers (i.e. those which were not yet added to the plan).

On this list you need select controllers which should be added to the plan (by selecting checkboxes
next to them), and then to click Add selected button. Immediately after adding icons to the plan,
they routinely display on the left upper corner of the window. You should drag them to appropriate
positions on the plan, so that they reflect physical controllers locations.

After you dispatch icons on the plan, the designing window can look similar to the window shown in
figure 3.87.
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Figure 3.87. Designing facility plan — window after selecting, and dispatching controllers icons

At the end you should adjust a way icons are displayed. Depending on how the plan is detailed, you
can customize the way icons are displayed on it.

Customizing icons

Icons can be edited in two ways:

¢ by right-clicking selected icon and invoking the Customize this icon (Customize all
icons) command.

or

¢ by clicking on the Customize icons button.

After you select Customize icons command and choose controller to be modified, the Icon
Customization dialog box displays (Figure 3.88).
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Controller Info Text

=0 o o pr &2 82 @r

Show panels:
[l nput 2
[l nput 3

Door Mode

| dentification Mode
Terminal 0
Terminal 1

Fresview:
|

Background Shape:
Type: | Rectangle W |
TP o —
Brush Style: | Soiid v
Pen Calar: | e——r |
Pen Style: | Solid v |
Pen Width: -

k.

J

Cancel l

E3)

Figure 3.88. Customizing icons

Using this dialog box you can customize a way the icon is displayed on the map.

If you want the icon to represent only minimum information about the controller, you can clear
checkboxes for particular details. You can even switch displaying label off (then you need to select

Label off checkbox).

After you customize icons appearance, the plan can look similar to the window shown in Figure

3.89.
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Figure 3.89. Designing facility plan — facility plan’s window in its final form

If you want to save the plan being designed, you should close the designing window. You can now
make use of the plan defined in monitoring mode for watching system operation on maps (you can
find more information on watching plans in monitoring mode in section 4.1.13. View Map).
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3.3. REPORTS MENU

The Reports menu has been shown in Figure 3.90.

Reports

GEroups
Isers

Zones
Metworks
Controllers
Access rights

Events history
attendance

Figure 3.90. Reports menu

It contains commands for preparing printed reports related to information entered into the system.
Most of commands in this menu causes displaying reports in Report window. There are two
buttons available in this window. The Print button allows for printing report on the printer, and the
Save button allows for saving report in .rtf or .csv documents.

3.3.1. Groups

The Group command causes displaying report containing information on groups defined in the
system. The same report may be generated using Report button in the main window of the group
directory. Selecting the Report/Group command causes displaying Group report in Report
window (see section 3.2.4.4).

3.3.2. Users

The Users command causes displaying report containing information on users defined in the
system. The same report may be generated using Report button in the main window of the users
directory. Selecting the Report/Users command causes displaying Users report in Report
window (see 3.2.3.5. Generating User Report).

3.3.3. Access Zones

The Zones command causes displaying report containing information on access zones defined in
the system. The same report may be generated using Report button in the main window of the
access zones directory. Selecting the Report/Zones command causes displaying Zones report in
Report window (see Figure 3.36 in section 3.2.6.4).

3.3.4. Networks

The Networks command causes displaying report containing information on networks defined in
the ACS. The same report may be generated using Report button in the main window of the
networks directory. Selecting the Report/Networks command causes displaying Networks
report in Report window (see section 3.2.7.8).
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3.3.5. Controllers

The Controllers command causes displaying report containing information on settings for all the
controllers installed in the ACS. Similar report may be generated using Report button in the
controllers directory window of the selected network. The difference is that the report generated by
the Report/Controllers command contains information on all the controllers installed in all the
networks. Selecting the Report/Controllers command causes displaying Group report in Report

window (see 3.2.7.4. Managing Controllers In Network

3.3.6. Access rights

Selecting the Report/Access rights command causes displaying Access rights report in Report
window (Figure 3.91). This report contains summary list of all the users groups together with their

access rights.

qﬂ_ Report g@@

Operator: ADMIN L)
PR Master 4.3.0.4323
Z00%-08-01 06:47:27

Peport: Access rights

| NAME- | VALDE: |
flsection L. O] SSSFEEdEsFalsaaa g NS O S
# #
# Group: Group 1 #
# Comment 1: #
# Comment Z: #
# #
f Acoces=z to floors and elewvators: #
B o e e e e e e #
# |Elevator 0 |Elevator 1 |Elevator £ |Elevator 3 | #
B e e e e e e e e e e e e e e e e e e e e e #
g1 | #
e e e e e e e e e e e e e e e e e e e e e e e ————— - #
# #
f Users #
B o e e e e e e #
£ |ID |Last name: |First name: | #
B oo e e e e e e e e e e e e e e e e e e e e #
# |10 | WTattley | St eponas | #
# (11 |Carpuz |Denelza | #

§ 112 |Winslow |Karl g ¥
Prirt l ’ Save ] [ Cloze

Figure 3.91. The Access rights report

3.3.7. Events history

The Events history command allows to prepare detailed events reports, T&A reports and special

reports.

If you select this command, system first downloads events to PR Master’'s database. Then it

displays the Filter configuration dialog box (Figure 3.92).
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Filter configuration E|
Filter zettings:
[ Filter active Filtering criteria
Filter mode
Thd Mode
Bead ] ’ Save ] ’ Clear ] ’ F, ] ’ Cancel ] ’ Help

Figure 3.92. Filter settings for Events history report

Using this dialog box you should define any events filter. Thanks to this, you can display, for
instance, only Access granted events related to user Jan Kowalski. After the filter is defined, it
can be saved to a file. Then you can quickly load from this file an appropriate set of rules.

3.3.7.1. Defining Filter

Before you are able to define a filter, you must select the Filter active check box. It will activate
controls for defining a filter. The filter is defined by selecting filter mode (And/Or) and specifying
criteria for event log’s selected fields. These criteria can be defined for seven parameters: event
types, groups, users, readers, networks, zones and T&A modes. These parameters have
corresponding buttons in the Filtering criteria area. In order to define criteria for the specific
parameter, you should select checkbox next to the particular button. Then you should click on the
button and define criteria.

Let us assume, that we want to include in event report only Access granted and Access denied
events for users belonging to the Technicians group. In order to define such a filter, we select a
filter mode And, and checkboxes next to Events and Groups buttons. Then we click on the
Events button. This will cause displaying Events dialog box (Figure 3.93).
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All Selected

[001]: Access granted
[D0Z]: Access denied

Debug event

Mew input type 107 O
Mew input type 107 On
Mew input type 102 O —
Mew input type 102 On

Mew input type 103 O

Mew input type 103 On

|3

.I

3

[004]: DOOR AJAR

[005]: FORCED EMTRY
[006]: Contraller disarmed
[007]: Contraller armed

[008]: Controller restart

[003]: AL input OM

[070]: AL input OFF

[014]: Manual command
[01E]: Unknown event

[017]: PIM code under duress
[018]: APE Register rezet
[014]: T&A Mode changed [toggle]

~
-

=

ok ] [ Cancel

Figure 3.93. Defining filter criteria — event type

On the left hand side of the window there is list of events which have not been selected. Thus they
will not show up in the report. If you double click an event on this list, the event selected will be

moved into the Selected list. You can also select a particular event and click on the button.
Clicking on the button will cause moving to the Selected list all the events from left hand side
of the window. Selected events are deleted in a similar fashion. Double clicking an event on the list
Selected will move it to the All list. You can also select a particular event and click on the

button. Clicking on the button will cause moving to the All list, all the events currently present
in the list on right hand side of the window.

Coming back to our example, in order to define a desired filter, you should double click entries
corresponding to Access granted and Access denied events and click on the OK button. The
event selection window closes, and we return back to the Filter configuration window. Now we
click on the Groups button. This will cause displaying Groups dialog box (Figure 3.94).

all Selected

Accountants Technicianz

Human Resources

>
i
Froduction

[Mo group]

~
Eal

Ok ][ Canicel ]
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Figure 3.94. Defining event filter criteria — groups
We should select Technicians group and click OK.

You have successfully defined your first filter! In the event report there will be all the events of
Access granted and Access denied type, from Technicians group. In a similar manner filter
criteria for users, access points, networks, zones and T&A modes can be defined.

The filter defined in this way can be saved in a file. In order to do this, you should click on the
Save button in the Filter configuration dialog box. Then, you should point a location, the file
with filtering criteria should be saved (the file will have an .rmf extension) — Figure 3.95.

Save to file:
£ apisz | .ﬂ toje dokurmenty V.I > T" by v
B I;..-‘:IIZ:luzuwnIcueu:Is

i f- 3 s,'i_a‘.MDja muzyka
Mioje biezace ii_ﬂMD]'E obrazy
dokumenty i Pobierarie

— ITars4asklient
H L i ,:l rs4855erver
Fulpi () ¥isual Studio 2005

Moje dokumenty|

48

k) komputer

g Hazwa pliku: Technicians ,
Moje migjzca | Zapisz jako bp | Filter file [*.rrnf] vl | Arlu |

Figure 3.95. Saving filtering criteria to a file

[

The Clear button allows for clearing filter criteria defined so far. After clearing all the criteria
defined earlier, you can start defining filter from scratch or read a filter defined earlier from a file.
The second method is possible using the Read button. If you click on it, the .rmf file selection
window appears. In order to load filter criteria defined earlier, you should select file containing the
filter and click on the Open button.

Below the Filtering criteria area in the Filter configuration dialog box, there are two date
fields. The one shown on the left defines the start date, and the one of the right the end date.
These dates specify time period for which an event report will be generated. With date fields are
associated checkboxes (in similar fashion to the buttons in the Filtering criteria area). In order to
define criteria for the start of period, you should select a checkbox next to the date field on the left,
and then enter a date for beginning of period, for which the event report will be generated.
Similarly, in order to define criteria for the end of period, you should select a checkbox next to the
date field on the right, and then enter a date for the end of period, for which the event report will
be generated.
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3.3.7.2. Displaying Event Log

After you finish with defining filter, you should click OK in the Filter configuration dialog box.
This will cause displaying Events history window (Figure 3.96).

|CUI| 1T | Date | Time | Event | Access point/Location | User/Source |Gruup |Zune |T&A Mode
R 901923 20080720 DE:27:40  [004]: DOOR AJAR PR402v2 03.1514/0005/050C Dtfault
501984 2009-07-30 OE:28:00  [521]: Battery Failure PR402v2 03.1514/0005/050C Drefault
€ 901985 2009-08-01 05:48:10  [101): CPR - Restart CFR
AL 901985 2003-08-01 05:42:20  [102]: CPR - set to ON mode CFR
m 501987 2003-03-01 05:48:20  [105]): CPR - Tamper alarm ON CFR
501988 2009-08-01 05:48:40  [044]: Unknown card PR302LCD /1 43.3/00181517_User unknown Diefault
901983 2003-08-07 05:43:00  |[044]: Unknown card PR402vZ2.03.1514/0005/050C_User unknown Default
Q' 901990 2003-08-01 D5:43:00  [505]: Communication with term (D7 returne PR 402+ 2 03.1514/0005/050C Detault
901591 [2003-08-01 05:49:10  |[044]: Unknown card PR402v203.1514/0005/050C_User unknown Default
90158592 2003-08-01 05:49:50  |[044] Unknown card PR402v203.1514/0005/060C_User unknown Default
06:52:20  [400]: Clock synchronized CPR Remate command
anized CPR Fiemate command ]
2] - [ Filter ] [ Events report ] [ TiA Report ] Special Reports > [[] Reverse order [ Delete events I [ Exit ] [ He
Ewvents: 54

Figure 3.96. Events history

This window allows for browsing (make final changes) to the event list before events report is
printed. From this level you can also print T&A report or special reports.

Buttons < < » = on the left hand side of the toolbar allow navigating through the events log.
They are used for moving to the beginning of the event log, move by one event forward, move by
one event backward, and move to the end of the event log respectively.

Clicking on the Filter button causes displaying the Filter configuration dialog box again. This
way you can update filter defined earlier.

Printing Events History report

If you click on the Events report button, the Event report format dialog box will appear (Figure

3.97).
#. Event report format E|

Select itemsz to report Column zize .

. Colurnne' separator

& Date 20 . [zomma) O <TaB>

™ Time 20

& Event code 20

Eventname 20 (%) : [zemicalan) ) DEC code I:I

M UserlD an

C T8AID en

T Username 20 O [colan) © Other I:I

[T Access pointlD 20

T Access pointname 20

I Zaone IO o1 [] Create columns

™ Zone 2l Append header to each report

™ Groun ID en

[ Al ] [ Edit columin zize ] [ Colurns' arder ] [ D atesTime format zettings. ]

Ewvent repart file name

| =1

[ Read ] [ Save ] ’ Print ] I k. l [ Cancel I ’ Help ]

Figure 3.97. Events history settings
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Using this dialog box you can configure in detail format of events history printout. You can select
columns, which are to appear in the report, specify their width, change column order and set up
date and time format.

Events report settings can also be written to a file (the Save button), and imported from it
thereafter (the Read button).

When all the settings are set, you can click on the Print button. This will display report to be
printed in the Print event report window (Figure 3.98).

# Print event report

.PRHaster w4.3.0.439: Ewvent=: 54 -~
02-08-20049 05:42:586 Sunday |

#1l: Unique event ID
£2: Date

#3: Event code

¥4 Event name

901971;2009-07-29:8;[008]: Controller restart:

01972 ;:2009-07-29:869:[069]; Card or PIN mode =et for terminal IDI1:
A01973;2009-07-29.65;[065]: Card or PIH mode =set for terminal ID0;
901974 ;2009-07-29:503;[503]: Communication with term.ID0 returned:
901975, 2009-07-29;501;[501]: Door opsn:

901976;:2009-07-29;5;[005]: FORCED ENTEY:

901977 :2009-07-29;4;:[004]: DOCOR AJAR:

901941 2009-07-29:130:[130]: CPR - Communication with contr. lost;
Q01947 ;2009-07-29;:8;:[008]: Controller restart;
A01943;2009-07-29:69;[069]: Card or PIN mode set for terminal IDL;
901944 :2009-07-29:65;:[065]: Card or PIN mode ==t for terminal IDO:
901945:2009-07-29;101;[101]: CPR - Restart:

01946 ;2009-07-29;102;[102]: CFR - ==t to CN mode;

901947 ;2009-07-29;105:[105]: CPRE — Tamper alarm OH:

901948 ;2009-07-29.130;[130]: CFE - Communication with contr. lost;
01949 ;2009-07-29,400;7400]: Clock synchronized;

901950;:2009-07-29:101;:[101]: CPR - Restart:

901951 ;2009-07-29:102;[102]: CFR - =et to OH mode;

01957 ;2009-07-29;105;[105]: CFR — Tamper alarm OH;

901953;2009-07-29:130:[1307: CPR - Communication with contr. lost;

901954 ;2009-07-29.400;[400]: Clock synchronized;

901955:2009-07-29:101;:[101]: CPR - Restart:

901956 2009-07-29;102:[102]: CFRE — ==t to OH node; =i
[AnN19c7 - 2NN9_n7_29 -1NE-T1NE1: "PR — Tawrmer alaww OW- =

| Eat | [ R | [ Cancel

Figure 3.98. Printing Events History report

In order to actually start printing report on a printer, you should click on the Print button. Before
this is done, you can select printer and configure its options using Edit button.

Generating T&A report

If you click on the T&A Report button, the T&A Events dialog box will appear (Figure 3.99).
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& T&A Events

[ate

Tirne

Event

Contraller

2009-08-02 |05:567:20 | [001]: Access granted PRA4024w2 03,151 4,/0005/05 Vitello .f-‘«ntinanco

2009-08-02 (026730 [001] Access gra_nt,a_d PRA02v2.03.151 4#0@05#05 Buckner Thnrvald

2003-08-02 (025750 | [001] Access granted FPR402w2.03.15140005/05 Spoto Frederick,

2009-08-03 :DE:D4:DD [001]: Access granted _F'FMDEVZDS.'I 51 4£DDDEHDE_WatlIey Steponaz

2009-08-03  05:04:00 . [001]: Access granted PR402w2 03151 4/0005/05 W attley Steponas

2003-03-03 (020430  [001] Access _gla_ntg_d PRA402v2.03.151 4;’0005#05_ Corpuz Demelz_a

_2009-03-03 05:04:40 [DD_‘I ] Access aranted PR 402+2.03.1514/0005/05 Winslow Kail

2003-08-03 |09:04:50 | [001]: Access granted | PR4022.03.1514/0005/05 D eatan Dalal =

2009-08-03 050510 | [001]: Access granted PRA0Zw2 03,151 4/0005/05 Anspe Anastatio

20090803 (050520 [001] Access gra_nt,e_d PR402v2 03.1514/0005/05 S pota Frederick

_ZDDS-DS_-DS 05:05:30 [I_JD_'I ] Access granted PRA02w2.03.1514/0005/05 Byckner Thoreald

2009-08-03 05:05:40 |[001]: Acces: granted { PRA02v2.03.151 4£DDDEHDE_ViteIIo Antinanco

20030803 | 05:08:00 | [001]: Access granted PR 4022 03.1514,0005/05 Chevere Lucinde

200908-03 (054330 [001] Access gra_ntg_d PRA02v2.03.151 4£DI_JDEHDE_WatlIe_I,J Sl_epu:_nna_s

?DDS-DS-DB 05:45:40 [DD_'I ] Access granted PRA02w2.03.1514/0005/05 Corpuz D_emelza

2009-02-03 :05:49:50 [001]: Access granted _F'H4DZV2.D3.'I a1 4£DDDEHDE_WinsIDw Farl

2009-08-03 055000 l[DD'I ] Access aranted PRA0Z2w2 03,151 4/0005/05 Deaton Dalal

20030803 [05:50:20 | [001]: Access granted FR402v2.03.151 4£DD05£DSAIi_Spe Anagtatio ™

L] B
J [ Cancel ] l Help

Figure 3.99. Generating T&A report

Different events are marked with different colors depending on T&A mode. For example, all entries
are marked in red, all exits — in green, and exits on duty are marked in blue.

Clicking on the OK button, allows writing T&A report in many different formats (Figure 3.100).
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Save THA Report
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Figure 3.100. Saving T&A report in selected format

Thanks to the possibility for saving T&A report in other applications’ format, the PR Master can
exchange data with external T&A systems.

Special reports

The Special Reports menu has been created in order to define reports made on special users
request. For instance the Report 1 allows for displaying users who logged on the selected reader.
Because special reports are very specific, and used for individual purposes, discussing them in detail
is outside the scope of this document.

Reversing Events Order

By default, events in the Events History window are displayed from the oldest to the youngest. In
order to reverse this order, you should select the Reverse order check box.

Deleting events from database

From the Events History window you can also delete old events from database. The Delete
events button serves exactly this purpose. If you click on it, the Delete events dialog box
displays (Figure 3.101).
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Delete events E|
Remowve events from the databasze:
(%) Remove events older then [...] days: 180 {E}
() Keep last [..] events: E}
Delete ] ’ Cancel

Figure 3.101. Deleting events from database

Using this dialog box you can delete from database events older than specific number of days (the
Older than following number of days option). You can also specify the number of events which
should remain in the database after delete operation is completed (the Save only last following
number of events option).

After relevant options are selected, you should click on the Delete button, which will trigger actual
operation of deleting events from database.

Closing Events History

In order to close Events history window and move to the main PR Master's window, you should
click on Exit button.

3.3.8. Attendance

The Attendance command causes displaying report containing information on users’ attendance in
attendance areas defined. Using this command you can find out, for instance, for how long
persons from particular group were present in the area defined. You can also prepare the First-In-
Last-Out report showing who entered area as first and who left area as last in the date range
selected.

Selecting the Report/Attendance command causes displaying the Users’ attendance in
defined Attendance Areas dialog box opens (Figure 3.102).
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i Users’ attendance in defined Attendance Areas

Time range for Attendance Report: U zer group:
From | 20090828 & 000000 3| Te 20100729 v |151943 S| [l Groups v[-)
Attandance Area &=, attendance time per is:i_nﬁcll_;_l_,l_:i EliGhoe oo et ats
— [z = P —
Name: [EERRR—— v - Qresin = tl] ] Create daily reperts lononon 2]
) 3 Mo limit | I[T]T
I_.J.Group narme “I User 1D “J zer Hame _.I.T&A 10 ]_Time [hb:mm:zz) “|_M0dified Y_ .
Amange b (%) Group and lastname () (D number () Last name () TR 1D
’ Fieport First In Last Qut l | [ Close ] ’_ Help l

Figure 3.102. Generating report on attendance in attendance areas defined

The dialog box shown above allows the user to:

¢

* & & O O o o o

determine report’s time range,
specify users group, the report should apply to,

specify an attendance area, the report should apply to,

specify a maximum time within a day, a user is allowed to be present in the area,

search for an employer of a given name,
sort records according to the defined criteria,
save report to a file,

print report to the printer.

initiate generating the FILO report.

Immediately after you open the window, the attendance record list is empty. In order to generate
the list, you should define report parameters: time frame, attendance area, maximum attendance
time in the area, and optionally a group, the report should apply to. Then you should click on the
Refresh button. This will cause displaying attendance records in the window (Figure 3.103).
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# Users’ attendance in defined Attendance Areas

Time range for Attendance Report: U zer group:
From | 20090828 & 000000 3| Te 20100729 v |151943 S| [l Groups v|
Attandance Area &=, attendance time per isii_nﬁcll_;_l_,l_:_ EliGhoe oo et ats
] irne lirnit: |12 =
Name: | Hala e EE] © Time frit [ = b ["] Create daily reports
| 3 Mo limit
i Uszer Mame Time [hh:mm:ss) M odified ' _’_:
Hirnes Haratia K |
[] _ Lee Gerardo &7 01:43:00
i_ Produkcja 1m Aaron Paige _51 _25:05:40
i_ Pradukeja 107 | Childers Adrienne |57 |4B:24:40
!4_. Produk.cia 106 Devilbiss I_rune _55 46:27.00
|__ E'mdukcia _'IEIS .Helman Foul _59 .45:53:00
i_ Produk.cia 108 Keller Esther |58 14B:33:30 Al
i_ Produkcja _'IDD _Levine kM auro _ED _48:05:1 0 |
!__ Produk.cia 104 b adrid Derric|_< _54 Enrors - incomplete data
L_. F_'mclukcia _103 _F'nrter Miles _53 _45:20:20
i_ Produk.cja 105 Rubin Stephen _55 .48:2?:1 0
i__. Produk.cja 102 Stein Leslie 52 45:54:00
b
Arange by (5 Group and lastname O 1D number (O Last name COTHAID
[ Feport First In Last Out l [ Frint ] [ Save J ’ Wiew selected ] [ Cloze ] ’_ Help l

Figure 3.103. User's attendance in Attendance Area #1 for users from Manufacturing group

If you select the Lunch break checkbox and set the length of the break, the system will
automatically adjust users’ attendance times (the lunch break time will be subtracted).

Double clicking on any person in the list will cause displaying Attendance report dialog box

(Figure 3,104).

roger



104

PR Master — Users Manual

. Attendance Report

- BX

User: Devilbiss lrune From: 2003-08-28 00:00:00

Group: Produkcia Tor 2000407-2315:15:43

Area: Hala

TIME [hh:mm:=s]: 46:27-00
Entry into Area: E wit from Area: TIME [hh:rom: sz): M odified 1]
2009-03-01 06:50:20 2009-03-01 15:07:50
20039-03-01 15:10:20 20039-09-01 15:11:00
20039-09-02 0&:57:10 20039-09-02 15:07:20 02:10:10
20039-03-03 06:42:50 2003-09-03 15:13:50 08:31:00
20039-09-05 07:54:30 20039-09-05 130520 05:10:50
2009-09-07 085750 2009-09-07 15:05:20 0g:07:30
20039-03-08 06:55:20 20039-09-08 15:04:40 08:03:20
FistinLastOut | [ Pt | [ Save | [Edtselected| | Close |

Figure 3.104. Attendance report for a selected user in the selected attendance area

In case there are wrong data in the events history related to the particular user, you can modify
them. In order to do this, you should double click an item in the list. In reply, the system displays
Edit dialog box (Figure 3,105), where you can modify an entry logged in error.

Edit ignored period

Fiom |ENIE-09-03 o~ |064250 4| To|20090303 v [151350 |

TIME: 08:31:00

| ok || cancel |

Figure 3.105. Correcting erratic entries in attendance report

If you modify an entry, and click on the OK button, a modified entry will be marked in the event list
by the “V” mark.

In order to print events related to particular user, you should click on the Print button. The Save
button allows to save report in .rtf or .csv formats.

If during the day user entered and left attendance area for several times, the program by default
will show all the attendance periods and sum up the total time. However sometimes the more
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important information is first entry and last exit the user from the system. For this purpose you can
use the Report:First In Last Out button visible in Figure 3.104. Clicking on it will cause displaying
a summary with all the first entries and last exits of the selected user in chosen time frame (Figure

3.106).

. First entry and last exit g@@
zer Devilbizz lune From: 2009-03-28 00:00:00
Group: Produkcja To 2010-07-2915:15:49
Area; Hala

First entry and last exit to/from area

15:11:00

0E:57:10 15:0720
2005-09-03 DE:42:50 151360
2003-03-05 07:54:30 120520
2003-03-07 0E:57:50 15:0%:20
2005-09-02 0E:55:20 15:04:40

Figure 3.106. Report First In Last Out for selected user in given date range

This report can be hard-copied on the printer or saved in .rtf or .csv formats.

Exactly the same report you can get when you select the Create daily report option before
refreshing record list in attendance report window. However, for your convevience, the button First
In Last Out has been added. This button generates summary of first entries and last exits
independently on the fact if the user selected the Create daily report option or not.

Q\ There is a Report: First In Last Out button present in the main Users’ attendance in defined

Attendance Areas (Figure 3.103). This button generates report containing names of users who
came as first to the Attendance Area and left it as last in the dates range selected. This report has
been described more accurately in section 3.3.8.1 right below this frame.

3.3.8.1. Report: First In Last Out

From time to time you need to know who entered particular area as first and who left it as last. It
can be useful, for example, if you need to find out who opened a room at the beginning of the
work, and who closed it when duty hours finished.

For this purpose you can use the Report: First In Last Out button located in the main Users’
attendance in defined Attendance Areas (Figure 3.103). If you click on this button, the
summary will be generated containing names of users who entered the area as first and who left
the area as last in the dates range selected.
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rﬂ_ First In Last Out toffrom area

From: 28-08-2009
Tao: 29-07-2010

First entry and last exit toffrom area

First entry
3 [06:43:40 Aaron Paige 1581120 Herman Poul
06:56:20 K.eller Esther 151300 K.eller Esther
03-09-2009 | 0&:42:50 Devibizs lnune 152120 K.eller Esther
05-03-2003 | 07:.53.20 Himes Horatia 130540 Herman FPoul
07-03-2003 | 06:57-20 Stein Leslie 1580530 Herman Poul
08-03-2003 | 0E:55:10 b adrid Drerrick 1580450 Herman Poul

Cloze

Figure 3.107. Report First In Last Out for selected dates range

As usual, this report can be hard-copied on the printer or saved in .rtf or .csv formats.
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3.4. COMMANDS MENU

The Commands menu has been shown in Figure 3.108.

Eomendy |

Odczytaj bufory zdarzen

Odczytaj bufory zdarzen pdznig)

Kasuj bufory zdarzen

Kenfiguruj systemn teraz

Kenfiguruj systemn pdznigj

Ustaw zegary

Figure 3.108. Commands menu

3.4.1. Read event buffers now

Events in the RACS are gathered all the time — on controllers and on CPR network management
unit. When you select Read event buffers now command, then buffers’ content will be moved to
PR Master database. If the PR Master works in an online monitoring mode, events are written into
database immediately after they happen. When you select the command, the system will ask if all
events logged in the system should be read. If you answer Yes, the process of downloading events
will be initiated (Figure 3.109).

Downloading events [17/117)

Downloading events from the entire syztem

Figure 3.109. Downloading events from the ACS to database

If the process of downloading events is completed, the system displays a message with information
of operation’s success or failure. Then it will ask, if we want to set devices’ clock according to the
computer’s system clock. If we confirm, the system will adjust devices’ clock settings in the system.
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3.4.2. Read event buffers later

In large Access Control System installation, the process of downloading events can be time-
consuming. In order to avoid losing time for passive waiting, an operator can schedule this
operation at particular time and selected days in a week. Such a schedule can be generated by the
Read events buffers later command.

If you click on it, the Read events buffer later dialog box displays (Figure 3.110).

Read event buffers later, E|

[] Active
Select time and day when to read event buffers:

23:00:00 -

[¢] Mon [#]Tue [«]wed [¢]Thu [#]Fi [#]5at [+]Sun

I OF. H Cancel ]

Figure 3.110. Scheduling automatic downloading events from the ACS

In the dialog box shown above you should specify time and select weekdays, when the system
should automatically download events to database.

In order to enable this functionality, you should select the Active check box. Otherwise the
schedule will not be executed.

3.4.3. Clear event buffers now

The Clear event buffers now command lets delete upon request some events present in devices’
buffers in all the Access Control System'’s networks. If you select this command, the system first will
ask you for confirmation. If you answer Yes, the content of all the event buffers will be deleted.
Then the system displays a message informing you, that the operation was successful.

3.4.4. Update system now

The Update system now command is used for sending all the settings to all the controllers and
all the CPR-32 units in all the networks of the ACS. In case the ACS is large, this operation can take
a long time. Because of this it should be initiated as rarely as possible — after all the necessary
changes are entered.

The system configuration operation is initiated by selecting the Update system now command. If
there are any events collected at this time in the system’s devices, the system will download them
to database. Then it will display information window containing data on reading operation
progress.

After the system displays message that all the events have been read, it goes into operation of
configuring the entire system (Figure 3.111).
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|lploading settings to the syztem

5 W

Uploading zettings to the system
Start network, : Metwork B

Start network. : Metwork 50
Metwork, B: Upload finizhed.

Controller PR 402 151 4/0005/050C [1D=4/05]; Communication baudrate; 38400

Cancel ] ’ Help

Figure 3.111. Configuring entire system — the operation progress window

3.4.5. Update system later

Because an operation of configuring the whole system is time-consuming it is possible to schedule
it for later. You can plan the update to be performed at particular times and selected days of week.
The Update system later serves this purpose.

If you select this command, the Update system settings later dialog box displays (Figure
3.112).
Update system settings later ['5—(|

[] Update

Select time and date when to update the systern:

23:00:00 -

[¢] Mon [#]Tue [«]wed [«¢]Thu [«]Fi [¥]Sat [+]Sun

I OF. H Cancel l

Figure 3.112. Scheduling automatic update for the entire system

In the dialog box shown above you should select weekdays, when an automatic system
configuration should be performed and specify time for performing this operation.

roger



110 PR Master — Users Manual

In order to make this functionality active, you should select the Update check box. Otherwise the
system updating schedule will not be executed.

3.4.6. Set system clocks

The Update clock(s) command allows for setting RACS devices’ clocks with accordance to system
clock settings of the computer, the PR Master software is installed on. If you select this command,
the confirmation dialog box displays (Figure 3.113).

x|

P Set all clocks in swstem to PC Hime:
\.:r) 03-08-20029 14:31:00 Monday 7

Figure 3.113. Confirming an intent to set clocks in RACS devices

If this operation completes successfully, the system will display information message, that the
command has been completed (Figure 3.114).

Information m

i ] System clocks updated to;

03-08-2009 14:34:47  Monday

Figure 3.114. Setting clocks operation has been successfully completed
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3.5. TooLs MENU

The Tools menu has been shown in Figure 3.115.

Online monitoring
Cuick user update
AcCcess map

IUsers aktendance wikhin Access Zones

TaA modes
Inputs
Alarm Events

Program operaktors
Change password
Lock program

Oplions

Backup configuration

Figure 3.115. Tools Menu

3.5.1. Online monitoring

The Online monitoring command turns on a special mode of PR Master which allow watching in
real time events happening in the RACS. When PR Master operates in this mode, events happening
in the system are immediately appended to the system’s database and available for reporting.
Every time you select the Online monitoring command, the PR Master reads events from all the
buffers in the system. Then the system goes into an online monitoring mode (Figure 3.116).

# Online monitoring

Yiew Commands Tools Hide window  Help

Metwork status Metwork date/time

CPR Status  Alan

Date Time

___Access point/Location

m

EVENTS
User/Saurce

@

Tamper  CFR OFF Low Eatt
Podsystem A B[2307-2010 15:35:38 Thursday ] @

&

Group

AC
&

Euiffer

_ Metwark

_Zone TEA mode:

Comment 1

i AE
[044]: Uk

Access point/Location

ALARMS
W

g Fiee

IMon\toM‘ng filker active: no Alert active: no

Monitoring started: 20-07-2010 15:35:15 Thursday

Figure 3.116. Online monitoring in PR Master

In this mode of operation, the PR Master uses a separate, robust menu. It will be described in
detail in Chapter 4 - Online monitoring.
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3.5.2. Quick user update

Every change of user properties — i.e. change assignment to a group, replace of proximity card
change the PIN code, requires sending data to controllers. In view of the fact, that the operation of
sending the whole configuration to all the controllers in the system is time-consuming, and changes
made in configuration are made much less often than user management tasks, you can use a
Quick user update command. This operation allows for sending to controllers only these user

settings, which have been modified.

Selecting this command causes displaying a simplified version of users directory (Figure 3.117).

& Users: 101
VoD Usger Type TEA D Group Firnger templ. | From: To: _A! Add

. i 0| Colombo &hriman 0 g 0 |

| 1|Casilas Erlantz SWITCHER Full[1..49) 1 [Mo group] 0

| 2| Chason Cu |SWATCHER Full [1.43) 2 |INo group] 0

~ |3 Arab Muhannad Stw/ITCHER Full [1..49) 3 Mo group] 0

| 4 Stickel Camelo |SWITCHER Full(1.43) |4 Mo group] 0

+ | 5 | Mowwak Lyudmyla _SWITEHEH Full[1..49] _5 _[No gr_oup] o

~ B Gersther Herbert SWITCHER Full[1..49) E [Mo group] 0

¥ | 7| Papp Nava SWITCHER Full [1..49) * :[No group] 1]

\f_ | g | Meckay Branden _SWITEHEH Full[1..49] _8 _[No group] 0

+" | 9 Bonds Elisea SWITCHER Full[1..49) | [Mo group] 0 o

| 10| Walley Steponas |SWATCHER Full(1.43] 10 L 0

¥ | 1 Corpuz Demelza St/ TCHER Full [1..49) 1 IT 0

| 12| winslow Karl SwITCHER Full[1..43) 12 Ii; 0

+ | 13/ Deaton Dalal |SWATCHER Full(1.43) 13 i 0

| 14| Anispe Anastatio SWwWITCHER Full[1..49) 14 IT a

‘a‘"-_ 15| Spoto Frederick. SWITCHER Full [1..49) 15_ :[No group] 1]

+" | 16| Buckner Thoreald SWITCHER Full [1..49) 16 [Ma group] 0

| 17 Witello Antinanco |SWATCHER Full(1.43] 17 Mo group] 0

+ | 18/Chevere Lucinde |SWATCHER Full(1.43) 18 |INo group] 0 <

| ] ] X = | Help
Arrange byt (5 |D number ) Type () First name () Last name ) Group

Figure 3.117. Quick user update

This window allows for adding, removing, and modifying users properties. If you add a new user to
the system or update its properties, the system displays appropriate message (Figure 3.118).

Confirm E|

ser Arab Muhannad (10 = 3) was modified
e Do wou wank to update syskem now?

Figure 3.118. Quick user update

If we answer Yes to this question, the system goes into the process of update properties only of

this user, whose data have been changed (Figure 3.119).
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Quick user update Arab Marek [3)

-1 ) B

Quick uger update Arab Marek [3]
Start network, A: Metwork 50
Start network B: Metwork B

Metwork B: Upload finizhed.

Cancel ] ’ Help

Figure 3.119. Online update of one user properties

Clearly this operation is performed much quicker than an update for the entire system.

The quick user update operation can be performed only one by one. This means, that you cannot
change data for several users, and the send data for whole the group in bulk. The functionality will
be available only on the condition, that after you change data of every user, they will be
immediately sent to controllers. If you do not send data to controllers, then the Quick user
update functionality will be blocked until you perform complete system configuration using
Update system now command. If the Quick user update operation is blocked, and you attempt
to use it, the system will display message similar to the one shown in figure 3.120.

Warning [Z|

The Quick user update Functionality is now unavailable,
' Ta make it available again use Configure system now cammand!
L

Figure 3.120. Message informing that the Quick User Update functionality was blocked
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3.5.3. Access map

The Access map command displays a current access right state for the zones defined in the
system. If you select this command, the system displays the Access rights at: xx:xx dialog box
(Figure 3.121).

m. Access rights at: 06:27 Z E E|

GROUPS ZONES| 1o | Garage Hall Office & Office B Office C
Mo coue]
n
Hurnan Resources x X x X H x
Accountants x X x X H x
Praduction X = X X 9 X
Technicians X = X X 9 X

[ keep window on top

Figure 3.121. System’s access rights map

If at given moment a particular group has access rights to a particular zone, then in the intersection
of the group’s row and the zone’s column the time interval describing how long this right applies, is
displayed. On the other hand, if the group does not have access right at this moment, the system
displays in red an x mark.

3.5.4. Users attendance within Access Zones

The Users attendance within Access Zones displays a list of access zones together with a
number of users logged in (Figure 3.122).

m. Users' attendance in individual Access Zones

Aocezs Sone |lzers count -

Garage
Hall

O ffice &
Office B
Office C

OO O L a

|£

Tatal ininternal zones: 14
Tatal in external zanes:
Tatal unknown status: 87

Cleared or: [Mone]

[ Keep window on top Iritialize l ’ Clear ] ’ Cloze
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Figure 3.122. Number of users logged in access zones

The Initialize button causes initiating a table based on a current RACS event history. The Clear
button empties the table. From the moment, the table is emptied, the system starts counting
number of users in particular access zones from scratch. But when you use the Initialize button
again, the system removes an information about when a database was cleared.

3.5.5. T&A modes

The T&A modes command opens the RACS’ T&A modes directory (Figure 3.123).

L TEA modes A=1[E3

Caode |T&A made |LED MEFsa0e Farameter 1 FParameter 2 | L Add

000 Entry WEJSCIE IM PRI

016 |Ext Wi SCIE ouT PRI
017 | On-duty exit [ODE] OOty EXIT ouT DUTY -

032 MoTha Wewnetrzne BY DuTY
050 Ewit for holiday Euit for holiday adT PRIV

051 |Ewxit to doctor Ewit to doctor ouT PRI

ok

Figure 3.123. T&A modes directory

Using this directory, you can add custom T&A registration modes. However you should note, that
T&A modes with codes from 00—49 range are predefined. They neither can be removed, nor
modified.

Adding a new T&A mode

In order to add a new T&A mode, you should click on the Add button. The T&A mode dialog box
appears (Figure 3.124).
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T&EA mode
Code LCD meszage
ns2 Mew TS mode
M ame
Mew TS mode

FParameter 1 [Direction: entny, edt, intermal ar cuztom]

{(*) Entrance

0 Exit

() Internal doar
b arl,

(") Custom

Farameter 2 [private, on-duty ar custonm]
(®) Private

() On-duty
b arl,

(") Custom

Figure 3.124. Adding a new T&A mode

roger

In this dialog box you should enter a mode’s code and it's hame. You can also add a LCD message
for controllers equipped with LCD display. Then you should define two parameters which decide on
how the T&A mode will be interpreted.

The Parameter 1 describes if the particular T&A mode is an entry, exit, or internal door (so that it
has no influence on T&A registration). You can also select a Custom radio box and define your
own T&A registration mode.

The Parameter 2 describes if the particular T&A event is of private, duty, or custom character
(described by an individual mark).

After you define all the T&A mode properties, you should click OK. A new mode will appear in the
T&A modes directory window (Figure 3.125). You should note, that the user-defined T&A modes
display in black, whereas predefined modes display in red.
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Tﬂ_ THA modes |'-_| |'E| El
Code |T&.-’-‘-. mode |LED Metsage Farameter 1 Farameter 2 | ~ Add
000 | Entry WEJSCIE IM PRI
016 | Exit wirJSCIE ouT FRIY
M7 On-duty exit [ODE) On-Druky EXIT ouT DuUTY -
032 Mo T Wewnetrzne BY DTy
050 Ewxit for holiday Exit for holiday adT PRIV
051 |Exit to doctaor Ewit to doctor ouT PRI
vl [ o]

Figure 3.125. T&A mode with codes 50-52 have been added by user
Deleting a T&A mode

User-defined T&A modes can be deleted. The Delete button in the T&A modes directory window
serves this purpose. If you click on it, the following warning will display (Figure 3.126).

Confirm [g|
If any conkroller or terminal have the selected tyvpe, it will be changed to Internal bype
fre you sure ko delete reqgistration mode definition: s
Mew Ta mode

St

Figure 3.126. Deleting user-defined T&A mode

If you answer “yes” to this question, the user-defined T&A mode will be deleted from system. The
terminals or controllers which previously registered this T&A mode, from this time on will register
the Internal passage mode.

3.5.6. Inputs

The Inputs command opens a directory of input lines types available in RACS (Figure 3.127).
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ol Inputs
I:-:u:le|Fun|:ti|:|n | ~ Add
1] [00): Mone
1 [01]: Door contact
2 [0Z2]: Exit button .
3 [03): Dizarmed mode zwitch (fogale] 3
4 [04]: ALk
4] [O5]: AC lozt
G [OB]: Lo battery
7 [0F]: Door bell
a [08]: Tamper
9 [09]: Intruder
11 |[11] Acceszs dizabled
12 [12] Reszerved [IDOADT detection)
13 13} &rming dizabled
14 |[14] Door lock switch
15 |[15] Intruder-delayed
46 | [46] Random check confirm
47 |[47] Enrtry butt
[47]: Entry button 3 [“__BET___]

Figure 3.126. Input lines directory in the RACS

Using this directory, you can add custom input lines types. However you should note, that input
lines types with codes from 00-100 range are predefined. They neither can be removed, nor
modified. User-defined input lines types can be used when the controller should inform about other
devices’ status (e.g. gas detector).

Adding a new input line type

In order to add a new input line type, you should click on the Add button. The Input types dialog
box displays (Figure 3.128).

m. Input types |Z| |E| [z|

Code

Function

|New ifput tepe 104 |

Ok l ’ Cancel ]

Figure 3.128. Adding a new input line type

In this dialog box you should enter input line type’s code and its name, and then confirm it with OK
button. A new input line type will appear in the Inputs directory (Figure 3.129). You should note,
that the user-defined input line types display in black, whereas predefined modes display in red.

roger



PR Master — Users Manual 119

. Inputs
Code | Function | ~ Add
a0 |[80] Card or FIM mode
| [B1] Card anly mode Delete

82 | [82] PIM only mode

a3 |[83] Card and FIM mode

a4 |[84] Card or FIM mode for term DO
a5 |[85] Card only rode far terma (DO

28 | [BE6] PIM only mode for term (D0

a7 |[87] Card and FIM mode for term D0
a3 |[88] Card or PIM mode for berm D1
33 |[83] Card anly rode for terrn D

90 | [90]: PIM only mode for term. 0

1 [317] Card and PIM mode for termm D1
100 | [100]; Reserved

101 | Mew input tepe 101

102 Mew input type 102
103 | Mew input twpe 103
| k. |

Edit

104 [Mew input type 104
inpLt byp 0

|

Figure 3.129. Input line type with code 101 has been added by user

Deleting Input Line Type

User-defined input line types can be deleted. You can use for this the Delete button in the
controllers inputs’ functions. If you click on it, the following warning will display (Figure 3.130).

Confirm [5_(|

P If any controller input is of selected bype, it will be changed to INPUT ELOCKED
L Are yau sure ko delete conkraller inpuk kype definition: %s
MNew input tvpe 104

Figure 3.130. Deleting user-defined input-line type

If you answer “yes” to this question, the user-defined input line type will be deleted from system.
Controller’s inputs which were previously of this type, from this time will be changed to INPUT
BLOCKED type.

3.5.7. Alarm Events

The Alarm Events command displays a list of events types registered in the RACS (Figure 3.131).
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rﬂ_ Alarm Ewvents ['-_I ['E| fg
Code |Mame Type -~
1 |00} Access granted NORMAL
2 [002): Access denied HORMAL
3 [003]: PREALARK ALARKM
4 [004]): DOOR AR MNORRAL
4] [0D5): FORCED EMTRY ALARM
G [00B]: Cantraller dizarmed HORMAL
7 [007]: Contraller armed MORMAL
a [002]: Contraller restart FHORMAL
9 [00S]: AL input QM MNORKAL
10 [010]: AL input OFF NORKAL
14 [0714]: Manual command MORMAL
16 [MTE]: Unknioven evert ALARK
17 [17]: FIM code under duress ALARR
13 [18]: APE Redqizter reset HORMAL
19 [0719]: T&A Mode changed [toggle] MORMAL 7 [T]

Figure 3.131. Alarm events types in the RACS

In this window there is a list of all the events being registered in the system. This tool allows to
determine events which should be interpreted as alarm. In order to change an event type from
normal to alarm, you should click on the Change type button.

When the system is operating in an online monitoring mode, the alarm event is additionally present
in the ALARMS window. If such an event happens, the Alarms bar starts flashing in red.

3.5.8. Program operators

By default there is ADMIN user in the PR Master. He is allowed to run all the commands in the
system. In large ACS systems, where many people are responsible for the maintenance of the
software, using ADMIN account only may create a security risk. It may happen that one of users
accidentally or intentionally modifies settings entered to the system by different person.

The Operators command lets create accounts of limited access rights to the selected set of
program commands. Selecting this command causes displaying program’s operators directory
(Figure 3.132).
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Operators [g|
Operators:; b air windaow rights:
ADMIM F
¥
b onitoring window rights:
”
s
Add
[  — ] Fieml:.ute b oriitar rlghts:. _ .
[ ] Hide personal infa in Door Manitar window
] ] ’ Cancel

Figure 3.132. List of operators in the RACS

By default there is only one entry in this list — the ADMIN user. He has rights to run all the
commands in the whole system, and nobody can revoke these rights.

In order to add a new operator to the system, you should click on the Add button. Te system
displays New operator dialog box, where you should enter login for the new operator and define
password for him. After completing this operation new operator will appear on the list. At first he
has no rights in the system — all the checkboxes in the Main window rights, Monitoring
window rights and Remote monitor rights are unchecked. In order to grant right for the
specific operator to the specific command, you should select checkbox next to the particular option.
Let's assume that we want a new user to have rights only for adding new users. In this case, we
should select Tools | Quick user update checkbox (Figure 3.133).
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Operators [‘5—(|

Operators:; b air windaow rights:

ADMIM Commands | Update clock[z] ~
OPERATOR

Toolz | Online monitoring
0} Tools | Quick user update

Toals | Access map

Toolz | Users attendance within Accezs Zones
Toals | Ti&d modes

Toolz | Inputs

Toolz | Alarm Events

Toolz | Chanae password

v

Select al ] ’ Unzelect al

b onitoring window rights:

Wiemw | Clear Events WWindow e
Wi | Events Window Columns

Wi | Reverse event arder

Wiew | Alarm Window

Wiew | Clear Alarm Window

Wiem | dlarm Window Columnz

Wiew | Acoustic zignal on alarm event

Wi | M aritaring windaw filker

Yiew | Alerts b

[ Add ] [ Delete ] Select all ” nzelect all

Femote Monitor rights:

Set paszward
[ F ] [ ] Hide personal infa in Door Manitar window

] ] ’ Cancel

Figure 3.133. User OPERATOR has rights to quick user update only

The Select all button present below particular option group cause selecting all the options in a
group. Clicking on the Unselect all button cancels selection for all the options in the group.

The Remove button under operator list deletes system operator. Of course the user ADMIN can
not be deleted.

The Set password button allows for changing password for the selected operator (it is also
possible for the ADMIN user).

3.5.9. Change Password

The Change password command allows for changing password for the user who is currntly
logged in. If you select this command, the Change password dialog box appears (Figure 3.134).
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Change password

e Lagir: ADMIN
-.'.lrtg

X

0ld paszward: |
Mew pazaward:

Canfirrn passwiord:

(] l ’ Cancel

Figure 3.134. User OPERATOR has rights to quick user update only

In the Old password field you should enter a current account’s password. In New password and
Confirm password fields you should enter a new password, and then confirm them by the OK
button.

3.5.10. Lock program

The Lock program button lets lock access to program’s commands. It may be helpful when the
operator is forced to go away from the keyboard for some time. If you use this command, the
program’s window will be minimized. In order to unlock the program, you should enter a password
for the user who is urrently logged in.

3.5.11. Options

The Options command opens the program'’s options window. The window is divided into 5 tabs:

¢

¢
¢
¢
¢

CSV Reports

T&A Reports

XML reports and email
Other

Cards.

Options from each of these groups have been described in the following sections.

3.5.11.1. CSV Reports

The CSV Reports tab can be used for setting options for generating PREvents.csv. file. It has
been shown in Figure 3.135.
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C5Y Reparts | Thty Reportz | #ML reportz and email | Mizc | Cards
Ewvents Repart continuous update when in onling maritoring
Events Repart fle directary
= =
Ewents Fepart file size max [kB] __1aan
[ Events Repart file farmat ]
[] Create daily repartz
Ok ] [ Cancel ] [ Help

Figure 3.135. Options for generating CSV report

All the controls within the tab are active only when the Events Report continuous update

when in online monitoring.

The Events report file directory allows for specifying a directory, where the PREvents.csv file
will be stored. The Events Report file size max.[kB] is used for determining a maximum size for
the file containing CSV report. By default, a maximum size for this file is 1000 kB.

The Events Report file format allows for defining in detail CSV report file content. If you click on
it, the Define Events report file properties dialog box appears (Figure 3.136).
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m. Define Events report file properties PX|
Select columns o report Column zize ,
A —————————————SSSee v 1 T )
& Date 20 ), [zommal () «<TAR>
EFTime 20
EFEvent code 20
EEventname 20 (%) ; [zemicalon] () DEC code I:I
EFlser D 20
EFTaAuserD 20
EFzer name 20 O [eolon) © Other I:I
& Controller/terminal ID 20
& Controllerfterminal name 20
E7ane code 20 [ Create columns
& Zone name 20 &ppend header to each report
& Groun code 20 ™
I All l [ Column zize ] [ Colurmn order ] [ Dratetime format settings... ]
[ Read ] [ Save ] [ Filter ] [ (] ] [ Cancel ] [ Help ]

Figure 3.136. Defining format for the PREvents.csv file

Using this dialog box you can configure in detail the PREvents.csv file content. User can select
columns to appear in the report, determine their width, change column order and specify date and
time format.

PREvents.csv file format settings can be written to a file (the Save button), and imported from it
later (the Read button).

Clicking on the Filter button causes displaying the Filter configuration dialog box. Using it you
can define any events filter. It is possible, for example, to save in PREvents.csv file only Access
denied events for the selected user.

Q\ You can find more information on how filters can be defined in section 3.3.7.1. Defining Filter.

3.5.11.2. T&A Reports

The T&A Reports tab can be used for setting options for generating PREvents.rcp. file. It has
been shown in Figure 3.137.
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CSY Reportz | T4 Reports | ¥ML reportz and email | Mizc

Cardz

[] T4 Report continuows update when in orline maritaring

=

Roger RCF

ak

|| cancel ||

Help

Figure 3.137. Options for generating T&A report

All the controls within the tab are active only when the T&A continuous update when in online

monitoring checkbox is checked.

The T&A Report file directory allows to point the directory, where the PREvents.rcp file will be

saved.

The T&A Report file format field allows selecting one of available T&A reports file formats.

There are the following formats available:
¢ RCP Master

Gratyfikant ,

Agrobex,

Symfonia RCP,

SDF Singapore,

CIS (Singapore),

Sykom

RCP Access.

* & & O o oo o

3.5.11.3. XML reports and email

The XML reports and email tab is used for setting options for generating XML reports.
Additionally it allows for setting up options for sending reports by e-mail. The tab has been shown

in Figure 3.138.
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CSYW Reports | Th& Reports | #ML reports and email | Mizc | Cards

[]Enable #=hL reparts
[] Generate separate <ML files for every event stored to database
Select time and dayz when to create the =ML reports:

12:00:00 - [ Create report now

[#IMon [JTwe [wed [JThu []Fi [J5at  []5un

Select destination folder:

ot | [:]

Ermail:

(1] 4 }[ Cancel ][ Help

Figure 3.138. Options for generating T&A report

The controls in areas Select time and days when to create the XML reports and Select
destination folder are active only when the Enable XML reports checkbox is selected. But the
controls in the Email area are active only when the Send XML report as email attachment
checkbox is selected.

In the Select time and days when to create the XML reports area you should specify
weekdays and times, when XML report should be generated. If you click on the Create report
now button, the report will be created immediately. It will be saved in a directory specified on the
Select destination folder field, in a file, which name consists of the date and the time of
generation.

If you select the Send XML report as email attachment checkbox, you can define an e-mail
account, the e-mail report will be sent to. In order to do this, you should click on the Account
configuration button. This will cause displaying Mail configuration dialog box (Figure 3.139).
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Mail configuration E| Mail configuration ['5__(|
Mail Server | Email settings Mail Server| Email settings |

tail Server [SMTP): | pocztai@aZ. pl |* Ta |administratur@u2.pl |*
Part: * Subject: |F'FH‘-r1a$ter 4 |
Accournt: | jankowalzki |* CLC: | |
Email: | jankowalskizo, pl |* BCC: | |

[ Password [if required); | | B | 3 |

[*]Fiequest Beciept Confirmatior

* - required fields [ Ok ] ’ Cancel ] * - required fields [ ak. ] [ Cancel

Figure 3.139. Mail account configuration for sending XML reports

The Mail configuration dialog box consists of two tabs: Mail Server and Email settings. An
example on how these fields should be filled in has been shown in Figure 3.139. You should
remember about entering a proper e-mail address, the report should be send to (the To: field in
the Email settings tab) as well as on proper setting up the outgoing mail server options.

If the outgoing mail server requires authentication, you should also check the Password (if
required) check box, and to enter access password.

After you configure an e-mail account, you can make use of the Send test email now button. If
all the settings are correct, the program will inform, that an e-mail has been sent properly (Figure
3.140).

Information

i ] Mail ko "administrator@oz. pl* send successtully!

Figure 3.140. Mail configuration successfully completed

If you select Generate separate XML files for every event stored to database, then separate
XML report will be generated in the subdirectory EventXMLFiles of the folder containing XML
reports for every event saved to database. The files have names of the ROGxoooooxx.xml
format, where xxxxxxxx indicates consecutive file’'s numbers. These files have the following
content:

<ROG>
<TIME>2010-07-01 08:42:40</TIME>
<READER>1010</READER>
<CARD>1EQOOEFD0B2</CARD>
<ACCESS>N</ACCESS>

</ROG>

The fields have the following meaning:

¢ <TIME> — time when an event occurred,
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¢ <READER> — reader’s id,

¢ <CARD> — card code or event code (in hex),

¢ <ACCESS> — this field can have values T or N. The T value means, that the controller
has granted access, the N value means the opposite.

These XML files can be used for example for integration RACS system with other systems.

3.5.11.4. Other

The Misc tab (Figure 3.141) allows for configuration of various options having impact on how the
system operates.

C5Y Fleports | Thé Feports | %ML reports and email | Misc | Cards

General options
[ &sllows for PIM codes which differ by +41 on last position
[] Events downloaded from the network: upon operator's request [command] only
Automatizally synchionize clocks on controllers with PC clock
Automatic winter/surmmer time change
Show diaghostics events during monitaring

[] Mumber of users limited to 1000 uzers only [ID=0..939)

[ atabase

[JEncrypt databaze

ok || caneel || Hep

Figure 3.141. Miscellaneous system options

In order to enable particular option, you should select checkbox next to the label containing its
description. Majority of options available in this tab are self-explanatory.

The first option in the list: Allow for PIN codes which differ by +/-1 on last position is worth
special attention. It is related to DURESS signaling. If an user enters a PIN code which is increased
or decreased by one on last position, the controller may read this as entering code under DURESS.
Entering code under duress apart from normal controller reaction (opening the door, switching
between ARMED/DISARMED mode) causes additionally that the event FORCED ENTRY is triggered
and it may cause signaling on controller’s alarm output.

For instance, if an user uses [6789] PIN code, then entering a code [6788][#] or [6780][#] will be
interpreted by the controller as using a PIN code under duress.

That is why, when this option is unchecked, the PR Master will not allow to define PIN codes
differing by one on the last position. In case when using DURESS PIN codes in ACS is not practical,
you should select the Allow for PIN codes which differ by +/-1 on last position checkbox.
After you select this option, the PR Master will allow for defining PIN codes in any form.
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The Events downloaded from the networks upon operator’'s request (command) only
option also needs an explanation. By default, when you enter an online monitoring mode, the PR
Master will read events from system buffers and write them to program’s database. Because of this
monitoring window directly after opening it is empty — do not contain any events. When the
Events downloaded from the networks upon operator’'s request (command) only
checkbox is checked, the system will read events from buffers only after online monitoring window
is open. Thanks to this, events are displayed in the monitoring window and are appended to
database immediately after they happen.

3.5.11.5. Cards

The Cards tab in the Program options window allows to select whether the card code of 40 bits
length or 24 bits length should be used. This tab has been presented in Figure 3.142.

C5Y Reports | Thd Feports || %ML reports and email | Mise | Cards

Card code lenagth
(%) 40 bit [full card rumber)

() 24 bit [reduced card number)

Impartant notel

Az a default the BACS sypztemn uges full 40 bit card code.

The ophion 24 bit is dedicated for access systems intended to operate with 24 bit cards.

The zelection between 24 bit and 40 bit must be made prior any card will be registered in BACS system. Once this
option iz get it should not be changed later.

ok || cancel || Hep

Figure 3.142. Card Code length options

Q\ You should remember that card code length options should be selected in the beginning of the
database creation process. Before any card is registered. Changing option at a later stage may cause
interferences in system’s operation.

3.5.12. Backup configuration

Choosing the Backup configuration command causes displaying a dialog box allowing for
defining a mode and a schedule for creating backups (Figure 3.143).
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Backup configuration E|

Enable Autobackup

Select time and day when to rn the backup:

120000 4 | Runbackupnow |

[¢] Mon [#]Tue [«]wed [«¢]Thu [«]Fi [¥]Sat [+]Sun

Dwvenante backup filez after following number of dan(=):

Ed I[ﬂ ’ Ovenwrite now l

Select data for backup:
Configuration data

Ewentz Hiztary
Femove events from the database after backup:
(%) Remove events older then [..] days: 180 I[ﬂ
() Keep last [...] events: I[ﬂ
Remaowve niow
COutput file bpe:
() Uncomprezzed $ML files
() Compreszed ZIP file [fast compression) ZIP Pazzword:

{(®) Comprezzed ZIP file [nomal comprezzion)]
Select destination folder:

C:MProgram Filez\Aogertdcoess Control Sestem 4.3<mlBack [Z]

ok || caneel || Hep |

Figure 3.143. Options of creating system backups

The majority of controls in this dialog box is active only after you select the Enable Autobackup
option. If this checkbox is not selected, then backups will not be created automatically. In such a
case you can make backup manually. For this purpose you can click on the Run backup now
button.

In the Select time and day when to run the backup you should select weekdays and times,
when backups are to be created. You should remember, that making full backup is time-consuming
operation (especially when the database is large). Because of that, you should select the backup
time in such way, that will interfere with system operation as less as possible. The best if they were
night hours, when there are relatively few events happening in the system.

The Overwrite backup files after following number of day(s) lets define storage period for
backups. After it is expired, the backups will be deleted from disk. This operation will be performed
automatically, together with backup creation operation. Clicking on the Remove now button,
causes removing old backups on request.
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In the area Select data for backup there are two checkboxes: Configuration data and Event
history. Selecting particular checkbox will cause that data of specified type will be included in the
backup. If you cancel selection these data will not be included.

The Remove events from the database after backup let us define criteria for removing events
from database. You can specify number of days which should elapse before events will be removed
from database. You can also define an event history size as constant number of events which can
be stored in database. If number of events exceeds this number, the oldest events will de deleted
from database. Operation of deleting events is performed automatically, at the same time as the
backup is created. Clicking on the Remove now button, causes removing events from database
on request.

The Output file type allows for indicating format of a file, where a backup will be stored. You can
select Uncompressed XML and XML formats with fast and normal ZIP compression. Optionally
you can define password for the ZIP archive.

In the Select destination folder area you should specify directory, where the backup will be
stored. Clicking on the L) putton allows for selecting directory from the list in a tree format.
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CHAPTER 4.
ONLINE MONITORING

Online monitoring is a special mode of PR Master operation, in which events happening in the
RACS are visualized in a real time and displayed in a specialized window. When PR Master operates
in this mode, events happening in the system are immediately appended to the system database
and available for reporting. A monitoring mode can be turned on by selecting Tools/Online
monitoring or clicking on the Online monitoring icon in the Frequently used tasks pane from
the left hand side of the main program’s window. Program’s window in an online monitoring mode
has been shown in Figure 4.1.

#. Online monitoring g@

Wiew Commands Tools. Hide window Help
Metwark status Metwark datetime CPR Status  Alam Tamper CPR OFF Law Batt.  AC Buffer
Network 50 ‘1 0-08-2009 18:36:02 Monday | (]} L @ & =] @
Network B [10-08-2009 18:3553 Monday |
. _ . . EVENTS _ - .
_! - Date Time ___Evenl ) Access polnt."Lo_gat\on UselJSDur_ce Group Hetwork ggn_a ___________________ T_%ﬁ_p]_o_:_lg
il g d FR 4400 ) arl 0 Default
10-08-2009  18:34:50  [062] AFB Register set to ENTRY mode  PRAD2w2.031514/0005.050C ‘Winslow Karl T Metwark S0 Default
10-08-2009  1835:00  [135] CPR - Entiy to APB zone APB Zone: 1 [APE Zone #1 ] Winglow Karl IT Metwark 50
Jl 10-08-2009 183500  [001] Access granted FR4022.03.1514/0005/050C_Deaton Dalal I Metwork 50 Default Entry
10-08-2009 183510  [0B2] APE Register set to ENTRY mode  PR402v2.03.1514/0005/050C Deaton Dalal IT Metwark 50 Default
10-08-2003 183510  [135] CPR - Enty to APB zone APE Zone: 1 [APE Zone #1] Deaton Dalal T Metwork 50
J]_ 10-08-2009 183510 [001] Access granted PR4022.03.1514/0005/050C Arispe Anastatio IT Metwork 50 Default Entry
10-08-2009 183520  [062] APB Register set to ENTRY mode  PR402+w2 03 1514/0005/050C Anizpe Anastatio IT Metwork 50 Default
10-08-2009  1835:20  [135] CPR - Entiy to APB zone APB Zone: 1 [APE Zone 1] Arispe Anastatio IT Metwark 50
J]_ 10-08-2009 183530 [001] Access granted FR402¢2.03.1514/0005/050C_Buckner Thorvald [Mo group] Metwork 50 Default Entry
10-08-2009  18:35:30  [0B2] APE Register eet to ENTRY mode  PR402v2.03.1514/0005/050C Buckner Thorvald Mo group] Metwark 50 Default
10-08-2009 183530 [135] CPR - Enty to APB zone APE Zone: 1 [APE Zone #1] Buckner Thorvald [Mo group] Metwork 50
ALARMS
R Al ool L gt G Heteilc il AT
Monitaring Filter active: no Alert active: no Manitoring started: 10-08-2009 18:34:27 Monday

Figure 4.1. PR Master window in online monitoring mode

In this mode of operation the PR Master uses a separate menu and the PR Master’s main menu is
not available. Below the menu bar there is a list of networks together with graphical feedback on
alerts present in a particular network. Under the list of networks there is an EVENTS area, where
events happening in the system are appended on an ongoing basis. Under the EVENTS area there
is ALARMS area, where messages about alarms happening in the system are displayed.

In the status bar you can find information regarding used filters, status for events signalling as well
as date and time when monitoring began.

4.1. VIEW MENU

The View menu has been shown in Figure 4.2.

roger



134 PR Master — Users Manual

Commands Tools  Hide window He

Clear Events \Window
Events Window Calumns oG
Reverse event arder

v Alarm Window
Clear alarm window 1
Alarm Window Columns »
Arcoustic signal on alarm event

Monitoring window Filker Fz
Alerts F3
Isers last logins F4
Access poink ronitar Fa
Controller skatus Fé
View map F7
Access map

Users' attendance in Acces Zones

Exit

Figure 4.2. The PR Master’s View menu in online monitoring mode

4.1.1. Clear Events Window

This command clears the events window together with events displayed in ALARMS window.
However events are not actually deleted from database but only disappear from monitoring
window. This function can be useful when we want to start observing events from particular
moment and we do not want to be distracted by too many events happening in the monitoring
window.

4.1.2. Events Window Columns

The Events Window Commands command opens menu containing list of column to be selected
(Figure 4.3). Selecting particular column will cause that this column will display in the EVENTS

window.
Events Window Calumns v Date ;
Reverse event order v Time 2
v Event |
v Alarm Window ) . .
) v Access poinkfLocation C
Clear Alarm Window L
i v Lser/Source
Alarm Window Columns »
Acaustic signal on alarm event v Group
g v [ebwork,
Monitoring window Filker Fz W Zone
Alerts F3 v ThA mode
Ilsers last logins F4 v Comment 1
Access paink ronitor Fa Camment 2
Controller skatus Fi Cornment 3
Wiew map F7 Carmment 4

Figure 4.3. Selecting columns to be displayed in the EVENTS window
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4.1.3. Reverse event order

By default, events in the Online monitoring window are displayed from the oldest to the
youngest — i.e. at the beginning of the list the events which happened most recently are displayed.
If you select the Reverse event order option, then at the top of the list events happened most
recently will be displayed.

4.1.4. Alarm Window

The Alarm Window option lets you switch on or off the ALARMS window. If it is selected, the
ALARMS window is displayed.

4.1.5. Clear Alarm Window

This command clears the events displayed in the ALARMS window. However events are not
actually deleted from database but only disappear from monitoring window. This function can be
useful when we want to start observing alarms from particular moment and we do not want to be
distracted by alarms which happened earlier.

4.1.6. Alarm Window Columns

The Alarm Window Columns command opens menu containing list of column to be selected
(Figure 4.4). Selecting particular column will cause that this column will be displayed in the
ALARMS window.

Alarm Window Columns
Acoustic signal on alarm event v Time
v Ewvent
Manitaring windaw filker Fz ) )
v fcress poinkfLocation
Alerts F3
] v Lser/Source
Ilsers last logins F4
. . W Group
Access point monikbar F5
v Metwork,
Controller skatus Fé
vi F7 v ZOMNe
e
i v To mode
Access map

-

Figure 4.4. Selecting columns to be displayed in the ALARMS window

4.1.7. Acoustic signal on alarm event
Selecting this option causes that alarm events will be additionally signaled acoustically. When this

option is disabled, an alarm event will display in windows EVENTS and ALARMS but without
acoustic signal.

4.1.8. Monitoring window filter

Selecting the Monitoring window filter command causes displaying the Monitoring window
filter dialog box (Figure 4.5).
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Monitoring window filter X

b anitaring window filker settings:
[ tanitaring filker active Filtering criteria
Filter rode
Tha Modes
Read ] ’ Save ] ’ Clear ] I k. l ’ Cancel ] ’ Help ]

Figure 4.5. Defining filter in Online monitoring window

This dialog box can be used in the same way as the dialog box for defining events report filter (see
section 3.3.7).

Q\ The filter defined is related to all the events registered from the moment, the monitoring online

mode was turned on. This means that if the Clear Events window was used before defining filter,
then in the list of events the events which were cleared before will also be included. Thus, the
filtering command can be used for restoring the Online monitoring window content. To do that
you need only to select the Monitoring window filter command and click OK in the dialog box
which will appear.

4.1.9. Alerts

Using this option allows for defining filter for the events which are to be signaled acoustically. If
you select this command, the Alert definitions dialog box displays (Figure 4.6).
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Alert Definitions

Alert zettings:

[] &lert active Filterinig criteria

Filtering mode

Alert action [2.0. meszage]

Events

Groups

|lzers

Accezs points

M etworks

£ones

Tid Modes

E}

| Read || Save || Cea | |

Ok,

J=m]

Help

Figure 4.6. Defining filter for the events which are to be signaled acoustically

This dialog box can be used in the same way as the dialog box for defining events report filter (see
section 3.3.7). This window differs from the one described in section 3.3.7 by one additional field:
Alert action (e.g. message). This field allows for defining an additional message which should be

displayed when an alarm happens.

4.1.10. Users last logins

The Users last logins command lets locate a place (a reader) where particular user logged in for
the last time. If you select this command, the Users last login window appears (Figure 4.7).

#. Users last Iogins

I |Uszer name Group Date

» Levire M atin

i_ 101 | Aaron Paige F'rodu_kc:ia 071-09-2009
L 102 | Stein Lesle Praduk.cja 08-09-2009
| 103 Paorter Miles Froduk.cja 0g-09-2009
| 104 Madrid Derrick Frodukzjs |08.09-2009
i_ 'IDElF!ubin Stephen F'rodu_kcia 08-09-2009
L 106 | Devilbizz lune Praduk.cja 08-09-2009
| 107 | Childers Adrienne Froduk.cja 0g-03-2009
| 108 Keller Esther Frodukzjs |08.09-2009
i_ 'IIJS.Herman Poul F'rodu_kcia 08-09-2009
L 114 |Himez Horatia Adminiztracia 08-09-2009
_| 115 Faris Pablo . Adrminiztracia 08-09-2009
S L)

0E:55:10

DRSS 10

(0E:ES:10

DB:55:20
DB:55.20
DF:55.20

| 0E:55:20

06:55:20
06:54:50
0E:54:50

| | 50 | | | o | 2 | | | o [

Access paint

Total ininternal zones: 17
Total in estemal zones: 0
Total with unknown status: 5
Cleared on: [Mone]

Arrange: The Mode: Find name

|Usar ID v| anTeamodes L] | [

B Logged inintemal zones
B Logged in esternal zomes

[ Status unknawn

| iniializz | |

Clear

|

l

Frint

J [

Save

J {

Close

J

Help

Figure 4.7. Places where users logged in recently
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The window contains a list of users marked with different colors depending on their login status.
Under the list there is a summary containing number of users with particular status and an
explanation of colors meaning. The Arrange listbox lets sort the list of users by their ID, name,
group, date/time or the reader. The T&A Mode field allows to select only these controllers which
register the selected T&A mode. The Find name field allows locating in the list the user with given
name. System performs ,active search” i.e as you enter successive letters, the system locates a
user who satisfies a criteria defined.

The Initialize button initializes a list of logins based on the current event history in the RACS. The
Clear button clears the list of last logins.

The Print button lets you print the list of logins on the printer, and the Save button allows for
saving it in .rtf or .csv file formats.

4.1.11. Access Point Monitor

The Access Point Monitor command lets you visualize information about user using its ID on
selected passages. If you select this command, the Access point monitor dialog box displays
(Figure 4.8).
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#. Access point monitor

konitored access points:
T PR3115E+1.11.1215/0001 /06C0_T1
& PRI02A146 2000104 6C0_T1

[ PR311SEY1.11.1215/0001/06C0_T0
™ PR202/148.2/0010A16CD_TO

Acceszs point

! FR302/146.2/00006C0_T1 |
jli\fn::nt Time

![EIEI'I I &ccess aranted | |15:58:EIEI |
L_?g I User name .

108 | |Keller Esther

Group

| Froduk.cja |

Cuztom 1;

I;ustu:um ¥

I;ustu:um i

K.eep window an top

[ Fit bow |
Events related to uszers only

Figure 4.8. Access point monitor

In this window you should select identification points which are to be monitored. In case the users
logs in on one of the selected points, the program will display information regarding the event
accompanied with user’s data (among others his or her photo). In this way you can verify, if
particular ID is used by the proper person. This is especially important in systems having many
users.

If you select the Events related to users only option, then only these events which require
using ID will be monitored in the window.

4.1.12. Controller status

The Controller status command displays a window containing information on controllers working
in RACS (Figure 4.9).
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& Controller status

Controller Dioor mode | ldentification | Teminals D04 Inputs Dioor statuz  |PR Ping CPR-PR Fing | Arming mode
PR3115E41.11.121 50001 /028 e [ Card or PIN / {&ihsent |ON / OFF / OFF /M4 [Dooropen  [0K 3 | &rmed
PR302/146.2/0010/1838 Mormal Card or FIN / [ Present OM /A OFF / OFF / Ma  Door open ul 0k Armed

[ ¥eep window an tap Cloze ] ’ Help

Figure 4.9. Controller status

From this window you can read such information as a door mode, IDO/ID1 terminals status, inputs
status, door status, communication with the controller status and arming mode. Data in table is
refreshed every 5 seconds. The N/A symbol means that data is not available.,

4.1.13. View map

The View map command allows to visually monitor the system using facility plans defined earlier
(see section 3.2.13. Facility plans). After you select this command, the Facility plan manager
window displays (Figure 4.10) which lets user select facility plans to be displayed.

r"". Facility plan manager E

Select plans ta show
[JFloor
[ Ground floar
[ Parking ot

[ Show all “ Show selected ” Cloze

Figure 4.10. Facility plan manager — selecting plans for display

If you select checkboxes next to plans you want to display and then click Show selected button,
the program will show facility plans defined earlier. Your monitoring screen can look as shown in
Figure 4.11.

# Facility plan manager

Electrical/
Phone Room

Trash

Room

) Graphical View-Floor |

Figure 4.11. Visual mode of facility monitoring
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In this mode you can track controller state in a real time as well as send commands to them. In
order to get access to commands menu, you should right-click a controller’s icon (Figure 4.12).

PRIT15Ew1.11.12 1500010886

= s 1
Elee e 91 PR3115EY1.11.1215/0001 /0556 -

Cancel cantraller alarm

Release door
Switch ko OM mode
Switch to OFF mode

Zheck door mode

Set Mormal rmode

Set Unlocked mode

Set [Conitional Unlocked] mode
Set Locked mode

Figure 4.12. Controller's command menu

If you click particular controller icon, then full information about its state will be displayed. Thanks
to this you can find out in detail what is going on with controller represented in the plan by a
minimum icon.
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Figure 4.13. After you click the controller icon, complete information on it will be displayed

After you select facility plans to be displayed, you can close the Facility plan manager window.
You can also freely move windows of specific plans, as well as close them. However you should
note, that PR Master automatically remembers last location and layout of every plan. Thanks to this

the plan will display at the same location, as it was when it was closed.

Closing the PR Master’s monitoring window automatically closes all opened facility plans’ windows.

4.1.14. Access map

This command is an equivalent for the Tools/Access map command available outside the

monitoring mode. It has been described in section 3.5.3.

4.1.15. Users’ attendance in Access Zones

The Users’ attendance in Access Zones is an equivalent for the Tools/Users attendance
within Access zones available outside the monitoring mode. It has been described in 3.5.4.

Users attendance within Access Zones.

4.1.16. Connected Remote Monitors

Remote Monitor program can be a client to PR Master software. It lets you remotely monitor the
RACS. The Connected Remote Monitors command shows you how many Remote Monitor clients

which established connection with PR Master are running.
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4.1.17. Exit

The Exit command causes closing PR Master’s online monitoring mode. Before the system closes
online monitoring mode, it displays a confirmation question asking if you really want to close this
mode of program operation.
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4.2. COMMANDS MENU

The Commands menu of an online monitoring mode has been shown in Figure 4.14.

Hide window

Conkrallerarmmands

System commands

Clear all alarms
Set system clocks

3
3

Figure 4.14. Commands menu

4.2.1. Controllers command submenu

The Controller commands submenu contains a list of commands which can be run against
selected controller. It has been shown in Figure 4.15.

Commands sl

Contraller commands
1 Swstem commands

Clear all alarms
Set syskem clocks

Hide window  Help

Clear alarm g

Release door
Set controller to Disarmed mode
Set controller to Armed mode

Check Doar Made

Set door bo Mormal mode

Set door to Unlocked mode

Set door to Cond, Unlocked rode
Set door to Locked mode

Reset APE Register
Read APE Reqgister an conkroller

Controller output control
Read controller clock
Read OC oukput volkage
Read PSAM-1 module daka

H i

Figure 4.15. Controllers command submenu

Selecting any command from this submenu causes displaying controller selection window (Figure

4.16).
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Select controller to execute a command

4] (X

I etk | Controller
Podzystem & FR3115E1.11.1215/0001 /0536
Padsystern & PR3024146.2/00010/1898
W
£ ¥
Clear alarm ] I Cancel

Figure 4.16. Controller selection window displayed before executing chosen command

You should select controller in the list, and then click the button with command’s name (in case
shown in Figure 4.16 it is the Clear alarm command). In case when you do not select any
controller the command will be executed against first controller in the list.

4.2.2. System submenu

The System submenu contains a list of commands related to the whole system. It has been shown
in Figure 4.17.

(el Tools  Hide window  Help

¢+ Controller commands ¥ | M etwark. date/time
System commands Set all contrallers ko Disarmed mode

Set all conkrallers ko Armed mode

Clear all alarms
Set swstem clocks Set all doors to Mormal mode %

Set all doors to Unlocked mode L
Set all doors to Cond. Unlocked mode
Set all doors to Locked mode

Figure 4.17. The System commands submenu

Selecting any command from this submenu causes executing the command for all the controllers in
the whole system. After an operation is performed, the program displays confirmation that it has
been executed (Figure 4.18).
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Infarmation

i ] Operations "set all doors ko Mormal mode" successful For all controllers,

Figure 4.18. Confirmation on executing command on all the controllers in the system.

4.2.3. Clear all alarms

The Clear all alarms command causes cancellation of all the alarm currently existing in the RACS.
If there is no alarms at the moment, then executing the command will have no effect.

4.2.4. Set system clocks

The Set system clocks command allows for setting all RACS devices’ clocks with accordance to
system clock settings of the computer the PR Master software is installed on. If you select this
command, the system will display a message box with question for confirmation (Figure 4.19).

Confirm E|

b ] Set all clocks in system to PC time:
'-—'.'/ 30-07-2010 05:42:33  Friday 7

Figure 4.19. Setting clocks in the RACS

Answering Yes to the question displayed in this window will cause setting clocks of all the devices
in the RACS according to computer’s system clock.

4.3. TooLs MENU

The Tools menu of an online monitoring mode has been shown in Figure 4.20.

sl Hide window  Help
Quick user update |
Cnline reparks

Ermiail configuration
Authorised access

Figure 4.20. Tools Menu

4.3.1. Quick user update

This command is an equivalent for the Tools/Quick user update command available outside the
monitoring mode. It has been described in 3.5.2. Quick user update.
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4.3.2. Online reports

The Online reports command lets you send on an ongoing basis all the events from the RACS to
defined devices or files. If you select this command, the Online reports setting window appears

(Figure 4.21).

Online reports settings

Fepart destination |

X

Fepart destination:

" HP Lazer)et 8000 Senes PCL

mI R LPT1

| addpinter || addfle || Addpor

Delete zelected

[ ]&ppend "End" mark after each line

Hurber linesz on a page [far printers]

Yalue separator W

’ Ewvents filker zettings

ok

|| cancel || Hep |

Figure 4.21. Online reports settings

The buttons Add printer, Add file and Add port in the Report destination area let you select
printers, files and ports where the reports will be generated. The Delete selected button allows

for deleting particular outputs from the list.

If you select the Append "End" mark after each line checkbox, then every event on the online
report will be ended with an newline character. The Number lines on a page (for printers) lets
you set number of rows on page in the hardcopy generated by the printer.

The Value separator listbox allows to select special symbol which will be used to separate
particular data. It can be comma, semicolon or special character (such as CR or LF).

Clicking on the Events filter settings button causes displaying the Filter configuration dialog
box where you can define a filter for events being printed.

>,

You can find more information on how filters can be defined in section 3.3.7.1. Defining Filter.

4.3.3. Email configuration

Selecting the Email configuration command causes displaying the Events reporting dialog box

(Figure 4.22).
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Events reporting

Ewventsz filter zettings:

[ ] Events filter

Filker mode

E mail:

Filkering criteria

Ewvents

Groups

Idzers

Access pointz
Metwarks
£ones

T4 Mode

Account configuration ]

’ Send test email now

| o

|| cancel ||

Help

Figure 4.22. Setting up events reports sent by e-mail

In this window you can specify events which will be sent by e-mail to the address selected. In the
Events filter settings area you can select events, which will appear in the report. Before you
send report, you should first define a filter (select Events filter check box and define filter
condition). You can find more information on how to define limited accounts in section 3.3.7.1.
More information on how to configure an e-mail account and a report addressee can be found in

section 3.5.11.3.

4.3.4. Authorised access

The Authorised access command allows for granting access to a person by the RACS operator in
situation when the system would normally refuse to grant access. It may be useful for granting
exceptional access to user trying to enter the facility beyond the period he has rights to enter or in
reply to using bell. Executing this command will cause displaying Authorised access dialog box

(Figure 4.23).
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. Authorised access

b onitored access points:

>4 PR 115E+1.11.1215/0001 /0858
[T PR302/146.2/0010/1895_T1

[T PR3115E%1.11.1215/0001 A0886_T0
[T PR302/146.2/0010/1898_T0

11

X

Shaw window when access denied
Show window whet door bell
Fit phata in window

beszzage dizaply time [seconds):

Figure 4.23. Setting up an authorised access

In the Monitored access points list you can select controllers, the access on request command
should be applied to. Checking the Show window when access denied checkbox will cause that
the window Authorised access will show up in situation when the system would normally refuse
to grant access. On the other hand, when you select the Show window when door bell
checkbox, the window Authorised access will show up in response to an event of pressing the
bell button. If you select the Fit photo in window check box, then the photo of user requesting
authorised access will show up in the Authorised access window. The Message display time
(seconds) spin box defines time (in seconds) for which the Authorised access window shows

up.

If the option Authorised access has been

configured, then in case the system refuses access to

the user, it displays at the same time the Authorised access dialog box (Figure 4.24).
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Authorised access

Controller:

[F‘H JMSE1.11.1215/0001 /0B8B_T1

Event:

I[EIEIE]: Access denied

Izer:

I K.eller Ezther

|
1|:|:E: | '

Tirne:
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I Produk.cja |

Releaze door ] ’

Ed

Figure 4.24. Authorised access command

In this window you can find information about the controller, the event as well as information on
user requesting an access. In square brackets on the Close button the number of seconds
remaining until closing the window is displayed. If during this time an operator clicks on the
Release door button, then the controller will grant to the user an access on request.

4.2. HIDE WINDOW

There is a Hide window command in the main menu of an online monitoring mode. Clicking on it
causes minimizing the monitoring window. To reopen the window you should click on the PR Master

icon on the Windows task bar.
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