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Introduction to PR Master 4.2 1

1 Introduction to PR Master 4.2

PR Naster

VERSION

PR Master 4.2 is a software to supervise access control system based on control panels CPR-32
and PR controllers delivered by Roger Company.

The application is adapted to work in operating systems: Microsoft Windows 98, Windows NT,
Windows 2000 and Windows XP.

e The software package can also function in Windows 95, however update of this system is
necessary. Detailed description of update procedure is available on www.roger.pl site.

e The most stable work of RACS software can be achieved on Microsoft Windows XP and 2000
operation systems.

Main features of PR Master 4.2:

operate with access control system database,
configurable database backup files,

configuration export/import to/from external XML file,
automatic or interactive system events reading,
events registry review and reports generation,
events export to text files and payroll software,

user time and attendance in defined system areas,
interactive commands to controllers,

real-time online events display,

events monitoring on local and remote computers,
event notifications to email accounts,

online events reports to TXT files,

operator selectable filtering of events,

event notifications to email accounts,

visualization of system work on graphic background (object map).

© 2006 ... Roger Sp. J.
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Glossary

Here are main concepts and definitions applied in following instruction. Many of the words or terms
in this guide have more common definitions than used in industry. In this document, we've used
them specifically in the context of access control system. For this reason, the following glossary of
terms defines these terms as used in this guide.
The most important concepts related to RACS:
¢ RACS - Roger Access Control System is a network access control system based on PRxx1,
PRxx2 series controllers, PRT identification terminals (readers) and optional CPR control
panel.
e AC - Access Control
e T&A - Time and Attendance
¢ Control panel (CPR) - element of RACS system, function as external events buffer,
synchronize real time clocks of all controllers, manage access rights on controllers PRxx1
series. Control panel presence in RACS is optional and results from functional expectations.

e Controller - device which controls users movements within precincts of one passage
(one-way or two-way). In case two-way passage, two access-points are required.

¢ Terminal - remote device (reader) which main purpose is to read identifier and send data to
controller for further converting. Identifier can be e.g. proximity card, PIN code, fingerprint.

¢ Proximity transponder - electronic chip with unique code included, which reading is carried
out with no-contact method. Transponders are offered as: ISO card, PVC card,

e Access Point - passage (entry/exit) where access is controlled by a controller.

¢ User - person registered in the access system database.

e System operator - person allowed to operate and supervise RACS system.

¢ Events history - pack of events registered during system work.

¢ Events buffer - battery sustained electronic memory where events are stored

¢ Monitoring Mode - working mode of PR Master, which consist in events visualization in a real

mode. When PR Master remains in a Monitoring mode, occurred events are immediately
appended to system database and are available to export and report generating.

© 2006 ... Roger Sp. J.
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3 Using Help

To better understand this document and make using PR Master easier, we applied many types of
callouts, notes and symbols. Every element of this help is used to different purposes.

Types of callouts used in Help:

prograrm function explain options, functions of the program windows and its contents

Description to Callout with wellow background and blue barders is applied to

description to Blue text with shaddow decribes zoom or selected
selected areg 20ions ofwindows

Hes
Areawith blue outline is used to zoom or mark impaortant part of
windows

Click an the
buttan Describes interactive links
QN _— LUnderthe light bulb symbaol are hints, tips and warnings
otice: .

about operating program

See also: Here are additional links associated with topics. It appears

Lirk inside the text too.

Text from paragraph Blue text identifies a key words ofthe topic.

© 2006 ... Roger Sp. J.
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Installation, first start and registration

Software package is delivered on ROGER CD-ROM and available to download on www site
www.roger.pl. To install RACS software from CD-ROM click on start.exe

PR Master package consist from programs:

e PR Master
e Language Selector
¢ Remote Monitor

Program is installed in English language version. To change language you should:

e Choose from menu Start -> Programs -> Roger ACS 4.2 - > Select language.
¢ Select language from menu and click OK.

Roger Software language selector

Select language for BACS Software

| <Select Language:- j

First start of PR Master

In case RACS package is installed on Windows XP with Service Pack 2 you should configure
Windows Firewall properly. When you run PR Master for the fist time following window will appear:

&3 Windows Security Alert

"E To help protect your computer. Windows Frewall has blocked

some feahures of this program_

Do you want to keep blocking this program?

(_::_ Name: Configuration application for access control
| Publisher: ROGER Sp.l., 82-416 Gosciszewo 59, Poland, http ./ Awwnw rog

Keep Blocking ] [ Unblock ] [ Ask Me Later

Windows Firewall has blocked this program from accepting connections from the
Intemet or a networc. I you recognize the program or trust the publisher, you can
unblock it. When should | unblock a program?

During the PR Master start, program trying to open ports to listen and communicate with Remote
Monitor applications. If RACS will work with Remote Monitor you should click on Unblock, if not:
click on Keep Blocking.

© 2006 ... Roger Sp. J.
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Operator Login

Operator login
1 Application PR b aster
Eﬂﬁ"‘ Enter wour name and password
Dperator name; ADMIN
Pazaword: |

By default ADMIN operator without password is defined, click OK to log in.

“il Database Verify and Repair M=

C:AProgram FilezhRogertdccess Control System 4. 250ATANOutput Functions. DB

Database Verify and Repair

Before every startup PR Master verify and repair database of RACS. Program automatically
regenerate table file when detect error in database. It's available to repair database indexes from
menu: Start -> Programs -> Roger ACS 4.2 -> Repair database indexes. Remember to close
PR Master before you start Repair database procedure.

DEMO

When PR Master is started for the first time you have possibility to load DEMO configuration. It
enables you to learn available features of the PR Master 4.2.

In DEMO configuration you have one Network with many types of controllers and event register.
Demo.zip file is located in main folder of the program, to open it click from main menu: File ->
Import.

REGISTRATION

To register program, copy licence file "PRIlicence.ini" into directory ..\Program Files\Roger\Access
Control System 4.2.

Company Roger Sp. J. provides licence file after receive filled order form licence - file "Order.txt",
which is in the main directory of the program and on site www.roger.pl

@Note:

The software is fully functional even it is unregistered version, however program without licence
file is restricted to eight controllers.

© 2006 ... Roger Sp. J.
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4.1

4.2

Autologin

Autologin function enables to log in to PR Master automatically. To utilize this feature you should
make some changes in Config.ini file which is located in the main directory of the PR Master.

e open Config.ini file e.g. in Notepad
e find section:
[Autologin]
LOGIN=ADMIN
PASSWORD=

¢ enter your LOGIN and PASSWORD

During PR Master start, autologin section is verified. Next program trying to login with defined
LOGIN and PASSWORD keys. If login procedure failed, the following communicate will appear:

e o

Error

@ Fault Qperator Mame or fault password during automatic login

In order to fix a problem verify LOGIMN and PASSWORD in Autologin section of Config.ini file.
In order to disable automatic login the LOGIM key should be empty (LOGIN=)

You can return to default method of login procedure by remove of LOGIN and PASSWORD keys
from Config.ini file.

Run MONITORING mode automatically

PR Master can be automatically started in Monitoring mode in case [Autologin] section is filled with
LOGIN and PASSWORD. To enable this function follow these steps:

o create shortcut to PR Master application

right-click on PR Master shortcut and select Properties

click on Shortcut tab

In Target file you should add after existing path: [SPACE]: /AUTOLOGIN /MONITOR
click Apply and OK.

Installation on MS Windows Server 2003

When PR Master is installed on MS Windows Server 2003 it's necessary to define PATH to RACS
database.
To carry out this operation make the following steps:

open BDE Administrator located in Control Panel

click Object -> New,

choose STANDARD in Database Driver Name,

type name: RACS_4_2_0in case you have RACS4.2.X.X installed,

enter PATH to RACS database (DATA catalog located in the main directory of the program)
click on blue arrow from top panel to apply changes

close BDE Administrator.

© 2006 ... Roger Sp. J.
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@Note:

In special cases, modification of PATH is not possible. Access is blocked when RACS icon is
highlighted on green. In this situation you should right-click on
RACS icon and select Close from menu.

4.3 System requirements and installation tips

System requirements:

Operating System: Windows XP, Windows® 2000 (recommended) or Windows NT, 98, 95
processor: Pentium® Il, 500 MHz or better

128 MB RAM (256 MB or more recommended)

100 MB of free disk space (250 MB or more required)

Installation tips

1. It's recommended to install PR Master using user account with administrator rights.
2. By default RACS software package is installed to Program Files directory, however you can
choose another catalog. Click Change to install to different folder and Next to continue.

i Roger Access Control System 4.1.0.51 - InstallShield Wizard

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder.

G Install Roger Access Control System 4. 1.0.51 to:
C:\Program Files\Roger\Access Control System 4, 1Y

Click to install
to a different folder

< Back ][ Mext = ] [ Cancel

3. PR Master trying to open TCP ports for Remote Monitor applications during program starts. In
case TCP port with default number: 64181 is occupied the Remote Monitor will not able to connect
with PR Master. Following warning will appear:

© 2006 ... Roger Sp. J.
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Warning

"j The port 8080 (TCP) on this machine is occupied.
L

The Remote Monitor will not able to connect to PR. Master.,

In order to fix this problem close application which use this TCP port or change IP port number in Config.ini file (Section TCP, Key PORT).
Note: In order to detect which ports are occupied you can use command METSTAT -A which is aviable in command line.

To solve this problem open Config.ini which is located in the main directory of PR Master and
change PORT=64181 to different PORT. You can easily check which of the ports are already
occupied in your system using netstat -a command in CMD line.

4. If value of DPI resolution in your operating system exceeds 96, some problems with displaying
windows may occur. Recommended resolution is Normal size (96 dpi).

System database of RACS

All PR access system settings and events saved during ON-LINE operations PR Master retain in
system database. The events are appended to system database every time the Read events
buffer(s) or Monitoring function is invoked. It's available to export and import system
configuration, events or both to disk file with (*.xml) or (*.zip) extension. PR Master allows user to
automatically backup (backup configuration) selected data (events, configuration) which can be
used in case the database is crashed.

PR Master external files:

¢ Config file with extension *.xml
o Events file with extension *.xml
e Backup file with extension *.zip (configuration + events)

To create new system configuration file, choose File -> New, from main menu.

[ am o

Confirm
9

H_..(/ Save existing configuration and{or) event history before removing data?

[ Yes l [ Mo ] [ Cancel

PR Master application enables user to work with:

e Local system database - locally on PC computer
¢ Network system database - shared in local network,

Local system database is located in the main directory of PR Master. Network system database is
shared by computers connected to local network.

© 2006 ... Roger Sp. J.
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5.1 Local system database

Local system database is used in simple installations on the one PC. It's the best solution, when
you don't have to control and configure system from many computers.

5.2 Network system database

Networked database can be used only in case Access Control System is connected trough UT-4
communication interface. Thanks to networked database it's available to configure and control
system from many PC's with PR Master installed.

Feature is very useful, especially when many users on different PC's want to use RACS.
Remember that PR Master is not typical network application. Only one PR Master application can
use database resources in the same time, therefore trying to run program on other PC will
generate following communicate and close.

[ am o

Error

@ The another PR Master program use access control database:

WIN2000 (192.168.0.33)

There is only one PR Master application which can open the same access control database
Close another PR. Master application and try again.

To configure RACS system to work with networked system database you should carry out the
following steps:

e Copy Data catalog which is in x:\Program Files\Roger\Access Control System 4.2, where
x is your system disc,

Paste the catalog to a place in local network where it will be shared for other computers
Share Data catalog in local network (Sharing and security)

Set permissions to change and read for all or selected network users

Open Data/NET catalog and delete files: PDOXUSRS.NET, PARADOX.LCK,
PDOXUSRS.LCK

o Run BDE Administrator from Control Panel, following window will appear:

© 2006 ... Roger Sp. J.
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@ BDE Administrator C:\Program Files\Common Files\Borland Shared\BDEMDAPI32.CFG

. (=%
Object Edit View oOptid Clicktoapply
changes =

All Database Aliages

Definition of RACS_4_0_2

D atabaszes l Egnﬁgu[atignl D efinition l

= b E® Databases Type STAMDARD
+ P‘Sé RACS_4. 0 2 DEFALLT DRIVER PaRADIO
EMHABLE BCD FalLSE
FaTH YWMotebookhD ata

Enter path to Data
catalog in local netwaork,

Databaze Location.

e Select RACS_4_x_x (depending on your RACS version) from list on left. Enter path to Data

catalog in PATH field, and next apply changes by click on blue arrow in widow top menu
¢ Close BDE Administrator.

@Note:

This configuration should be carried out on each computer with PR Master.

If problem with BDE Administrator will occur follow this steps:

e Run BDE Administrator from Control Panel
e Select INIT icon

e check if LOCAL SHARE entry is FALSE, if TRUE than change it to FALSE

© 2006 ... Roger Sp. J.
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£ BDE Administrator C:\Program Files\Common Files\Borland Shared\BDEWIDAPI32...| - | O[3
Object Edit View Options Help
& K o o
Drivers and System Definition of IMIT
Databazes Configuration Definition |
-3 Configuration AUTO ODEC FALSE
DaTa REPOSITORY
DEFAULT DRIVER PaRADOx
L&MGDRIVER AT 5
LOCAL SHARE &
Lo MERORY USAGE LIMIT 22 If TRIUE yau
Mi=<BUFSIZE 2048 hawe ta change
-] Mé-<FILEHANDLES 43 entry to FALSE
Time MEMSIZE 18
Humber MINBUFSIZE 128
MTS POOLING FALSE
SHAREDMEMLOCATION
SHAREDMEMSIZE 2048
SOLORYMODE
SvSFLAGS 0
YERSION 4.0
0iterns in INIT. A

© 2006 ... Roger Sp. J.
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6 Using program

6.1 Main window

Main window of the PR Master 4.2 consist of: main menu, operator toolbar (on left side), list of
access points, licence and operator information. Operator toolbar gives you the best way to access
main system functions.

QNote:

Usually a "hint" is displayed when you move the cursor close icon, field or button.

4l PR Master 4.2 [ADMIN] -#— Name of current operator E]@
File Edit Reports Commands Tools Help
Add and edit access a ) Controllers
groups — Access pointg Zone
Groups Dema PR301 MNew zone (4]
User list- edit properies Demo PRA0Z - terminal 1 Mew zone [1]
of systermn users, add new L ﬁ Demo PR302 Mew zane (2]
USErsS Users Dema PRI0ZLCD Mew zone (1]
- Demo PR40Z - terminal 1 MHew zone [4]
Diefine and edit Time % Dernn PR30 - terminal O MHew zane [4]
Schedules _S o Demao PRADZ - termiinal O MHew zone [1]
CNEUEs | Nemo PRI0ZLCD - terminal O Mew zone [4]
Add/Remove Access ﬂ s Dema PRADZ - terminal O Mew zane [3]
Zones — =
Zohes
Add/FRemove networks, %@
':Dntr?”;rt?éidlt = After registration the window
Rrop Ltk displays licence informatian,
| Start system Manitoring I— —_._’3.1 IUTEEE:EEE IS0
Ionitaring = :
Licence for: Roger Spatka Jawna
Gogciszewa 5Y9; roger@roger.pl
baximum number of controllers: 32
B S Rogerspj. Installer infarmation such as: [
i roger 82.-41 B Gogcizzewn 53 company, address,
tel: 055 272 132 telanh 1
fax: 055 272 0133 Fepnone [we
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6.2 Main menu

Main menu contain tools and options of the program.

Groups
sers
- Frint repors about
Cperations on the Metworks
system database Controlers | T Current system
_ setffings
Events

-~ Attendance

Manitaring
Installer THA modes
_ Read eventsbuffer(s) Inputs
oo | Cexemsbufid)
Users pdate system Program operators
Groups Update system later Change password
Schedules
Lock program
Zones Update dock(s)
Metworks Options
Attendance Backup configuration
Card Box
APE Zones
ARM Zones
F7 Fingerprint Readers
T —

© 2006 ... Roger Sp. J.
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6.2.1
6.2.1.1

6.2.1.2

Edit
Installer

There is one user in PR system, who doesn't have ID number and is not authorised for door
opening and other system features. He is called INSTALLER. Installer is only able to enter
manually installer programming mode of the controller.

Programming INSTALLER user in PR system is not obligatory.

QNote:

It is recommended to program RACS controllers from PR Master only. Making any changes in
contents of controller memory in installer or user programming mode causes incompatibility
with system database.

e T

Installer
M ame; Ann Pierce P
Card code: 1004309561728 Hb
PIM Code: 1974

Comment: Click, here to
Maontgormerny Street 123/45 read card code
Maontana

tel 345 324123

(] l [ Cancel

Arm/Disarm schedule

Access Controller has two working operating modes: Armed and Disarmed mode. The actual
controller's operating mode is indicated on the dual color LED STATUS, which lights in red for
Armed or green for Disarmed. Generally the Armed and Disarmed modes are dedicated for
integration of the controller with the alarm system which protects the same room or area which is
supervised by the access controller, nevertheless they can be used for any other control purpose
which requires an On/Off control method. The integration with the alarm system (or another device
or system) requires one output line to be configured to function no. 0 (Disarmed Mode) and one
input line configured to input no. 13 function (Ready Status). The controller output line (function no.
0) indicates current operating mode of the controller, whereas the input line (function no. 13)
verifies if the controlled system (or device) is ready to be armed (or set ON).

Note: When the installer doesn't define any controller's input to the function no. 13, the controller
assumes that the alarm system is always ready for arming and switches to armed mode
unconditionally.

Note: Upon powering on, the reader automatically returns to the Armed/Disarmed state it was in
before powered off. Also, the reader returns to its original Armed/Disarmed state after exiting the
programming mode. After Memory Reset the reader always enters the Armed mode.

© 2006 ... Roger Sp. J.
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Switching ARM/DISARM mode can be realised on the following methods:

automatically, according to defined Arm/Disarm schedule
locally with MASTER, SWITCHER or SWITCHER Limited identifiers
locally with input line or [F1 - F2] key which is configured to one of following function:

1. [No.3: Arm/Disarm Steady Switch]

2. [No.61: Arm/Disarm Momentary Switch]
3. [No.78: Set Disarmed Mode]

4. [No.79: Set Armed Mode]

locally trough the keypad command:

1. [No.11: Set Disarmed Mode]
2. [No.12: Set Armed Mode]
3. [No.13: Toggle Armed/Disarmed Mode]

remotely with interactive command from PC (Commands to controller)

QNote:

In case when Arm/Disarm mode control is realised trough: input line which is configured to
function [No 3, 78, 79] or keypad command, then all other methods are automatically disabled

Controller Arm/Disarm modes can be switched automatically by defined time schedule. To enable
it check [Enable Arm/Disarm Schedule] in Options tab in Controller properties. Auto-arming
can be delayed trough the Default Auto-arming Delay when alarm system not ready option and
additionally using manual triggering - Postponed Auto-arming Delay.

See also:
Controller properties - options
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6.2.1.3

-

-,

Production Zone
b | Office Zane

Laboratory Zone

Security Zone

Select schedule for zone: Office Zone
In
Always
o [
6 . Far Praduction Z
Arm/Disarm Schedule ™ ":f HEAN 20N
| Far Office £ohe
Comment 1: _ For Laboratory Zone
| Moy harmonogram [E]
Comment 2 | For Security Zone
| CARD+CARD identification mode
|Zu:une Scheduld | M| Conditional entrance =
— “
Default M enver —

Far Production Zone
Conditional entrance

Set"Always"

schedule to all zones I Set Always

]

Set "Mewver"
schedule to all

Set Mever

]

3 ﬁ

> Cancel

Holidays

Holidays - special days which are defined in one year period. This feature enables to assign time

schedule from:

¢ selected day of week (Monday...Sunday)
¢ or defined H1 to H4 time schedule

to specified day in year.

To set up time period for H1 - H4:
¢ open Schedules -> General purpose schedules

e click on selected H tab

o click on Add to enter new time period

example: define "Easter" holiday that will be on 12 of April and system will use H1 time schedule

settings in this day.
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7 Holidays mEX]

I amne Date Type | L Add

Mew r'ear 1 Januany Sunday

Eazter Day 10 April H1 =
Chriztmasz Day 25 December Sunday

v ak.

To define holidays:

o click Add button, following window will appear:

Holiday

M ame

Easter Day

Dray M anth
|1u [v] |.-“-‘-.|:uril [v]

Type Selecttime
|H1 schedula

Comment 1

Comment 2

k. l ’ Cancel

o type Name of holiday
¢ select Day and Month from menu
¢ select Type - time schedule (day of week or H1-H4)

@Note:

Older types of controllers (PRxx1) don't operate holidays.

6.2.1.4 Attendance

Attendance areas are defined to generate T&A reports. Time marks of user ENTRY and EXIT
included in T&A report are essential elements on which Total Time is counted. In special cases
User Attendance report can be used to calculate effective user (employee) time attendance, e.g: in
Production Area or Office Area. In difference of T&A reports, User Attendance reports do not
include T&A modes.
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Attendance Areas Definition

Attendance Areas:

>

|.-“-‘-.rea name |I:|:|mment
L Office Area
Production Area

| Laboratory Area

Click to add new
11| Atendance Area (2]

Delete

E nitry/E st paintz:
Entry point[z] to Area: E sit point[z] from Area:

|ID |Name |ID |Name
p| 1001 PR30Z LCDA132.1.0001/545 TO p| 1 PR30ZLCDA321/0001/545 T1
1003 PR302A132.1/00034763_T0 = 3 PRA02A32.1/0003/763_T1

>
>

Click to add ENTRY
points (readers)

vl Click to add EXIT vl
(#] (< |yl points (readers) B

Delete

Femove selected point
from Aftendance Area

To add new Attendance Area:

e Click on Add and type name of area

e click OK to confirm
e Click Add to define Entry point(s), where ENTRY events will be registered:
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Add Access Point(s)

Select:

PR402/132.1/0002/154_T1
PR302/128.4/0004/404_T1
PR302/132.0/0005/029_T1
¥| PR30Z LCDA1 3210000 /545 _TO
FR402132.1/0002/154 TO
YIIPRE0E 32 10005762 T
PR3024128.4/0004/404_T0
FPR302432.0/0005/023_T0

Add zelected ] ’ Cancel

select Entry points from the list and click Add selected

Click Add to define Exit point(s), where EXIT events will be registered
select Exit points from the list and click Add selected

Click Close

6.2.1.5 Card Box

Card Box is a tool which enables to manage RACS identifiers. The main advantage of this feature
is that identifiers are registered in system using method "one by one". It's the best solution when lot
of new identification cards have to be registered.

To add new identifiers to the Card Box:

e click Edit -> Card Box from the main menu
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7il Card Box Mi=[=
Show:
Mot azzigned to uzers [free :
%.ﬁ.ssignedg bo users [u:u:u:[upie]d] g Shl.jw D;;uplelj
identifiers L

42 bit card code | 26 bit card |:|:u:|e| B+16 G card code| Hser [D | User Marme A
_| 0004322215634 0010471182 153.50358

0004322219952 0010475440 | 15955216
: 0004323685606 0011944144 18216592
_|0004323692412 0011347300 182,20348
| 0021454656747 0003820267 143,55403

0021434657152 0009820672 | 149 55308 List of entered
: 0021484657805 0009221325 14956461 identifiers
| 0021484658003 0003321523 149,56659
| 0021454663544 0003827064 143,62200

0021434669196 0009832716 | 12002316
| 0021484672000 0009835520 150,05120
: 0021484672811 0009836331 150,055
| 0021454675238 0003838758 150,08358

Femaowve card which is v

< notyet assigned to user 2
| > AddCard. ||  Delete Card 0K |

¢ click Add Card button, the following window will appear:

-

Read card code

Select contraller or reader on which you want to read a card code;

Contraller or reader name Metwork | 1D | A
PR302 LCD Reader 1D kdain Metwork [Building 1] 1
PR40Z Reader ID1 kd ain Metwork, [Building 1] 2
PR30Z2 1] Reader 1D kd ain Metwork; [Building 1] 3
PR302 [2] Reader 1D b ain Metwork, [Building 1] 4
PR302 3] Reader 101 b airy Metwork, [Building 1] 3]
PR302 LCD /322400074441 _T1 bain Metwork [Building 1) 11
PR311_Reader 101 b ain Metwork, [Building 11 14
PR201 Reader ID1 kain Metwark, [Building 11 16
PR301 Reader 101 bdain Metwork [Bulding 1) | 17
FR401 Reader 101 b air Hetwork [Building 17| 19 -

click Read

select controller/reader on which you want to read card code

approach identifiers successively "one by one" making short breaks
once entering identifiers is finished click Cancel.

In situation when identifier is already added to Card Box, the following error will occur:
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f = ]

Error

@ Card code (0021484657805) already exists, Operation aborted.

After the registration of new identifiers is finished, user obtains list of free identifiers.
PR Master enables to display:

e Free identifiers - not assigned to users
¢ Occupied identifiers - already assigned to users, additionally show Name and i ID of user

@Note:

Registered card can't be removed in case it's assigned to a system user.

6.2.1.6 F7 Fingerprint Readers

This option allows to manage and configure Fingerprint Readers which are connected to Access
Control System. F7 reader can be connected to UT-2 communication interface or directly to LAN
network. If Fingerprint Reader is connected to the local network you have to enter F7's IP

address.
W F7 Fingerprint Readers . g@
IF Address,
Clescription or name |EEIh-1h-1. Address PORT F\] ’ Add ]
Office 02 COM 3 Device Mum: 1 —_
Laboratory LS J&EP”P IF: 192 168.0.69 PORT: 4370 ’ Delete ]
Communication : : N
Edit it
standard It prope |Ef ﬂH— Edit ]
[
send configuration
to selected reader Configure ]
| ’ Canfigure all ]
Diagnoztic «
Commands *
w
cam X

To add new F7 Fingerprint Reader:
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e choose Edit -> F7 Fingerprint Readers from the main menu
¢ click Add button, the following window will appear:

-

F7 Configuration

Fieader description or name:
Laboratory L5

Communication port;
TCRAP

Comm pazsword
123456

Select
communication part
to which FY reader

o

is connected [

tl 1392168, 0. 69

IF Address of
Fingerprint Reader

Part;
4370

| o

|| cancel

o type Name of reader
¢ select Communication port (COM or TCP/IP)
e if TCP/IP is selected you have to enter reader's IP Address and Port (default port: 4370, in

most cases you don't have to change it)
¢ if COM port is selected you have to enter reader's ID address
e enter Comm password (by default 123456)
e click OK

QNote:

Comm password secures access to F7 reader's settings. If you change reader's default
password you have to enter it in F7 configuration window.

Description of Diagnostic options:

e Firmware version - display version of reader's firmware
e Device MAC - display physical address of device
¢ Number of users in a reader

-~

Information

-

\]}) Mumber of users: 999

e Number of fingerprint templates in a reader
¢ Read date and time

Description of Commands:

Set date and time - set current date and time, synchronization with PC clock
Restart - restart selected reader

Delete all users - removes users from memory
Update firmware - firmware upgrade
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6.2.1.7 APB Zones

Anti-passback Zones (APBE Zones)
APE Zones:
| Mame | Deszcription I etwark:, [A]
_ Public Area outside the access installation 1
» APE ZONE 1 Netwark 50 H
_|APBZONE 2 Metwark 50
_|APB Z0OME 3 Metwark 50 [v]
Qm B
’ Add l ’ E dit l ’ Delete l [ Add Pazzage ] ’ R emove Pazzage ]

Accesz points:

Enty points to zelected APE Zone: Exit pointz from zelected APE Zaone;

||D |Name L |ID |Name L
. 1002 BO 4 2 B
:‘ 1001 A0 L :‘ 1 A1 L

(]
[{]||||| [}] [{]||||| [}]

ok
To define APB Zones:
¢ click Add button to define new APB zone, the following window will appear:
New Fone
M arme: M ebwiark:
ABP ZONE 1 Metwork 50 [v]
Comment;

(] l [ Cancel

type Name of APB zone

select Network

click OK to confirm

once all zones are defined, you have to add Passage. Click Add Passage, the following
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window will appear:

Add Passage
Select contraller: |
CONTROLLER & melect zone to
which passage
Exit from APE Zane; Entry to APE Zone: leads
APB Z0OME 1 Public
Clickto add | E;E“%DNE :
MEWHAs3a0Ee APB ZOME 3
Add APE ZOME 4

e select available controller from list

¢ select Entry to APB zone (zone to which passage leads)
e click Add

QNote:

To operate APB zones CPR control panel is required.

6.2.1.8 ARM Zones

ARM Zone is a defined group of controllers in which all devices can be simultaneously turned to
ARMED or DISARMED mode. It means that switching controller to ARMED mode causes arming
of all controllers which belong to the same ARM zone and similarly switching controller to
DISARMED mode causes disarming of rest of controllers assigned to the ARM zone. ARM Zones
hierarchy enables to arrange zones in appropriate order. For example some of the ARM Zones
may be positioned lower, in this case they are armed simultaneously to superior zone. Turning to
ARMED mode of higher positioned ARM Zone causes arming of all ARM sub-zones with lower
level. Disarming of ARM Zone must be carried out individually for each zone.

QNote:

This feature requires CPR host controller.
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ARM 7ones
ARM Zones:
| I ame Dezcription I etk A
_.ﬁ.HM ZOME 1 M etwork, S50
_.-'lFEh-'l ZOME 2 M etwark, S0
_.ﬁ.HM ZOME 3 Metwark, S0
FY 1 I M etwark, S0 [t
.L. Add new SR e 1
£ ARM Zone £d
Add Delete
Readers: Top-level zone g zones hierarchy:
Cantrollers in selected ARM Zone: {superior] drag & drop to change Sl:.u?-z.unje |_
Interar
Iis |Mame ] ARM ZONE 1
3 2 CONTROLLER B =[] ARM ZONE 4
5 COMTROLLER E ] ARM ZONE 3
|5] 4RM Z0OME 2
e

Add Controller
to selected

ARM Zone £d

Click on the key symbaol,

drag up/down and drop to

change hierarchy

Delete

To define ARM Zones:

e select Edit -> ARM Zones from the main menu
e click Add button to define new ARM Zone

-

Mew Zone
I arne; I etwork:;
ARk Z0OME 1 Metwark, 50 |
Comment;
|
k. l [ Cancel

type Name of ARM Zone
select Network from menu
click OK to confirm

next click Add to assign Controllers to selected ARM Zone

After the all required ARM Zones are defined, you can proceed to change zones hierarchy. Each of
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6.2.2

6.2.3
6.2.3.1

new added ARM Zones is represented as yellow icon with key (watch the screenshot). Zones are

arranged in one line which means that they are equal.

| you want to change hierarchy, e.g. one of ARM Zone have to be defined as a sub-zone relatively
to another, you have to click on the key-icon and use drag & drop method.

Commands

Commands from this menu concern entire RACS system (all networks).

QNote:

Read event buffer(s) - read events from all networks

Clear event buffer(s) - clear events in all networks

Update system - send configuration settings to all devices in system
Update system later - send configuration settings to all devices in system at defined time
Update clock(s) - set clocks in system according to PC system clock.

Option Update system later is useful especially in large systems, where sending configuration
during users movement might cause problems, and difficulties in activity of object.

-

Update system settings later

=~

Update

Tirne:
2:00:00 P —

Cancel

o}
e

Tools

Quick user update

Quick user update feature enables to edit user settings and send changes to all system
immediately. In difference of standard configuration sending the option sends settings of only one

user, therefore data transfer is much faster.
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ﬂ Users: 13 g@

i | I} | |Jzer Hame | Type | Tt (D | Graup name | fad Add
0 MASTER ROGER | [MASTER] 123 Mo group]
1 SMITH BEN [SWITCHER] Full (1..49) 1410 | Laborator Group
33 BERRENJACK.  |[SWITCHER]Full [1.49] 47825 Secuity Group
50 EVERSTONE TOM | [SWITCHER] Limited (50.95] | 1665 | Security Group
BE NOWAKJOHN  |[SWITCHER] Limited (50.99) 52117 | Office Group _
100 FIERCE ANN INOIRMAL] 1974 DOffice Group
111 ADAMSKY MARK  [NORMAL] 4108 Office Group
222 BLACKEORN JERRY [NORMAL] 1295 Production Shift 1
333 EAGLEN AMANDA  [NORMAL] BIG4E7  Laborstory Group
444 HAMETBETTY  [NORMAL] 39160 Produstion Shift 1
BES MARCH DAISY  [NORMAL] 98351 Production Shift 1
@ | 656 FINGERIREME  |[NORMAL] 34589 |Secuity Group
7 777 PETERSEM ANDREE [NORMAL] 337 Laborator Group
868 STAMDNESS ADAM [NORMAL] 4965 Production Shitt 2

o
o

Anange by (@)D number ) Type () First name () Last name () Group

6.2.3.2 T&A modes

Time & Attendance mode is an element which attach T&A mark (Entrance, Exit, On-duty exit) to
the "Access granted" event. Each Access granted event which occur on controller has assigned a
T&A Mark (T&A status) which specifies what kind of entry/exit has been registered. The actual
type of registration for T&A purposes is determined by controller's T&A Mode. Each T&A Mode
has its individual ID number from 0 to 255, numbers between 0 and 50 are reserved for predefined
T&A Modes which can not be modified or changed.

Predefined T&A modes:

Entry

Exit

On-duty exit (ODE)

No T&A (Ignored for T&A)

When controller stay in No T&A (Ignored for T&A) mode it means that events which will occur
during this mode will not play any rule in T&A reports or calculations.

The customer defined modes can be useful when new types of entry/exit are requested for
detailed statistics of users attendance. It's available to define 204 T&A modes (codes from 50 -
254). In RACS system each access point (controller/terminal) may have its own Default T&A
Mode. You can apply created T&A mode to Default T&A option in Controller properties (
Controllers -> Properties -> Terminal ID0, ID1 ). The T&A Mode of access terminal can not be
dynamically changed during system activity except situation when option Terminals ID=0 and ID=1
have the same T&A Mode is set.

To add new T&A mode:

click Add (and set all parameters)

enter Code and Name

type LCD message (controllers with LCD only)

set Direction (select Custom to place your own Mark)
set P/D
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See also:

T&A Report
Switching T&A mode

Fredefined types (red [

7 color) - edition is not [ |
ﬂ st available k E]@
Code |T&-’-\ mode 7[ 1LI:D Mezzage 1F'arameter 1 |Parameter 2 | A

a Entrance Entrance IM PRIV —
16 |Exit 1 E it auT PRI
17 | Oneduty exit [ODE] TA mode Message displaved
32 |Mo Thd [lgnored for Thd) Lo LED mmssagn on PR302 LCD
100 |Lunch break L] beenbeek ————_ controllers (masx 11
101 Exit to a doctor "L"'“‘I . characters)
Parameter | [Divechon eriry, el intermal o cusiom
) Enbiance: A/
ol
1 rkemal dooe
Mk
) Custom
F |
(21 Privates
Otedsy
) Cuglism Lawacal

6.2.3.2.1 Switching T&A Mode

The T&A Mode of controller can be dynamically changed in following methods:

set T&A Mode from keypad

set T&A Mode using [F1 - F4] Key

set T&A Mode from input

set T&A Mode automatically according to T&A Mode schedule

set T&A Mode using [*][#] command on controller's keypad (PR302LCD)

Setting T&A Mode from keypad

Installer may enable/disable dynamic setting of T&A Mode from controller's keypad. The manual
change of T&A Mode can be set for a limited period (momentary change) or for unlimited time
(stable change). When using “momentary change” method the newly selected T&A Mode will be
valid for nearest Access granted event only, when “stable method” is used all Access granted
events which will occur during selected T&A Mode will have the same (new) T&A mark.

INPUTS:
Setting T&A Mode from input

Installer may define one or more input line to be used for setting required T&A Mode of controller.
The input line can be used to set specified T&A Mode or to switch controller between different T&A
modes. The input line which dynamically change T&A Mode is very useful especially when an
external button(s) is required to select specified T&A Mode.
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6.2.3.3

Stable T&A Mode setting input

When this type of input line is triggered controller move to next predefined T&A Mode and remain
in this mode until next command comes and change it again.

Momentary T&A Mode setting input

When this type of input line is triggered controller move to next predefined T&A Mode and remain
in this mode until next Card/PIN is entered, after this controller returns to previous T&A Mode.
When no Car/PIN is entered during 8 seconds period controller will restore previous T&A Mode
automatically.

Predefined T&A Mode setting input

When this type of input line is triggered controller move to dedicated T&A Mode and remain in that
mode until next command comes and change it again. Each input line can be used for setting
individual T&A Mode. For example IN1 can be used to set “Exit”, IN2 can be used to set “Entry”
and IN3 to set “On Duty Exit”.

T&A Mode controlled by schedule

The T&A Mode Schedule enables automatic change of controller T&A Mode according to defined
time schedule details. The T&A Mode Schedule specifies what T&A Mode will be set on controller
in particular moments of day, week or holydays.

Types of Inputs

This feature allows user to add specific types of Inputs to the list. Predefined types of inputs (red
font) are not editable. User may define new Input type to receive information about status of the
other device equipment which is connected to controller (for example smoke detector)

QNote:

New defined type of input has default settings:
e activated - ALARM event
e return - NORMAL event

New input function can be assigned to one of four Input lines of controller (Inputs). Activity of all
input lines can be controlled in order to defined General purpose schedule.
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H Inputs

-,

=%

Code | Funtion

51
56
57
G0
E1
B2
B3

1m

100 Smoke detector

komentary Tid mode zetting input

Select: predefined T4 made - stable bwpe zelection

Selects predefined T2

APE Reset [nput

OrAOFF mode reve
Clears all outputs oy
Setz all outputs on

kdetal detector

-l L

.

B

\

4l Input types

B=%

See also:

Inputs
Outputs

Code
100

Function
Smaoke detectar

Ok

l ’ Cancel

General purpose schedules

6.2.3.4 Types of events

This window contains list of all events which are registered by the system. Option enables user to
specify NORMAL/ALARM events. To change type of event from NORMAL to ALARM or inversely
click on Change type button.

“4 Event types g@
Code |Name Type | -~
1 Access granted HNORMAL =
2 Accesz denied ALARM oh y f t
3 Prealarm NORMAL ange type of Sven
4 Door ajar ALARRM NORMAL/ALARM
a Forced entry ALARRM
G Contraller zet ta [OM] mode HORRMAL
7 Contraller zet ta [OFF] mode HORRMAL
a Restart of the controller HORMAL
q AU Input OM ALARM
10 AU Input OFF MNORRAL

] ] 4

Alarm states of controller:

e Prealarm - occur after three consecutive attempts of entering an unknown identifier repeated
in a period shorter than 1 minute.

e Door ajar - occur after door remains opened longer than period of time defined by "Time for

door closing"

Controller properties - Access.

e Forced entry - the state occur in consequence of forced opening door
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6.2.3.5

Every alarm signalisation on access controller automatically disappears after 3 minutes. Alarm can
be cleared earlier (before 3 minutes) by a valid identifier or interactive command.

System alarm can be cleared from PR Master in following ways:

Networks -> Commands -> Clear all alarms in network

Networks -> Controllers -> Commands -> Clear alarm on controller (selected controller
only)

Monitoring -> Commands (available: clear all or selected alarm)

QNote:

1. Alarm event in monitoring mode is indicated additionally in "Alarm" window ("Alarm" belt
blinks).

2. When two or more alarms occur on controller in the same time, alarm with the highest
priority will be signalised only. However, every alarm is registered and indicated in monitoring
window.

Program operators

This feature allows ADMIN operator to define new program operators and also enable or disable
access to menu items of PR Master. It ensures that all actions performed on the PC can be
attributed to a particular operator. Every account can be secured by password (max. 16
characters) which will be required when operator log in or application is locked. It's possible to
change password in Tools - > Change password.

To

define new program operator:

Select from main menu: Tools -> Program operators

Click on Add

Enable/disable access to menu items by checking boxes

Click on Monitoring

Enable/disable access to Monitoring menu items by checking boxes
Click OK

Click on Apply to save changes

QNote:

1. Password is case sensitive, watch on Caps Lock button
2. Password is not displayed nor printed, the system displays the password as asterisks.
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-

Program operators’ access rights

Select PR Mazter operator: Enable or dizable access to menu items:

] ? &E EH':I'H Enable/Disahle options ] Select Al
[ &Repo for selected operatar
[T tRepofETerones Clear Al
& tReports | #Networks
[T &Reports | &Contrallers
g&HEDDrtSI&Events Enakle/Disable |
&Reports | BAttendancy rmanitaring ontions onitaring
[T &Commands | 4Fead & d o
W [ &Commandsz | &Clear event buffers) =
" [T &Commands | &Update system now
ra r >-' || &Commands | Ukpdate system later
= / & tCommands | Upkdate clock
&F 1T ools | &Monitaring
Add operatar I &Taols | &Quick ser Updatd — ch anges
EE&T oole | ETERA modes

[

GUARD

II )

Click to apply

Delete operataor Cancel

Remate Monitor zettings:

% et Password [(]Da not show the user data in Door Manitar window QK

i
il

operator

et password for selected r

@Note:

By default ADMIN operator has no password.

See also:
Access rights to monitoring window

Lock program
Change password

6.2.3.6 Change password

Change password of current operator. You should first enter Old password, next type New
password and Confirm.

@Note:

Watch on state of Caps Lock button, having Caps Lock on may cause you to enter your
password incorrectly.

A

Change password

0ld pazsward: R

xxxxxxxxxx)1

Mew pazsword:

Erter new

Confirm paszword: password
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6.2.3.7 Lock program

Option allows to Lock program until password of current logged operator is entered. This protect
from undesirable actions of others operators. When program is locked, the following window
appears.

Operator login

) Application "FPR Master
Enter your name and pazswaord

Dperator name;

Pazzwiord:

To unlock program user must enter password of currently logged operator.

See also:
Change password

6.2.3.8 Options
6.2.3.8.1 Reports CSV

In case Online Events Report file update option is enabled events are continuously appended to
CSV file in Monitoring mode. Every events buffer(s) read procedure causes actualisation of this
file. User can select report contents in Events Report filr format and specify maximal size of CSV
file. Create daily reports option enables to generate files with one-day events.

See also:
CSV Reports
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L 1

Options

C5Y Reports | Tia Reports | <ML reports and email | Misc | Cards

Online Eventz Report file update

Eventz Report file directory

[:%RogersFoger Soft\Projectz\RACSYPRM azter  Bin B eleaze\E ventzh, ﬂ
| Define Events Repont
Eventz Report fi file properties _'IDD&
el If evvents file size
’ Ewent: Report file format exceeds defined size,

backup file is created (0
= no hackups)

[] Create daily reports

2k ] ’ Cancel

6.2.3.8.2 T&A Reports

When Online T&A file update option is enabled program continuously appends events to (*.rcp)
file in Monitoring mode. PR Master enables to select appropriate file format, in order to used T&A
software. Every events buffer(s) read procedure causes actualisation of this file.

See also:
T&A report
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-

Options
C5Y Reports | ThA Reparts | bl reports and email | Mize | Cards

Onlire TEA Report file update

Ted Report file directony

CARACSHData\Feportsh =1
Choose payrall
T4 Report file farmat software to data expont

RCPAccess _\,_ "

-
(aratyfik.ant
Aagrobex
Symfonia RCP
SOF [Singapore]
CI5 [Singapore]

] 4 l ’ Cancel

6.2.3.8.3 XML reports and e-mail

PR Master enables user to generate XML reports according to defined time schedule. XML Report

contains all events registered after the last report generation.
Files with date and time included in file name are saved into selected folder. It's available to

generate file report immediately using Run report now function.
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-

Options

C5Y Reports | Thé Reports | #ML reports and email | Mise | Cards

5

Select destination folder:

Generate report
Enable =ML reports manually

elect time and day(z] to save the =ML report; 3
120000 1§ Run report now |

[“]Mor [ Tue [#]wed [JThu [#]Fi  []Sat []S5un

by documentsheml reparksh, D
Send ML report as e-mail attachrment C“':.k‘ to t'.ESt
E-mal e-mail settings
LY
[ Accaunt configuration ] ’ Send test email now ]
’ 2k ] ’ Cancel

Reports can be send by internet as e-mail attachment. To activate this function select Send XML
report as e-mail attachment and configure e-mail account properly.

Follow these steps:

First enter data in the Mail Server (SMTP) tab.

-,

Mail Configuration

Mail Server | E -mail zettings
Mail Server (SMTPY | smtp.poczta.onet. pl *
Part: 25 ®
Account: mark, *
E -mail: mark&poczta.onet.pl *
Pazsword [if required): R

* - required helds k. | ’ Cancel

Click on the E-mail settings tab.
Fill in gaps of recipients (To:, CC:, BCC:) and set up Priority of message . Once the Return

Reciept box is

checked a notice from receipt will be required.
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L o

Mail Configuration

Mail Server | E-mail zettings
To johniginteria. pl x

Subject: | PRMaster 4

CC: rnax{@ol. pl
BLCLC:
Pricirity: Mormal v

[*]iFequest Feciept Confirnatior

* - required helds k. ] ’ Cancel

If e-mail account is configured properly, report is send to the selected recipients. Action follows
XML file saving to a disc.

6.2.3.8.4 Misc

Miscellaneous program options allows to:

e Disable DURESS codes

If the user enters his/her PIN code, which differs from its original form by “one” (plus or minus),
controller interprets it as a duress code entry.

When duress entry is recognized the DURESS event is generated and FORCED ENTRY
alarm signalisation might occur on output line.

Example:

The original code is [4569], entering [4568][#] or [4560][#] is treated as a duress entry.

e Events downloaded from networks only upon operator's request (command)

Once the option is enabled events are not automatically downloaded from buffer(s), events
stored in controller must be downloaded manually by operator.
e Disable APB Hierarchy

See also:
Controller properties - DURESS
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6.2.3.8.5 Cards

6.2.3.9

-

Options

C5Y Reports | Tha FBeports | <bL reports and email | Mize | Cards

Card Code Length
(%) 42 bit [full card nurmber]

) 26 bit [reduced card number]

Important notel

Az a default the RACS system uses full 42 bit card code.

The option 26 bit iz dedicated for access sustems intended to operate with 26 bit cards.
The zelection between 26 bit and 42 bit muzt be made prior any card will be registered in
RACS system. Once ophion iz zet it should not be changed later.

2k ] ’ Cancel

Backup configuration

Function of PR Master allows user to configure Autobackup. Generally it secures user from data
lost or database crashing. The feature creates backups at defined time: day and hour, or now [

Run backup now].
To enable Autobackup feature:

check Enable Autobackup option

enter time and choose days to run the backup

select method of removing old events from database

select data for backup (Configuration data, Events History)
Select output file type and eventually enter password for ZIP file
Select destination folder

PR Master enables to remove old events in two following ways:

¢ Remove events older than specified number of days
o Keep last defined number of events)
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[ am !

Backup configuration

Check to activate
Enable Autobackup hackup

Select the time and day to run the backup:

£00:00 PM (2] | Funbackupnow |

[#|Mon [#]Tue [#]wed [#] Thu [#]Fi [#]Sat [#]Sun

Owenante backup fles after following number of day(z]:

3| I[ﬂ ’ Cvenanite now ]
Select data for backup: Crerarite files which
Configuration data are older than 31
Ewents Histary days
Remove events from the database after backup:
) Remave events alder then [...] daps: I[E}
10000 [%]

(%) Keep last [...] events: /’Z

Only the newest l

Remove now

10000 events

Dutput file bype: will be stored ’ﬁamwe old events
) Uncompressed XML files manually .
() Compressed ZIP file (fast compression] ZIP Pazsward:

() Compressed ZIP file (nommal compression) password

Select destination falder:

C:%Program Filez\Rogertbcocess Control Syatem 4. 2%<ml%B ack [:]

ok || Concel |

7 Groups

o

Groups

In RACS users may belong to 250 access groups. Being member of access group determines
user access rights in object. All users who belong to the same group have equal access rights to
floors and zones. In special cases one group may include only one user. Group members gain
access to a particular zones according to time schedules which are defined in a one-week period.
Groups have also access rights to 16 floors, which are not controlled by any time schedule.

Every new registered system user belongs to none of defined system groups, he has full access
(to all zones and floors) without any time restrictions and belong to group called [No group]. Every
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user may be assigned to different group.
System users loose access rights only in case:

¢ input line configured to function No.711 Access disabled is activated

e door mode is set to locked mode
¢ controller is in ARMED mode and option Access disabled when controller ARMED is

enabled

QNote:

PR Master has one predefined access group called [No group], which has full access.
For older types of controllers (PRxx1) only 31 access groups can be defined.

See also:
Add access groups
Group properties

7.1 Add access groups

New group can be created in two following methods:

i)

Groups
e Click on =" from operator tools in the main window or select from menu Edit ->

Groups
¢ Click Add button

rﬂ Groups g@ﬁ

[Froup name Floor Level Access [requires =-8 module] | A
Production Shift 1 0123489 ... ..

Production Shift 2 01._34_._._83__ ...
Labaratary Growp ... _Aes a0 -

Dffice Group e e e 12131415
Security Group 0. . .5 ... 20112131415

3

Ok

Group properties
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7.2  Group properties

In Group properties you must define access rights to all system zones and eventually to 16 floors.
To assign time schedule to access zone:

select access zone
click Edit button
select time schedule
click OK.

Define which of floors will be available for group by checking boxes in Elevator Level Access
settings. You have to enable option Enable XM-8 elevator control module(s) in Controller

properties window in Options tab.

QNote:

1. PR Master enables to operate with 16 floors (from 0 to 15). To use this feature XM-8
Input/Output expander connected to

controller is required.
2. Access rights to floors are not changeable (not restricted by time schedules).

Choose time
schedule far

et Alwyays! L
| schedule forall & All Always Set "MNewver"
M zones schedule far all

FIu:u:ur 0 s
Floor 1
Flaar 2
Floor 3
Flaor 4
Floor &
Floor 6
Flaar
Floor 8
Flaor 9
Floor 10

Floaor 11
Flnnr 17

Users ingroup

STANDMESS ADAM
GREEMHOUSE ROGER

Check
available floors
for group

;'I_I_ITITI_I_I_ITI?I_I?I?I

Time schedules: Always (access always granted) and Never (access never granted) are
predefined in program. To select other time schedules you must define it in Time schedules. Click
on All Always and All Never buttons to change schedules for all zones.
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[ am o

Select schedule for zone: Laboratory Zone

Schedule | A

Far Praduction zone

Far Office zaone
For Laboratom zone

[l

| Faor Securnty zone
Double mode identification

Conditionally entrance

Users

7

szers

In Roger Access Control System can be registered up to 4000 users. Every user has his
identification number (ID) and may be one of four predefined types of users. Access controllers
identify users by their individual identifiers. In the Roger Access Control System identifier is a
transponder (Proximity card ) or PIN code. It's also available to set double identification mode
(Card+PIN), which obligate users to use both method for identification. Sequence is no matter.
Every identifier in system can be registered on unlimited time or time period limited to 12 months
(from Start date to Expiry date) Edit users. In addition it's possible to set Card usage limit.
Defining card usage limits is carried out for each of controllers registered in system. When user
activity time expired or card usage limits exceed, controller automatically removes the identifier
from the list of valid identifiers. There is no possibility of further using the identifier.
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Type of user- it determines user
functions in system. Warious types
are distinguished in different
colours

W - user activity in system
- useractive
@ yzerno active

AcCcEss group - access contol
according to defined schedules

W D | Uzer Mame | _7 ] T (D ] Group name

v | 0|MASTER ROGER | [MASTER] 1234 Mo arew ]

v 1/5MITH BEN [S\w/ITCHER] Full [1.49) 1410 TEAID - user
w 33|BERREM JACK [Sw/ITCHER] Full [1..49) 47825 avidence number.
v 50|EVERSTOME TOM | [SWITCHER] Limited [50.99] | 1655 %Tmej Efer ITI

v 55 NOWEKJOHN | [SWITCHER]Limited (50.33) 52117 et
~" | 100 PIERCE AN [MOFMAL] 1974 e

ET 111 ADAMSKY MARK  [NORMAL] 4108 Dffice Group 3
@ 222 | BLACKBORN JERRY|[MORMAL) 1295 Praduction Shift 1
+ | %33|EAGLEMN AMANDA | [NORMAL] 535467 Laboratory Group

| 448 HAMET BETTY  [NORMAL] 39150 Production Skift 1

~ | 555 MARCH DAISY [NORMAL] 35T Frod Export/lmportuser

@ | GFR|FINGER IRENE | [NORMAL] 34583 Gen|  listinto cswfile Import

~" | 777 PETERSEMN ANDREE [NORMAL] 37 Laboratory Group -

| 533 STANDNESS ADAM [NORMAL] Find user by Firstar [] Zhow deleted

P~ : Last name (2]
ID nurmber - unigue

A”‘—MT_&JM ) First name O Last name ) Group l ’ K

Add - add new user (program allows registering up to 4000 users)

Delete - remove selected user from list

Edit - change user settings

Delete all - remove all users from list

Change type - change user type: MASTER, SWITCHER Full, SWITCHER Limited, NORMAL)
Change ID - change user ID number

Export - export users list to external csv file

Import - import users list from external csv file

QNote:

It's available to append users to existing user list trough the Import option.
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8.1 Add users

To add new system user choose Add from Users window

rU‘fﬂer type

Select new tpe for uzer:

Type
) MASTER

() SwITCHER Full [D=1..49]
() SwITCHER Lirited [1D=50..99]
(&) NORMAL

] ] I Cancel

Select one of four types of users:

¢ MASTER - permission to door opening, switching to ON/OFF mode and enter manual
programming mode (Identification number 0).

e SWITCHER Full - authorization for door opening, switching to ON/OFF mode (Identification
number from 1 to 49).

e SWITCHER Limited - not allowed to door opening, permission to switching door mode only
(Identification number from 50 to 99).

e NORMAL - permission to door opening only. This type of users has (Identification number from
100 to 3999).

Once the type of user is selected, click OK. User properties window will appear (User properties).

QNote:

User with ID=1000 - 3999 (NORMAL) may be additionally defined as a Local SWITCHER on
particular controller or controllers.

See also:
Advanced
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8.2

User Properties

User properties window includes all information concerning system user.

User properties
i It not checked - user not active
User valid (e.g. leave or dismissal)
Type: HDRMAL ID: 100 Fit to area
First Mame: EMH
Last Mame: FIERCE Ta&A D number identifies user
Gioup: Bez giupy in T&A and payroll programs
T4 1D 1974 . FIMN codes must differ from
PIN: each other about 2 on the
’ last position because of
Card Code: ODURESS codes
42bitcard code: 0004309561728

Click, to read — Phata [110x144] +
26 bit card code: 0014594432 e ke , »Fead Card...

Insen photo
frorn file

USE C
8+16 bit card code: | 222 45440 ‘%‘aﬁ,

Uzer Activity Period

from Card Box

Shart D ate: 2005-04-0 i Carmera
Expiry Date: 2005-04-06 T
After this date user will
loose access rights )
4 Open calendar to define
e 2 A uservalidity date
Comment 3:

Flace for comments such
as: function, adress.
telephone number etc.

Comment 4:

QK ] [ Cancel

Select card take photo using
connected USE

To configure system user:

Enable option User valid
Fill gaps: First Name, Last Name

Enter PIN code and confirm
Assign Card Code to the user using one of methods described below

Optionally:
o Load user Photo from a file or make photo directly using USB camera
e Check User Activity Period and define Start date, Expiry date using calendar
e Place comments

Program enables two methods of assigning card to the system user:

Enrol system user into defined earlier access group by selecting position from Group menu

o Automatically read card code on selected reader. Click on Read Card button, select name
of controller and next approach Card to the reader. Once the card is properly read, program
returns to the User properties window, card code should be displayed in the gaps.

e From Card Box. Click on Card Box and select appropriate card. Card Box includes
collection of cards entered earlier. It gives you availability to Add, Remove or Review cards
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8.3

8.4

already occupied by users.

@Note:

1. If user identifier(card) is registered for first time, it's necessary to read card code on reader.
2. Often there are numbers printed on cards provided from other companies, however, there

aren't identification RACS codes.

3. Type of users SWITCHER Full and Limited can not be a local SWITCHER.

Read card code

Read card code

Select contraller on which pou want boread a card code;

Contraller name

|Met] 1D | [~

~TABORATO

OFFICE - exit
HIY
STOREHOUSE

1]

W oLd | =

1]
1]
1]

Click and approach Card
to selected controller

W

Cancel

Before you start card code reading, first select controller on which you want to read a card code.
Next click on Read button and approach transponder to the selected controller.

Delete users

To remove user from the list use one of methods listed below:

open User list

select user and click Delete

click Yes to confirm

return user card to Card Box, click Yes or No

-

Confirm

:%_) Would you like to return his/her card to Card Box?

| 7ak || e

]
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¢ close User list and send configuration to the system (main menu: Commands -> Update
system )

Second method:

open Quick User Update

select user and click Delete

click Yes to confirm

return user card to Card Box, click Yes or No
click OK to confirm system configuration update

QNote:

Removed user still remains in system database. It's possible to browse events in which he/she
has participated.

To view removed users:

e choose Edit from main menu then select Users
¢ check option Show deleted users.

To permanently remove users from database check Show deleted users, click Remove deleted
and OK to confirm.

L o

Confirm

?/ Definitely remove all "deleted” users?
-

| ok || anuy

9 Time schedules

i)

Schedules

Time schedule is a set of defined time periods (From...To...) for every day of week (Monday to
Sunday) and also for Holidays (H1, H2, H3, H4). Feature allows to perform specified actions by
RACS in one-week period.

There are five types of Time Schedules:

APB reset schedules

Door mode schedules
Identification Mode Schedules
General purpose schedule
T&A mode schedules

To define new Time Schedule:
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9.1

¢ click on Schedules icon from operator tools or select Edit -> Schedules from the main menu
o click one of five available tabs
o click Add button

4l General purpose schedules

APB Reset Schedules
Door Mode Schedules Identification Mode Schedules
General purpose schedules T Mode Schedules
Mo |[Mame A
1 Always
2| Mewer
3 Far Production zone ¥
4 For Office zone Addd new
5 For Laboratory zone Schedule
B |For Securnty zone
7 Double mode identification
3 Conditionally entrance
z

General purpose schedules

General purpose schedule may be dedicated to one or more functions of controller. For example,

the same time schedule can be applied to control group access for defined zones, [#] Key options,
input line and Conditional mode of controller simultaneously. PRxx2 type of controllers operate up
to 99 this type of schedules. General purpose schedules haven't one specified purpose.

Schedule

Mame: Double mode identification

Comment 1:

Comment 2:

Monday ]Tuesday ]‘w'ednesday ] Thursday ] Friday ] Saturday ] Sunday ] H1 ] H2 ] H3 ] H4 ]

: : — Copy settings from
Stark tirmne: | End time: | ) anather day
[0E:00 0830 El
Add
Edit
Import settings from v

another time schedule

Clear all l‘Alm\port ] oK | [ cancel |

| Add new time period
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9.2

By default there are two types of schedules: Always and Never. To define new time schedule
follow these steps:

enter Name of time schedule

choose day (Monday - Sunday) by clicking available tab
click Add

specify Start time and End time

click OK to confirm.

General purpose schedules can be applied to control:

group access to zones

activity of input and output lines
activity of [F1] - [F4] keys
activity of Keypad Commands
Arm/Disarm mode

[#] key option

activity of High Security option
activity of Facility Code option
activity of [Card+Card] option
activity of SWITCHER Users
APB Hard/APB Soft option
activity of Conditional Access option

Paste from - copy time period definitions from other days

Clear all - reset all defined time periods in schedule

Import - import period definitions from existing time schedule. It's available to import settings only
from time schedules of the same type. Importing time periods from another schedule will clear
existing settings.

QNote:

Importing time periods from another schedule will clear existing ones.

L o

Confirm

Importing time periods From another schedule
- will clear existing ones
; Continue importing?

| o7ak || e

APB reset schedules

APB reset schedules are used to reset Anti-Passback registry. After the APB reset each of users
in APB registry has undefined status (it's impossible to check, where the user was logged lastly, on
entrance or exit). User with "clear" status is allowed to use identifier on entrance and exit as well.
Once the first access is granted the controller starts to exact APB rules.

Defining this schedule is carrying out just like in case General purpose schedule except that time
of ABP reset is set.
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£41 APB reset schedule (1)

I arme:; Hew schedule [1]

Comment 1:

Comment 2:

Monday lTuesday Wednesday ]Thursda}l ]Flida_v ]Saturda_l,l ]Sunday ]H1

|H2  |H3 | H4

Resget time:

I

01:00
0300

Reset APB register

Fiezet APE reqgizter at:
03:00

| |

Cahcel ]

| (et o ]|

[ Clear all

See also:
Paste from, Clear all, Import

Door mode schedules

Door mode schedule allows to switch controller automatically between door modes. Door Mode
determines how the controller will energize and de-energize door lock. Door lock can be set to few

listed below modes of operation:

9.3

e Normal - Door lock is activated after controller decide to grant access.

e Unlocked - Door lock is continuously energized, door can be opened by any unauthorized
person.

¢ Conditional Unlocked - Initially door lock is not energized, but when first authorized person
come and use its identifier lock became energized and remain in this state until new door
mode is set.

o Locked - Activation of door lock is permanently forbidden, no matter if some user has
authorization for access or not, every attempt to open the lock will be rejected.

71l Door Schedule (3)
Mame: For Office zone
Comment 1:
Comment 2;

Monday lTuesday ]Wednesda}l ] Thursday ] Friday ] Saturday ] Sunday ] H1 ] H2 ] H3 ] H4 ]

Start tirne: | End time: |D00rm0de | “
0700 000 [Cond. Unlocked]
0800 1500 [Unlocked]
15:00 24:00 [Locked]

Clear all l ’ Import (] l [ Cancel l
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To define door mode schedule:

o enter Name of time schedule
¢ choose day (Monday - Sunday) by clicking available tab

e click Add
Period definition
Start time: End time:
0g:0o0 15:00
| Chooge Door Mode

b ode: "
[Unlocked] [

| k. | [ Cancel l

o specify Start time and End time
o select Door mode from menu: [Unlocked], [Locked], [Cond.Unlocked]
e click OK to confirm

Q Note:
In time between defined periods the controller automatically returns into [Normal] Door mode.

See also:
Paste from, Clear all, Import

9.4 Identification Mode Schedule

Identification Mode Schedule allows to switch controller automatically between Identification
modes. Defining this schedule is carried out just like in case General purpose schedule except that
identification modes are set. There are four identification modes available:

Card and PIN
Card or PIN
Card only
PIN only

Once you've specified all time periods you should assign time schedule to a selected reader.
Open Edit-> Networks -> Controllers -> Properties -> Terminal ID1/Terminal ID0 and select
Identification mode from drop-down menu.
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71l Identification Mode Schedule (1)
I arme: Identification Mode Schedule [1]
Cuztom 1;
Cuztom 2;
Monday lTuesda_l,l ]Wednesda_l,l ] Thurzday ] Friday ] Saturday ] Sunday ] H1 ] H2 ] H3 ] H4 ]
From tirne: | To time: |Identifiu:atiu:un tode | A
00:0a 06:53  Card and PIN
0700 18:.00 Card or PIM
18m 2359 Card and PIM
[ Clear all ] ’ Impart 0k ] [ Cancel ]
Q Note:
In time between defined periods the controller automatically returns into default identification
mode.
See also:
Paste from, Clear all, Import
9.5 T&A mode schedules

T&A mode schedule allows to switch controller automatically between T&A modes. Defining T&A
mode schedule is carried out just like in case General purpose schedule except that T&A modes

are set.

To define T&A mode schedule:

enter Name of time schedule

choose day (Monday - Sunday) by clicking available tab
click Add

specify Start time and End time

Select T&A mode from drop-down menu

click OK to confirm.
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3l T&A registration schedule (1)
MHame: T&A Production Hall
Comment 1:
Comment 2:

Monday ITuesday ]‘#’ednesda}l ] Thurzday ] Friday ] Saturday | Sunday ] H1 ] H2 ] H3 ] H4 ]

Start time: | End time: |T&.ﬂ1‘-.m0cle: |_“_

0600 08.00 Entrance

000 1500 Mo T (lanored for Tha) Add

15:00 1700 Exit =

g
T&A mode period definition
Start time: End tirme: —
Clear l Select T&A 0K | | cance |

TA mode: mode ¥
Exit v
Exit i
Or-duty exit [ODE] [l
Mo TéA [lgnored For Ta)
Lunch break |

Once you've completed defining time periods:

e open Edit -> Networks -> Controllers -> Properties -> (Options tab)
e check Enable T&A Schedule to activate feature

QNote:

1. In time between defined periods the controller automatically returns into default T& A mode.

2. There are four predefined T&A modes: Entry, Exit, On-duty exit (ODE) and No T&A
(Ignored). Additionally you can define your own T&A modes and assign

them time periods. To add another T&A modes choose Tools -> T&A modes from main menu.

See also:
Paste from, Clear all, Import

10 Zones

Access Zone - set of selected identification points (controllers with built-in readers or access
terminals) which are construed as a cohesive area in access control system. Examples of access
zones: Production Hall, Office, Workshop, Warehouse, Floor etc.

Generally the main purpose of Zone concept is to make defining access rights operation more
easy. Thanks to zones idea it's available to define access rights not only for one access point
(single door) but for set of devices (controllers/terminals) which control access to specified area in
object.

In special case each of access points (rooms) can compose single separated access zone. In this
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10.1

11

situation access rights definition will be refereed to individual door or passage.
Every controller must be assigned to previously defined access zone. Each of new added
controllers belongs to Default zone.

To add reader to access zone choose Edit -> Network -> Controllers -> Properties -> Terminal
ID1/Terminal ID0 and select Access Zone from menu.

Add access zone

To add new access zone:

click on
click Add button
type Name of Zone
click OK

from the operator tools or Edit -> Zones from main menu

|r

one prope
A
Zane name [EIZfID;EﬂnLTE-ITE] m I Add
Office Zane Production Zone |:
Comment =
Laboratory Zone
Security Lone

Aoceszs pointz in 2o0ne

@Note:

[DEFAULT] (0) is a predefined zone which cannot be edited nor removed.

Networks

i

Hetwarks
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Roger Access Control System consists of control panels CPR (max 10), PR controllers and PRT
terminals. All of control panels can operate up to 32 access controllers. Network called also
Subsystem is composed of control panel with controllers and terminals.

From this window you are able to configure all your networks, control panels, send commands and

update system.

Description of available options:

¢ Add network - add new network (read Add new network)

See also:
Add new network

Delete network - if network is not empty, you have to delete controllers first
Properties - edit selected network (change communication port, port timeout
Controllers - open controllers list

CPR - control panel options

Commands - send command to all controllers

~

Send command to all
controllers

Open cantraller list, register new
devices, edit settings

4] Networks
i | Mo |Name |I:omm. FPort |A Add netwoark
" 0 Dbject1 COM1
o 2 Db!eCtE MNetwork properties (hame, S
|ec e
= comminication port etc.) :
% - network activity: T
- active
@ np active

ST
CPR control CFR
panel settings '

’ |pdate +

Clear all alarms in network
Set all contrallers to ON mode
Set all controllers to OFF mode

(]9

i

Send
configuration

I to network:
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11.1

Network properties

To add new network connected to UT-2 interface:

Metwork properties: 50
Metwark active Uncheck anly in case
; : : control panel is not
[w]iMetwork equipped with CPR control pane Ty S

[ ]Uze RTSACTS flow control

[ ] Enable Armed/Dizarmed mode contral far PR=x] series
[Thiz options apply only to PRxx1 senies access controllers]

M amne:
Object 1

Comment;

If network connected to
UT-2 wou don't hawe to

Communication port tmeot;

Standard ;
setfimeaut
Communication port;
COM3 select communication port;
COR, TCRAF (Tibba) or
TCFAF (Digi)
I ] ] ’ Cancel
Hetworks

e click on == from operator tools or Edit -> Networks from main menu
e click on Add Network button
o type Name of network
e select Communication port - COM
¢ enable Network equipped with control panel option if CPR device is connected
¢ click OK

Once the network configuration is finished you can click Controllers and proceed to search
devices.
Description of available options:

o Network active - activate or inactivate network

o Network equipped with control panel - check if control panel is connected

e Enable Armed/Disarmed mode control for PRxx1 series - if PRxx1 type of controllers are
connected

Network connected trough UT-4 communication interface expands RACS functionality. In this
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configuration you are able to configure and supervise RACS system from remote place in local
network (LAN) or (WAN). System with UT-4 allows also to share RACS database.

-

Metwork properties: 50

-

Metwork active

[JiMetwork equipped with CPR control panef
[JUse RTSACTS flow control

[ ] Enable Ammed/Dizarmed made contral for PREs1 zeries

[Thiz options apply anly to PRxx1 zenes access controllers]

I arne;
Ohject 1

Comment; -
If network is connected |

trough TCF/IF. select
awverage timeout of
communication por

il

Communication part treot:

Fort of the chan

150 ms " el

— serser Find and configure

LT-4 dewvices
Communication port; Server [P Server port
TCPAP (Tibbo) v 192.168. 0. 59 1005
IFaddress of LIT-4
interface
aE. l ’ Cancel ]
To add new network connected to UT-4 interface:
Metwarks
click on =" from operator tools or Edit -> Networks from main menu

click on Add Network button
type Name of network

select Communication port - TCP/IP
choose communication port timeout

enable Network equipped with control panel option if CPR device is connected

click on Find button to search UT-4 devices (refer to UT-4 configuration chapter)

IP address of interface, should be compatible with address of network which is connected to. In
case you enter IP address manually remember that default port of UT-4 is 1001.
If you don't know the rules of IP addressing, you should contact with your network administrator.

QNote:

Device address must differ from computer IP address with the last position after dot. For
example if 192.168.0.100 is the IP address of PC then you should enter 192.168.0.xxx for
device, where xxx is unique number in local network (in range from 0 to 255). It means that,

any other device can't have this number.
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See also:
UT-4 configuration
System without CPR

11.1.1 UT-4 configuration
This tool allows to search local network (LAN) using auto-discovery by broadcast method or (in
WAN) access IP address(es) added to Address Book.
In LAN network both methods are useful but you shouldn't use broadcast method when UT-4 is
connected to WAN network.
There are two types of device searching:

e auto-discovery by broadcast (search LAN only)
e from the Address book (search LAN or WAN)

Once the search procedure is completed list of devices will display.

“il Roger Tibbo EM100 Configurator V2.51 |- |

Tibbo ER100;

R efrezh

UT-4 settings

Fefresh list

Local Servers [auto-dizcovery by broadcast) V

o 192165.0.1 [Foger COM_TCP Module]

Initialize I

I Feset zeflings

Change dewvice

-. 192.168.0.240(0.2.3.5.42.87) IF address

Get Yersion
Get LUT-4
WEFSION
[ Address Book:
Add IP address Add
to Adress Book
rl
I W OF H anncell

Description:

e DS settings - advanced settings of UT-4
¢ Initialize - reset settings, set all to default

11.1.1.1 Network properties

Feature enables to change Network Properties. Access to UT-4 can be secured by password. It's
available to Save and Load all settings from (*.ds) file. User can also change UT-4 interface
IP-address and Ethernet address.
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DS Properties

MHetwork, Properties

IF address

Fiouting mode:;
DS [P-addr:
Change LUT-4 |Subnet Mask:
Router IP:
Destination |P:

Tranzport protocol;

thernet-addr;

1001

[al
[]

Setaccess
[ Change pazsword. S
password

I Load H Save ] [ Ok ’ Cancel ]

QNote:

Changing IP address can cause communications problem and make device inaccessible.

Dave settings to
*.ds) file

Changing the value of [Ethernet-addr] option is not recommended and almost never required.

11.1.2 DIGI configuration

Installation on Microsoft XP

Digi Configurator is a component of RACS 4.2 software package. Using the Digi Device Setup
Wizard (digi configurator) is the recommended and preferred method for configuration. It assigns

an IP address for the device, configures the device based on your description of the device

environment, and determines whether you need to install RealPort.

e to run Digi Configurator click meu Start -> All programs -> Roger ACS 4.2 -> Digi

Configurator.
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“= Digi Device Setup Wizard

Welcome to the Digi Device Setup Wizard
This wizard will guide you through the initial device installation.

This wizard will discover your device on the network, help you to set it up foryour
application scenario, and save the configuration to the device.

E] Discover Device
Configure Device 'j Before you continue, make sure
-

» The device is connected and powered up as described in the Quick Start Guide.
If you have a device with both a wired and a wireless intefface ., it is
recommended to connect it to the network using the wired interface for initial
device configuration.

* You have the MAC address of the device available. The MAC address is located
on the white label on the bottom or back of the device.

Save Settings

# Check to make sure that you do not have any firewall software running on the
computer running the setup wizard. Firewall software will prevent the setup wizard
from discowvering the device on your local netwark.

To continue, click Next .

Anuluj l [ Pomoc

o before beginning, ensure that you have:
1. Connected the Digi Connect to the network and powered it on
2. Recorded the Digi Connect MAC address, which is located on the bottom or back of the
device. You will need
this address to choose your device from the list of discovered devices that will appear
during the next step.

¢ click Next > to continue, the following window will appear:
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= Digi Device Setup Wizard

E] Discover Device
Configure Device

Save Settings

Discover Device
Locate your Digi device on the netwaorlc.

&)

From the list below, select the device you would like to configure. Identify your device based
on the MAC Address. f your device is not in the list, select <Device not listed> and click Next.

Found Devices:

IP Address MAC Address Firmware Version
S2152.168.0.14 00:40:50.27:24:10 Version 82000856_F1
#1192 168 0.16 00:40:50:27:24:50  Digi Connect ME  Version 82000856_F1

¥ 192.168.0.205 00:40:9D:27-1C:57
ﬁ <Device not listed>

[ < Wstecz ” Dalej = ]

Version 82000856_F1

[ Anuluj ] [ Fomoc ]

¢ select your device from the list. To rediscover devices, click Refresh.

If your device is:

- Listed in black, the wizard fully supports it.
- Listed in gray, the IP address, subnet mask, and default gateway can be configured, but

the wizard does not support configuration of other parameters.

- Listed in red with a label that says <unconfigured>, the DHCP client feature is on (the
default) and there is no DHCP server on the network.
- Listed in red with a label that says <misconfigured>, the device has been configured

before and the IP address settings do not work on the subnet the device

to.

- Not listed, the wizard could not locate it.

o click Next > to continue, the following window will appear:

is connected
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“ Digi Device Setup Wizard

Configure Network Settings
Enter the following settings to configure the Digi Connect ME for your network.

The networl: settings can be assigned automatically if your networ supports this
capability. Ctherwise, you need to ask your netwark administrator for the appropriate
netwark settings.

Discover Device
E] Eonhgure b avics (") Obtain IP settings automatically using DHCP

Save Settings
IP Address: 192 .168. 0 . 16

Subnet Mask: 255 . 255 .

Default Gateway:

P
n
(=1}
=

DMNS Server:

Domain:

Host Name:

Te continue, click Next .

| <Wstecz || Dalei> | [ Ao | [ Pomoc

o select Obtain IP Address settings automatically using DHCP - this option requires a
DHCP server to assign network settings. The Digi Connect ship with the DHCP client feature
enabled. So if your site has a DHCP server, choose this setting and your Digi Connect will
request network settings from the server.

¢ or select Use the following IP settings - this option requires that you gather network
setting information from your network administrator and then input it on this wizard page.
The IP address and subnet mask are required. Other fields are optional.

¢ click Next > to continue, the following window will appear:
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“ Digi Device Setup Wizard
Select Scenario
Browse through the list of scenarios and select the one that best describes how
Dlgl you will use your Digi device.

Scenario List:
RealPort {COM Port Redirection) A4

Discover Device Scenario: RealPort (COM Port Redirection)

E] Configure Device < Data >

Save Settings ComME:
Q Network =
Serial device Digi -
? j’;ﬁten'uDevioe
Description:

Select this scenario if your application requires a COM or TTY port to communicate with
your serial device, More, .,

Application:
Printing, faxing, dial-up netwarking or other leqgacy applications which require access to a
standard COM or TTY device.

To continue, click Next .

[ < Wstecz ][ Dalej = ] [ Anulyj ] [ Pomoc

¢ select RealPort (COM Port Redirection) option. With the RealPort® technology, we
emulate a serial port for RACS application. That means we work some magic in Windows
(or other operating system) which allows the application to believe it is controlling a real
serial port like COM1, and we redirect or send all information over the network to the device
server. This is sometimes called Virtual Serial Port.

o click Next > to continue, the following window will appear:
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“= Digi Device Setup Wizard

Configure RealPort Settings
Install RealPart on this computer.

"
;]‘:) RealFort software can be installed on one or mare host servers to provide

Discover Device local serial port functionality.

@ Configure Device

Save Settings ; .
[v]install Digi RealPort on this computer:

To continue, click Next .

[ < Wstecz l[ Dalej = ] Anuluj l [ Pomoc:

o check Install Digi RealPort on this computer option
o click Next > to continue, the following window will appear:
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“= Digi Device Setup Wizard

Discover Device
@ Configure Device

Save Settings

Verify Configuration
Werfy the corfiguration before it is uploaded to your device(z). All previous
settings will be erased before the new settings are applied.

Corfiguration Repart:

The Digi Connect ME with MAC address 00:40:50:27:24:10 will be corfigured with the
following settings:

MNetwork Settings:
IP Address: 192168
Subnet Mash: 2552
Default Gateway: 0.
DNS Server: 0.0.0.0
Domain: <nones
Host Mame: <none>

0.14
Als
RR2ZRR D
nnn
(TRIRY

Serial Port 1:
RealPort (COM Port Redirection). Enables applications that require a COM Port to
communicate to the device attached to this senal port.

Serial Settings:
All settings are controlled by the application thraugh RealPort.
Map Serial Port 1to COMZ on computer NOTEBDOK-MAREK.

To save the configuration report to disk for future reference, click here

To save these settings to the device. click Nexd .

[ < Wstecz “ Dalej = | [ Anuluj

l [ Pomoc ]

o Verify the configuration before you start to upload it to the device. All previous settings will
be erased before the new settings are applied. You can save configuration report to disk for

future reference.

¢ To save these settings to the device, click Next >, the following window will appear:
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“ Digi Device Setup Wizard

Save Settings
The configuration is being saved to your Digi Connect ME.

Saving the corfiguration may take a while. During this time your Digi Connect ME wil
be rebooted to apply the new settings. Do not cancel this operation.

Discover Device
Configure Device
E] Save Settings

Digi Connect ME: Saving device settings ...

[ )

Please wait while the configuration is saved to the device.

Pomoc

o This page displays the progress of applying the configuration settings to the device. Once
the configuration is sent, the following window will appear:
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“= Digi Device Setup Wizard

Congratulations!
You have successfully completed the Digi Device Setup Wizand.

"
Discover Device \]‘:) Saved configuration successfully.
Configure Device You can use the web inteface to manage and monitor the Digi Connect ME.
To access the web interfface, check the "Log on to web inteface”
Save Settings checlbox below and click Finish, or go to http://152.168.0.14.

Additional ifformation such as cabling and corfiguration information as well
as troubleshoating tips may be found in the User's Guide.

Mext steps:

[] Register my Digi Connect ME on the Digi website
[]Log on to web user inteface of device

[ Log on to command line interface of device

[ Configure ancther device

To dose this wizard. click Finish.

[ Anuluj l [ Pomoc

¢ The configuration process is completed, click Finish to close Digi Device Setup Wizard.

You can use web interface to enter Digi Connect ME configuration. To access the web
interface, check the Log on the

web user interface of device checkbox and click Finish or enter IP address in your web
browser.

Installation on Microsoft Windows 98 or Microsoft Windows Me
Follow these steps to install RealPort:

e Click Start, click Settings, and then click Control Panel
¢ Double-click Add New Hardware to start the Add New Hardware Wizard. Click Next and
then click Next again.
Note: The Add New Hardware Wizard is searching for new devices.
¢ If you see the message Is the device that you want to install listed below?, click No, the
device isn’t in the list and click Next.
Click No, I want to select the hardware from a list and click Next.
In the Hardware types list, select Other devices and click Next.
Click Have Disk.
Type the path to the RealPort files and click OK, or click Browse and locate the files.

QNote:

You can obtain the newest drivers and firmware from manufacturer's site www.digi.com

¢ In the Models list, select the device you are installing: Digi Connect ME, click Next, and then
click Finish.
¢ Follow the prompts on the screen to finish installing RealPort.
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11.2

Configure CPR in network

Main function of the CPR is to operate and coordinate work of autonomic devices, which are
components of Roger Access Control System.

CPR work modes

Control panel (CPR) can work in two main work modes; in [ON] mode or [OFF] mode. In the [ON]
mode CPR works normally and controls all operating functions, in the [OFF] mode it suspends
working and discharges system communication bus. [OFF] mode is indicated on control panel's
LEDs. Generally suspended mode is used for tests or conservation, eg. when the controllers
flashing procedure is being carried out.

Available commands and functions:

e Status - information of control panel are showed (type, buffer size, config file name, last
modification etc.)

Options - enable/disable CPR tests

Initialize - clear whole CPR memory, set clock and restart operation

CPR Restart - cpr restart, used when CPR don't answer

Read buffer - read events stored in CPR buffer

Set clock - synchronize system clock according to the PC clock

Update - send configuration to the CPR

CPR On/Off - switch on/off mode

QNote:

1. Initialize operation is usually carried out when CPR is completely deprogrammed or settings
error occurred. Problems with CPR may happened in result of an AC lost or failure of battery,
which sustain CPR memory. It's possible to initialize CPR manually.

2. In case control panel is in OFF mode for a long time, it's necessary to read events stored in
controllers buffers. To do this send command from the controllers window Check events buffer
in controller
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11.3

Information
- CPR-3 Status informations from CRR
Read CPR dock \!1) Buffer size = 6143%vents
Number of events in CPR Version: 12.23
Clear events buffer Configuration file:
Clear CPR. alarm Last modification: 08-11-2004 15:49:03 Monday
Read DC output voltage « Transmitted to CPR: 08-11-2004 15:4%:03 Monday

TIRCPR control window: Laborafory - Object 1 (A)
Commands Tools

d manually: ON

Fead events
stored in CPR
buffer

Status Read buffer

|pdate

Initialize

CPR Restart CFR OM/OFF

configuration to
CPR

CPR options

Opti
PR Click to apphy

changes

[T Low Batten test

AL test
W
e [ ew ]

Low battery test - Control panel periodically (in 10 minutes) tests battery charge level. In case as
Voltage level decrease below to 12.0V alarm will occur.

AC (Accumulator) test - When CPR found that Accumulator voltage is missing [AC lost] event is
indicated. Alarm decay when AC returns after 5 minutes.

@Note:

Regarding work with PRxx1 controllers CPR performs also other functions - It supervises user
access rights and collect events from controllers.

Send network configuration

To send configuration settings to whole subsystem (network):

i

Hetworks
e click on from the operator tools or choose Edit -> Networks from main menu

¢ select appropriate network from the list
¢ click Update

Network must be active to send configuration. Performing this action causes configuration sending
to control panel and all access controllers in selected network.
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See also:
Commands

11.4 Update configuration of CPR
To perform updating of CPR configuration::

i

Metwarks
e Click on from the operator tools or Edit -> Networks from main menu

¢ Click on CPR button
¢ In CPR control window click Update

See also:
Configure CPR in Network

11.5 Controllers

General Description

Access Controller is an autonomic device, which controls single access point (one-way or
two-way). In case two-way access point controller is connected with additional identification
terminal. The controller is dedicated for use in Access Control and Time & Attendance systems. It
may be configured to perform both function simultaneously or exclusively. Controller offers NO/NC
Inputs, relay and transistor Outputs. Inputs and Outputs can be configured to several pre-defined
functions. PRxx2 controller can register up to 4000 users, every user can be identified by Card,
PIN or both method together (Card+PIN). Controller offers In Circuit Programming feature which
enables firmware downloading into microprocessor memory. PRxx2 may operate with one or two
external identification terminal(s) (PRT series terminal or Wiegand interface reader). Usually an
remote identification terminal is used when door has to be controlled on both side or when
controller has to be located in protected area (room) in order to avoid access of unauthorized
person to controller’s electronic circuit.

PRxx2 may activate door lock through internal relay output (REL1) or through relay output located
on XM-2 remote I/O expander. Because an XM-2 module can be installed in remote, secure
location the use of XM-2 expander increase overall controller’s security level significantly.

PRxx2 may operate in autonomic mode or in networked system equipped with CPR control panel
or without it.

Due to complex and wide range of settings which can be defined in controller PRxx2 can not be
programmed manually, it can be programmed from PC computer only. Programming from PC
requires UT-2 communication interface.

QNote:

1. In older types of controllers (PRxx1) maximal number of users is 1000. Once the
configuration with number of users > 1000 will be send, users from ID=0 to ID=999 in

will be programmed only.

2. PRxx2 controller can register up to 250 access groups, for older types of controllers (PRxx1)
there are only 31.

3. In case absence of CPR or CPR in OFF mode, PRxx2 controllers are able to collect events
automatically in non volatile 32 000 built-in buffers.
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11.5.1 Add controllers

To add controllers connected to network:

i

Metwarks

e click on

from the operator tools or Edit -> Networks from main menu

¢ click Controllers button

e click Add button

After click on Add button program will start to search controllers connected to communication bus.
Searching process ends with message "End of controllers searching", list of founded controllers

will display:
fa mearch far new
*4 Controllers in network: Object 1 (50) contrallers
1] |E0ntruller name

|Term. 101 zone Termn. D0 zone | A

1 LABORATORY
2 OFFICE

3 ARCHIVE

4 5TOREHOUSE
5 CELLAR

Laboratory Zone | Laboratory Zone Al

Office £one Office Zone

Office Zone Laboratory Zone
Production Zone | Production Zone
Securty Zone Security 3

Edit controller properies |

Change 1D

Send configuration seftings
to selected controller Update

Controller diagnostic tests

=
(]
e
=
fu]
“
0
wl
L]

Commands +
Send command to T

selected contraller

K.

L,
I

Each of controllers has unique ID number (00..99). In case when program find device with the
same ID, error message will appear! Therefore remember to set different IP numbers before

adding new controllers.

Description of available options:

Add - search communication bus for new controllers

Delete - delete controller

Properties - enter controller properties

Change ID - select unique ID for controller

Update - send configuration settings to selected controller
Diagnostics - communication tests

Command - send command to selected controller
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11.5.2 Controller properties

Controller properties consist of eighteen tabs:

e General - Hardware information, Controller Name, Network

Terminal ID1, IDO - Location, Reader type, Access zone, Default T&A mode, [#] Key options,
Identification mode, High Security

Access - Door lock settings (REL1 output), Facility Code, Door Mode, Card+Card option
Inputs IN1, IN2, IN3, IN4 - input settings

101, 102 QOutput - output settings

REL1, REL2 Output - output settings

Options - T&A mode, External modules, Door Alarm options, Disable events

Advanced - Anti-passback, Conditional Access, RTC test, List of Local SWITCHER users,
Automatic arming, Quick disarm

Timers - set flag timers

o [F1] - [F4] Key - Key settings

e Keypad commands - keypad commands settings

11.5.2.1 General

Here are information about: model, controller ID address, Firmware version and build, name of
controller and network. Sometimes controller requires firmware upgrade e.g. when firmware
version is not compatible with RACS version.

Controller properties
107 Dutput 102 Dutput REL1 Output RELZ Output [F1] Key [F2] Key [F3] Key [F4] Key Feypad commands
General Teminal 101 Teminal |00 Access Input 1M1 Input IN2 Input IN3 Input IN4 Options Advanced Timers
Hardware: Type of controller Unique ID address
Model: PR402™ Address (0] 2
Firmware: 132 Compilation: 1
Yersion of

contraller's firrmware |

Controller name: OFFICE

Metwork:

Ok l[ Cancel

See also
description of Firmware upgrade procedure
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11.5.2.2 Terminal ID1, IDO

In Terminal ID1/IDO0 tab you are able to give Name for terminal, specify Default T&A mode for
Time&Attendance register etc.

Controller properties

107 Output 102 Output
General Terminal ID1
Temminal [0
Location:

REL1 Output RELZ Output
Teminal (D0 Accesz |nput M1

Default Tia mode:

Mame:

Cormment 1:

Comment 2:

Assign terminal to -
Type: defined access zone PRT series read
fAcers Zone: flice Zone

E it

[F1] Key [F2] Key [F3] Key
Input M2 Input M3 Input M4 Optionz Advanced Timers

E it

er [transmitz PIMACard)

[F4] Key Keypad commands
Select location of

terminal: Entry/Exit
TV

e

‘wiegand reader - PIM [BIM]/Card

Wwiegand reader - only PIM

OFFICE - Exit

Schedule:

Auziliary condition:

| dentification Mode

Card ar PIN

|dentification Schedule

Checkto enable [# |
#kepn 935 Bel/DR buttan

|dentification Mode Schedule (1) v\j

Wiegand reader - only Card
Wiegand reader - Uzer D [HEX)
Wiegand reader - User 1D [BIN]
Magstripe PIN reader

Magstripe Card reader
tagstripe User ID reader

Selecttype of
access reader

Enable [#] key az Door Bell/Door Releaze button

Default |dentification Mode [for all uzers)

b Select default
Identification Mode

Option: High Security
High Securty reader type:
MNaone

Schedule:
Mewver

Augiliany condition:
Mo, 255: Mone

Identification mode will be
switched according to
defined schedule

l QK ][ Cancel ]

Location - regarding Max. number of users allowed to occupy the room option location has
significant meaning. Entry/Exit location refers also to Conditional access option of the controller.
In this case first authorised person is obliged to identify on Entry reader. Location of the reader has
no influence on T&A mode.

Type - select one of 12 available options. In case remote reader is not connected you should
select None in IDO tab. Thanks to this function can also disable built-in reader (integrated with

controller).

None

PRT series reader (transmits PIN/Card)
PRT series reader (transmits user ID)
Wiegand reader - PIN (HEX) / Card
Wiegand reader -
Wiegand reader - PIN only
Wiegand reader - PIN only
Wiegand reader -
Wiegand reader -
Magstripe PIN reader
Magstripe Card reader
Magstripe User ID reader

PIN (BIN) / Card

User ID (HEX)
User ID (BIN)
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Wiegand reader is connected to Clock and Data lines instead of standard PRT terminal(s). When
controller is configured for operation with Wiegand User ID reader it interprets transmitted digits as
ID number of user which has performed identification, when is set to Wiegand PIN reader
controller interprets transmitted digits as PIN number, when is set to Wiegand Card reader
controller interprets transmitted digits as Card number. The Wiegand User ID mode is generally
dedicated for biometric type readers which does not transmits PINs nor Cards codes but deliver ID
number of user which has made successful identification. When controller is configured to
Wiegand type reader no other extensions modules (XM-2, XM-8 or PSAM1) nor standard PRT
reader can be connected simultaneously to controller's Clock and Data lines. By default Wiegand
reader connected to Clock and Data lines is treated by controller as an ENTRY terminal.

Access zone - select access zone for terminal. Terminal ID1 and IDO can be assigned to different
access zones.

Default T&A mode - select mode from list which includes all defined T&A modes in system. Feel
free to select T&A mode. You don't have to define Exit T&A mode on Exit reader because location
of reader has no influence on T&A mode. There are four predefined T&A modes: Entrance, Exit,
On-duty exit (ODE) and no T&A (Ignored for T&A). Additionally program enables to add custom
T&A modes adapted to own needs (Tools -> T&A modes).

[#] Key options - when checked [#] key on controller's keypad act as a Door Bell or Door Release
button according to defined time schedule. If Always schedule is chosen then [#] key function as
Door Release (DR), if Never [#] works as Door Bell button. In case different time schedule is
selected then in defined time periods [#] function as DR button, and in time between defined
periods act as Bell button.

Identification mode - select Default Identification Mode of controller which specify normal
identification method for each type of users (Master, Switcher and Normal)

Available options: Card or PIN, Card and PIN, Card only, PIN only. Additionally identification mode
can be automatically switched between ident. modes due to defined schedule. You can define your
own ldentification mode schedule (Identification Mode Schedule).

High Security - When this mode is active users must perform two steps identification procedure, a
standard identification (Card/PIN or Card+PIN depending on actual valid identification mode) plus
an additional identification on High Security reader. The High Security reader can be connected to
the same Clock & Data lines which are used for communication with ENTRY/EXIT access terminal
and/or extension modules. Controller accept few types of High Security readers including Wiegand
Card/PIN and Wlegand User ID. The Wiegand Card/PIN sends the code of entered PIN or Card,
the Wiegand User ID sends ID number of user which has made identification. The High Security
option can be activated separately for each side of the door and can be controlled by time
schedule. Generally, the High Security option is dedicated for those doors which have to be
protected with advanced identification method (e.g. biometric identification) .

See also:

Glossary
T&A modes
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11.5.2.3 Access

Controller properties

107 Dlugtpat 102 Qutput RELT Clutpuat RELZ Clutpuat [F1] Key [F2] Key [F3] Key [Fd] Key F.eypad commands
General Terrminal 101 Terrminal 100 Access |put [N Input IM 2 Itnput 1M 3 Irput 144 Options Advanced Timers

Croor lock zettingz [RELT output)

[] Access disabled when contraller amed Lock activation time from 1 ta 99

Dieactivate door lock immediately after door openring seconds/minutes and Tirme for

door closing (seconds onl
[JREL1 operates in bi-stable mode (LATCH mode) g ¥)

4
Lock activation time: ; \g Seconds |
9
Time for door cloging: . 1] Seconds
If not checked - abways in |
Optior: Facility Code Dioor Mode normal mode I
Schedule: Door Mode controlled by schedule
Mever - Schedule:
Auiliary condition: Far Office zane w
Mo.255: Nane v
Facility Code: Selecttime schedule

Schedule: for [Card+Card] mode
Mewer T

Optior: Card+Card [Two Ugerz) AJ

Mare

Auiliary condition:

Enahles to read Facilib No.255: Hone ~

Code from the card

Ok l [ Cancel

Door lock settings (REL1 output) - door lock can be released:

¢ when authorised user enter identifier,
¢ by remote command from PC,
¢ by DR button which can be connected to controller input line or assigned to [#] button.

Door lock is activated for predefined period declared in Lock activation time. Lock activation time
can be set from 1 to 99 seconds or minutes or for undefined period, in last case installer must
select Bistable mode option. When it is selected each time door lock is triggered it moves to
reverse condition (from on to off or inversely). When Auto-relock option is set, lock will be
activated until door contact connected to controller input will indicate that door became open but
not longer than predefined Lock activation time. Lock activation can be disabled when controller
stay in Armed mode, this can be achieved by Access disabled when controller armed option.
This feature is usually used when one of controller output line is dedicated to arm/disarm alarm
zone or intruder sensor only. In this case switching controller to Armed mode will arm alarm
system or alarm zone and automatically will disable access to premises for all users regardless of
access settings.

Facility Code - In some installations all cards used is access system have a common part of card
code, this part of card code is called Facility Code. The Facility Code consist of 8 data bits, those
bits converted to decimal system may give the number from 0 to 255 range. If option is activated
access is granted for those cards which belongs to the same “family” or another words have the
same Facility Code. When Facility Code option is active controller verifies if the card presented
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11.5.2.4

poses the common part of code which is declared as Facility Code and when yes the card is
accepted without full card code verification. This option might be used in system with large number
of users (e.g. student campuses) where access have to be granted for every card which have the
same facility code. The Facility Option may have assigned time schedule and auxiliary control
condition.

The Facility Code can be declared manually or can be retrieved automatically from card. To read
Facility code:

e clicking on button
¢ select controller or reader on which you want to read card code
e approach card to controller/reader

Door Mode - Door Mode determines how the controller will energize and de-energize door lock.
As a default door lock stay in Normal Mode but it can be switch to another mode by Door mode
schedules or by remote command. To enable switching due to time schedule check Door Mode
controlled by schedule and select previously defined schedule from menu.

Door lock can be set to few listed below modes of operation:

e Normal - Door lock is activated after controller decide to grant access.

e Unlocked - Door lock is continuously energized, door can be opened by any unauthorized
person.

e Conditional Unlocked - Initially door lock is not energized, but when first authorized person
come and use its identifier lock became energized and remain in this state until new door
mode is set.

o Locked - Activation of door lock is permanently forbidden, no matter if some user has
authorization for access or not, every attempt to open the lock will be rejected.

Card + Card (Two users) - When this mode is active two authorized person must use his/her
identifiers then controller will grant access to controlled door.

This mode can be controlled by [Card+Card] Schedule, selecting schedule Never will permanently
disable this mode where schedule Always will permanently activate it. When together with this
[Card+Card] option the [Card + PIN] mode is active both users must read his/her Cards and enter
his/her PINs otherwise access will be denied.

See also:
General purpose schedules

Inputs IN1, IN2, IN3, IN4

Access controller has four input lines. Each of controller inputs (IN1, IN2, IN3 and IN4) has the
identical electrical structure. All inputs are NO/NC type with 5,6 k. resistor pulled up to supply plus.
During setup process installer may configure each input independent as NO or NC. The NO type
input is triggered when connecting it to supply minus. The NC input is normally shorted with supply
minus, when disconnecting it from supply minus it became triggered. Controller ignore triggering
impulses if they are shorter then 200 ms and accept signals that are longer then 500 ms. Detection
of signals between 200 and 500 ms is not guaranteed. Each controller input can be programmed
to different function and may be under control of time schedule. The following input functions are
available:

© 2006 ... Roger Sp. J.



Networks 77

p

Controller properties

ol
L

107 Dutput 102 Dutput REL1 Output RELZ Olutput [F1] Key [F2] Key [F3] Key [F4] Key F.eypad commands
General | Teminal D1 Teminal ID0 | Access | Input (M1 InputINZ | |nputIM3 | InputIM4 | Optiohs | Adwanced | Timers
2t Select function for [IN2] |
Function: Mo.1: Door Conkact input | Tupe
T mode selected by N2 Selecttime schedule in hat el ;
which input line will be 2 ec‘t‘?_’pe 4
Schedule: Al enabled A
e s - MO/NC
Aupiliary condition: Mo.128: Enabled when contraller Disarmed w
Ok, l [ Cancel

The following input functions are available:

No.0: Input OFF (ignored) - Selecting this function will disable decoding of this input,
function can be used for temporary input deactivation without disconnecting it from triggering
source.

No.1: Door Contact - Input is dedicated for contact which will indicate that door is open.
Input activation generate [Door opened] event, input deactivation generate [Door closed]
event.

No.2: Exit Button - Input is dedicated for operation with button which will be used to open
the door without use of any identifier. Activation of this input will activate door lock for the
same time period as after standard [Access granted] event, function is usually used for
Request To Exit (REX) button connection. Activation/deactivation of input generate [Exit
button ON]/[ Exit button OFF event].

No.3: Arm/disarm Steady Switch - Input is dedicated for operation with some button,
switch or output line which will control actual [Arm/Disarm] mode of controller. Activation of
this input force controller to [Disarmed] mode, as long as input is triggered controller will
remain in [Disarmed] mode. Only one input on controller can be configured to this function.
When such a function is selected any other methods of [Arm/Disarm] mode control will be
forbidden.

No.5: AC Lost Input - Input is dedicated to be connected to output line or contact which will
indicate that AC supply of power supply unit is lost. Some brands of power supply are
equipped with such a output line (e.g. PS20N from Roger). After input line is triggered
controller generate [AC lost alarm ON] event, when line returns to normal condition
controller generates [AC lost alarm OFF] event.

No.6: Low Battery Input - Input is dedicated to be connected to output line or contact which
will indicate that reserve battery is in low condition. Some brands of modern power supply
are equipped with such a output line (e.g. PS20N from Roger). After input line is triggered
controller generate [Low battery alarm input ON] event, when line returns to normal condition
controller generates [Low battery alarm input OFF] event.

No.7: Bell Button Input - Input is dedicated to be connected to button which will indicate
that somebody want to enter premises. After input is triggered controller generate [BELL
button ON] event and optionally may activate output line if configured as [BELL Output],
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when line returns to normal condition controller generates [BELL button OFF] event and
clears [BELL Output] line.

¢ No.8: Tamper Loop Input - Input is dedicated to be connected to tamper contact which will
indicate that unauthorized person try to open controller/terminal case. After input is triggered
controller generates [Tamper loop ON] event, when line returns to normal condition
controller generates [Tamper loop OFF] event.

¢ No.9: Intruder Detector Input - Input is dedicated to be connected to some kind of intruder
detector (e.g. PIR) which will indicate intruder’s attendance in premises. After input is
triggered controller generates [Intruder detector ON] event, when line returns to normal
condition controller generates [Intruder detector OFF] event. The intruder detector input line
can by bypassed in [ON] mode, this can be achieved selecting [Disable Intruder detector
when controller in ON mode] option.

¢ No.11: Access Disabled Input - Input is dedicated to be connected to switch (or output)
which when activated will disable access to controlled door, activation/deactivation of this
input generate [Access disabled input ON]/ [Access disabled input OFF] event.

¢ No.56: Selects Predefined T&A Mode — (steady change) - Type Selection Input is
dedicated to be connected to button which when pressed will turn controller to specified T&A
Mode. The T&A Mode which will be set after input is triggered is declared by installer for
every input line individually. The new T&A Mode is set for undefined time (until next
command which will change T&A Mode of controller).

¢ No.57: Selects Predefined T&A Mode — (mmomentary change) - Type Selection Input is
dedicated to be connected to button which when pressed will turn controller to specified T&A
Mode. The T&A mode which will be set after input is triggered is declared by installer for
each input line individually. The new T&A Mode is active till nearest user identification, if
during next 8 seconds no identification was performed controller return to previously
selected T&A Mode.

¢ No0.60: Reset APB register - Input is dedicated to be connected to button which when
pressed will reset APB Register of controller. Any time input is activated an internal APB
Register of controller is initialized (cleared) and [APB Reset] event is generated.

¢ No.62: Set XM-8 outputs OFF - Input is dedicated to be connected to output line (contact)
which when triggered will clear all outputs on XM-8 elevator control module(s).

e No.63: Sets XM-8 outputs ON - Input is dedicated to be connected to output line (contact)
which when triggered will set all outputs on XM-8 elevator control module(s).

Besides those listed above functions input lines can be configured to customer defined input
functions. Using PC software installer may define new input line functions, definition of input line
function consist from function name and function code. Function name can be used to distinguish
purpose of input e.g. [Guard Tour Button], [Alarm Button], [Assistance Request Button], each time
input is activated system will register events which consist from function name and ON or OFF
status which specify if the input line was activated or deactivated. The activity of each input can be
controller by time schedule.
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11.5.2.5 101, 102 Output
101 and 102 output lines

Both lines are open drain N-MOS transistor outputs. Each output can sink up to 1A DC current for
unlimited time. In normal (not triggered) condition both outputs remain in high impedance state,
when triggered they move to low resistance state which results that supply minus is observed on
output. Both inputs are electronically protected from excessive currents and over-voltage. Each
transistor output can be programmed to different function and can be controlled by individual time

schedule.
Controller properties
General Terrminal 101 Terrminal ID0 Access Input M1 Itnpuat M2 Input IM3 Input IN4 Options Advanced Timers
1071 Output 102 Dutput REL1 Output RELZ Dutput [F1] Key [F2] ke [F3] ke [F4] Key K mum = oL
Select Output |
102 output line function
Function: iNo.256: Dioor Alarm R
Schedule; Always e
&
Auiliary condition; Mo.255: None Choose schedule for
activity of Output line
I Ok l [ Cancel

Each output line may be configured to one of functions listed below:

No.0: Disarmed Mode - output is activated when controller turns to [DISARMED] mode and
remain active as long as controller remain in this mode.

No.256: Door Alarm - middle double pulse every 2 seconds after door remains open in a
period of time defined by “Time for door closing”.

No.8: PC Command controlled - output is activated/deactivated through interactive
command from PC

No.9: Access Granted - output is activated after controller grant access and remains in active
state until door contact indicate that door became closed or lock activation time period has
elapsed.

No.10: Door Open - output is activated after controller detects that door became open and
remains active as long as door is being open.

No.11: Access Denied - output is activated for period about 2 seconds after controller denies
access.

No.12: Schedule Controlled - output is activated/deactivated according to selected
schedule, no other method may change condition of output line.

No.13: Schedule or PC Command Controlled - output is activated/deactivated according to
selected schedule or interactive command from PC, both control methods have the same
priority.

No.14: Entry/Exit Status - Each time a successful identification is made on terminal IDO
output go to active condition and remains in this state till successful identification on terminal
ID1 is performed. Usually this option is used when controller operates with TRIPOD type gate
where lock must be set for clockwise or anticlockwise rotation depending on which terminals
identification has been carried out.

No.15: Door Bell - output dedicated to connect external door bell

No.16: Room Occupied - output is activated when somebody occupy room, deactivated when
nobody in room

No.17: Limit of Users Reached - output is activated when defined maximal number of users
allowed to occupy room is reached

No.18: Normal Door Mode - output is activated when controller remains in Normal Door
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Mode

¢ No.19: Unlocked Door Mode - output is activated when controller remains in Unlocked Door
Mode

¢ No.20: Conditional Unlocked Door Mode - output is activated when controller remains in
Conditional Unlocked Door Mode

e No.21: Locked Door Mode - output is activated when controller remains in Locked Door
Mode

¢ No.22: Postponed Auto-arming Delay in Progress - output activated when delay of
auto-arming command was sent to controller.

e No.23: External buzzer - output is activated/deactivated in parallel to internal buzzer of

controller. Function may be used when connection of external buzzer is required eg. some

type of Wiegand reader is connected.

No.24: Terminal Reset

No.25: Pulse on disarming

No.26: Pulse on arming

No.27: Arm Request

No.28: Forced Entry - output Pulse/Pause 0.5/0.5 sec. after door opening without the use of

controller.

¢ No.29: Prealarm - single pulse every 2 seconds after three consecutive attempts of entering
an unknown identifier repeated in a period shorter than 1 minute.

e No.30: Door Ajar -

e No.31: Door Chime

No.32: APB Violation - output is activated for period about 2 seconds after Anti-passback

violation event occur.

No.64: Light

No.65: Tamper Alarm

No.66: AUX1

No.67: AUX2

No.68: Intruder Alarm

No.84: Card or PIN mode for terminal IDO - output is activated when Card or PIN mode on

terminal DO is set

¢ No.85: Card only for terminal ID0O - output is activated when Card only mode on terminal IDO
is set

¢ No.86: PIN only for terminal IDO - output is activated when PIN only mode on terminal IDO is
set

¢ No.87: Card and PIN mode for terminal IDO - output is activated when Card or PIN mode on
terminal DO is set

e No.88: Card or PIN mode for terminal ID1 - output is activated when Card or PIN mode on
terminal ID1 is set

¢ No.89: Card only for terminal ID1 - output is activated when Card only mode on terminal ID1
is set

¢ No0.90: PIN only for terminal ID1 - output is activated when PIN only mode on terminal ID1 is
set

e No.91: Card and PIN mode for terminal ID1 - output is activated when Card or PIN mode on
terminal ID1 is set

11.5.2.6 REL1, REL2 Output

Controller offer two transistor outputs (I01 and 102) and two relay outputs (REL1 and REL2). The
REL1 relay output is dedicated to control door lock, the functions of REL2, 101 nad 102 can be
assigned during controller's setup.

Relay output (REL1)

The relay output is dedicated to control electric door lock, it offers normally open and normally
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closed contacts rating for 1.5A/24V DC or AC.

Both pair of relay contact are protected with over-voltage elements (MOV) which reduce sparks
during switching inductive loads such

electronic locks and thus extends relay contacts life significantly.

A relay output can be set to momentary or Bi-stable mode. When output is setup for momentary
mode it becomes activated for limited period (from 1 second to 255 minutes) and after it returns to
its normal condition. When output is set to Bi-stable mode relay output changes its state to
opposite each time the triggering occurs.

RELT output

Functian: Door Lock Relay

Relay output (REL2)

This relay output can be assigned to different function, it offers normally open and normally closed
contacts rating for 1.5A/24V DC or AC.

Both pair of relay contact are protected with over-voltage elements (MOV) which reduce sparks
during switching inductive loads such

electronic locks and thus extends relay contacts life significantly.

RELZ output
Function: Mo.13: Schedule or PC Command Controlled v
Schedule: For Security zone s
Aumiliary condition; o 255 MHone {3

11.5.2.7 Options

Description of available options:

o Enable Arm/Disarm Schedule - when checked Arm/Disarm mode will be automatically
switched according to time schedule. To define schedule open Edit -> Arm/Disarm Schedule

¢ Ignore DURESS Codes - if enabled controller will not generate alarm when DURESS code
entered.

e Timed lock-out after three wring identifiers - three consecutive attempts of entering an
unknown identifier will cause controller lock-out for about 3 minutes. In this time any
identifications on controller or terminal are not possible.

¢ Disable Intruder detector input when controller disarmed - the input is inactive when
controller in disarmed mode

o If access denied SWITCHER can't rearm the controller - arm/disarm mode switching is
available only when access is granted.
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Controller properties
101 Output 102 Output RELT Dutput [F1] Key [F2] Key e HE = “eypad commands
General || TemninallDl || TeminallDD | A T a—. | AGEEDOEEEOITT | ——
Eneral Erminal EImina CCEEE npul npu ex‘ternal deuIeS PSAM—‘I’ Ence Imers
. HhA-2, HhA- -
Options If checked - 3 Estemal
Enable Am/Disam Schedule consecutive uses of [ Enable M-8 elevatar contral madule(s]

unknown identifier
causes controller
lock-out for & minutes

Enable PSAM-1 power supply alarm module

[lanare DURESS codes

[JEnable %M-2 remate 1/0 expander module
Timed lock-out after three wrong identifiers

[ Disable Intruder Detectar input when controller disamed

If access denied SWITCHER can't rearm the controller

SWITCHER Uszers Schedule:
Draar Alarm options

For Security zone -
Augiliary condition: Don't activate Prealam
Mo, 255 None w Don't activate Door djar
Wwhen checked [] Dan't activate Farced Entry
ThA Mode select appropriate |
[ Enable T4 Schedul schedule [] Don't activate Door Alarn when controller disarmed
nable chedule

0ot O TR t ¥ ] Enable Door &larm indication on internal buzzer
2rm. az the zame mode 3z term.

Cizable unwanted |

T4 Schedule Events —
- ) ) events
Always in Default T Mode [] Disable Request Ta Exit event
[ Digable Forced Entry event
[[J Enable T&A mode setting by [<][#]
[~
[*][#] command (steady [ Disable events from input confiqured to option no, 13
change) can be secured
by password
I Ok l [ Cancel ]

DURESS CODES - Duress entry - If the user enters his/her PIN code, which differs from its
original form by "one" (plus or minus ), controller interprets it as a duress code entry. When Duress
entry occurs the [DURESS] event is generated and FORCED ENTRY alarm will occur.

Example:

The original code is [4569], entering [4568][#] or [4560][#] is treated as a duress entry.

Note: For proper recognition of duress entry, the PIN codes of individual users should differ one
from each other at least by a

value of +/- [2] on the last significant digit.

The Duress signalisation can be deactivated by PR Master software.

Terminals ID=0 and ID=1 have the same T&A Mode - If option is active events registered on
terminal ID=0 have the same T&A status a as events registered on terminal ID=1 (no matter if
event was registered on terminal ID=1 or ID=0 they have assigned the same T&A status which is
actually assigned for terminal ID=1). Generally, this option is dedicated to situation when controller
is integrated into system which utilize another card standard (e.g. HID, Mifare), in such a
configuration T&A Mode might be changed on controller (using keypad, input line or time
schedule) but identification will be performed on remote Wiegand interface reader connected to
Clock and Data lines.

External modules

e XM-8 module

Controller PRxx2 series may operate with one or two remote XM-8 I/O modules connected via
Clock and Data lines. PRxx2 enable

operation with XM-8 as elevator control interface. The first XM-8 module (address ID=38) is
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dedicated to control access to floor 1-8, the

second one (address ID=9) controls access to floors 9-16. Each time a successful
identification is made controller determine to which floors has access particular user then
activate some of XM-8's relays, relays remain active until input line assigned to option Clears
all outputs on XM-8 elevator control module(s) is triggered or until next identification is
accomplished and new set of outputs is activated. The operation with XM-8 module(s) is
activated through option: Enable XM-8 elevator control module(s). All outputs of XM-8 can
be alternatively activated by input line programmed to option: Sets all outputs on XM-8
elevator control module(s).

¢ XM-2 module
Controller may operate with one external XM-2 I/O module (address=5) connected to controller
via Clock and Data lines. The XM-2 offers
two relay outputs (REL1 and REL2) and two NO/NC inputs (IN1 and IN2). The REL1 output on
XM-2 is activated/deactivated simultaneously with REL1 output of controller, the second
XM-2's output (REL2) is activated/deactivated simultaneously with controller's |02 output. The
XM-2's inputs are normally ignored but when allowed during controller's setup they can be
used instead of IN1/IN2 inputs located on controller board. Installer may select which input(s)
(local or remote) should be interpreted by controller. Generally XM-2 module is dedicated for
PR302/PR302LCD controllers which normally activate door lock through internal relay, this
relay can be easy accessed by non authorized person. When XM-2 is used, door lock may be
activated not by internal controller's relay but by remote relay output located in secure location,
this increase overall controller's security level significantly. The operation with XM-2 module is
activated through option:
Enable XM-2 remote I/0O expander module. The are two additional XM-2 options:

o Ignore IN1 on controller, enable INT on XM-2 — controller will use remote (on XM-2) IN1
input instead of local (on controller) IN1,
remote IN1 input will have the same function as assigned previously for local IN1 input,
the electrical signals on controller's IN1
line will be ignored.
e Ignore IN2 on controller, enable IN2 on XM-2 — controller will use remote (on XM-2) IN2
input instead of local (on controller) IN2,
remote IN2 input will have the same function as assigned previously for local IN2 input, the
electrical signals on controller's IN2
line will be ignored.

e PSAM-1 module
Controller may operate with one PSAM-1 power supply alarm module (address ID=4)
connected to controller through Clock and Data lines.
The PSAM-1 is an optional part of power supplies offered by Roger, it delivers following data:

e actual DC output level
e |ow battery alert
e battery failure alert

QNote:

PSAM-1 may operate in autonomic or networked mode, when connected to controller's Clock
and Data lines it should be configured to networked mode with address ID=4.

The operation with PSAM-1 module is activated through option: Enable PSAM-1 power
supply alarm module.
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11.5.2.8 Advanced
Anti-passback (APB)

When controller operates together with remote access terminal installer may activate
anti-passback feature. When this feature is active, controller by default should be located on "exit"
side and access terminal on "entry" side of door but this may be changed in Terminal ID1,ID0 tab.
During APB function activity users are obliged to use its identifiers on "entry" and "exit" side
alternately.

There is two types of anti-passback:

e anti-passback hard, (APB Hard)
¢ anti-passback soft, (APB Soft)

ABP Hard/APB soft mode can be switched according to defined time schedule. If the Always time
schedule is selected then only APB hard will be activated, if Never - APB Soft. In case custom
schedule is selected then in defined time periods APB hard will be active, beyond this periods APB
will switch to Soft mode.

When anti-pasback hard is set, the attempt to use the same identifier two consecutive times on the
same entry or exit point will be rejected and Anti-passback violation event will occur, when
anti-passback soft mode is set an attempt to use the same identifier on the same entry/exit point
will be accepted but [Anti-passback violation] event will be generated. The activity of anti-passback
can be reset (initialized) periodically according to reset schedule or manually (using dedicated
input line, key or keypad command). Right after APB Reset each identifier can be used on entry or
exit side, but after this first Card/PIN entry user must use its identifier alternatively on entry and exit
point. Triggering input line, which is configured to Reset APB function, can do the manual reset of
APB function.

QNote:

Location: Entry/Exit of terminal in this case refer to anti-passback function and are not related
to T&A modes.

List of LOCAL SWITCHER users

It's available to define list of LOCAL SWITCHER users (with ID numbers from 999 to 3999) on
every particular controller. Users of this type are allowed to switch controller between
Armed/Disarmed mode. SWITCHER Full and SWITCHER Limited users can not be a LOCAL
SWITCHER, because functions which they perform concerns whole network.

To define Local SWITCHERS:

e click on the Add/Remove Local SWITCHER
¢ add them to the list using buttons: > and >>
e click OK

Option: Conditional Access

If Conditional Access option is activated then normally unauthorized users have access provided
that somebody is already inside the room (it means that at least one user has status: Logged on
Entry). Attendance of user in room authorize to enter. No matter who is inside, authorized person
or user who has entered thanks to conditional access. To enable option select Always or defined
time schedule. If Conditional Access will be realised on single access point then one of controller's
input lines have to be configured as No.60: Reset APB register.

Real Time Clock Test

When controller is powered up, internal clock is not set. By default option Enable RTC test after
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power up is enabled and controller won't start operation until internal clock is properly set. Clock
can be updated automatically in case CPR Control Panel is connected to network or PR Master is
running in Monitoring mode. It can be also carried out manually using command. If RTC test is
disabled and controller's clock is not set device starts up with date: 01 January 2004. In this
situation events are normally registered in buffer but event timestamps are incorrect. It's hardly
recommend to update clock immediately.

Automatic Arming (Auto-arming)

Automatic arming option automatically switch controller to the ARMED mode according to defined
time schedule. Feature allows to specify postponed Auto-arming Delay in case system is not ready
(e.g.room not empty or door not closed), that is, state of appropriate output line indicate that
system is not ready to arm. Postponed delay can be

additionally triggered trough the input line or keypad command. 5 min before auto-arming
controller generate acoustic signal, which informs about turning to Armed mode. It can be disabled
by uncheck Disable buzzer warning before auto-arming option.

Controller properties

107 Dutput 102 Dutput REL1 Ouy f=11] [F2] Key [F3] Key [Fd] Key K.eypad commands
General | Terminal D1 Temingl (D0 || AFE register is updated WHZ | InputIN3 | InputIN4 | Options | Advanced | Timers
_ after door contacts
Anti-passback indicates that door Add/Fiemove LOCAL SWITCHER userls] |
Enable Anti-pazsback became opened
=t of LOCAL SWITCHER users

True APE [with door openning detectidh 1002 GREEMHOUSE ROGER -
APE Hard/APE S oft Schedule: 1444 HAMET BETTY

Always v 1777 PETERSEM AMDREE

1888 STAMDMESS ADAM

APB Hard auxiliary condition: T\

No.255: None — Users with ID

{1000-3993) anlky

APB Reset Schedule:

Mew 4FB Reset Schedule -

Mas. number of ugerz allowed to occupy the room; -~
Mo limit LY

Automatic Arming [Auto-arming)
Default Auta-arming Delay when alarm system not ready:
Ophion:; Conditional Access N
one w

Schedule: ] ]

Never - Postponed Auto-arming Delay [manually tiggered):

Naone
Asihiary condition:

Mo.255: Mone

Access controller B [[] Disable buzzer warning hefore auta-aming

Real Time Clock Test [RTC Test)
Enable RTC test after power up

wan't start work until
the clock is set.

SWITCHER identifier |
disarms controler |
immediately

[uick Disarm

Enable Quick Dizarm function

[ Triple identification of switcher card to toggle OM/OFF

(1] 4 ] [ Cancel
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11.5.2.9 Timers

Timers option allows to define time period for activity of Flag. It's available to define time period
from 1 sec. to 120 min. Flag can be permanently disabled when Flag OFF is selected. If Latch
mode selected then Flag isn't set to ON for defined time period but until next switching.

Flag Timers
LIGHT Flag Tirner

Latch mode L

TAMPER Flag Timer
3 mir, w

A1 Flag Timer

Latch mode "
A2 Flag Timer
Latch mode w

INTRUDER Flag Timer
2 min, w

Timeout of Break Alarm flag

3 min. w

Timeout of Prealarm flag

3 min. w

Tirneout of Doar Ajar alarm flag

3 min. L

11.5.2.10 [F1] - [F4] Key

RACS enables to operate up to four [F1] - [F4] keys. Function activated according to defined time
schedule can be assigned to each of them. Additionally auxiliary condition may control activity of
keys. To disable key select No.0: No function from menu.
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Controller properties
General Terminal 101 Terminal 100 Access Input M1 Input M2 Input N3 Itput M4 Optiohiz Advanced Timers
107 Output 102 Output REL1 Output RELZ Output [F1]key [F&] Key [F3] Key [F4] key Keypad commands

Few [F1] on terminal 100

Furction: MaB8: Set LIGHT flag an V
Tha, mode zet by [F17 keyw on terminal 100 v
Schedule: Aluays v
Auiliary condition: Ma.255: Mone V

Ky [F1] on terminal 101

Furction: to.255: Doar Bell |
TEA mode set by [F1] key on temminal [D1: V
Schedule: Alwaps v
Aagiliary condition: Mo 255 Naone v

I QK. ] l Cancel ]

Most of available functions to which [F1] - [F4] keys can be configured are the same like those in
Input tab, so refer to Inputs IN1, IN2, IN3, IN4 chapter to learn more about functions
Here are description of selected functions:

No.2: Force Door Lock ON

No.4: Key Pressed (event only)

No.58: Set Postponed Auto-arming Delay ON
No.59: Set Postponed Auto-arming Delay OFF
No.77: Set INTRUDER+TAMPER flags OFF

11.5.2.11 Keypad commands

RACS enables to enter commands directly on controller's keypad. It's available to select on which
terminals commands will be accepted. Keypad commands may be allowed for previously defined
list of users. Each of 33 available functions can be activated/deactivated according to selected
time schedule, some of them may require user authorization. Additionally condition for command
my be enabled.

To define Keypad command:

e click on Users allowed for keypad commands
e add users to the list using buttons: > and >>
¢ click OK to apply
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select keypad function from the list

click Properties

check/uncheck User identifier required
choose time Schedule from list
optionally choose Condition

click OK

Controller properties

General Terminal D1 Terminal ID0 Access |nput M1 Input IN2
101 Output 102 Dutput REL1 Output REL2 Output [F1] Key

Usgers allowed for keypad commands

Uszers which are allowed to enter commands from keppad(s]

50 EVERSTONE TOM
55 NOWAK JOHN
100 PIERCE ANN
111 ADAMSEY MARK
222 BLACKBORM JERRY
1444 HAMET BETTY
1777 PETERSEN ANDREE
1888 STANDMESS ADAM

List of keypad commands:

Input IM3 Input IM4
[F2] Key [F3]Eep

Conmands entry

Options
[F4] ke

[[] Commands can be entered on terminal 100

Commands can be entered on terminal (D1

Advanced Timers
K.eypad commands

Function Cormnrmand Authorization | Schedule Auiliar condition B
Mo 15 Reset APE Register requires f Always Mo 255 Mane

Mo 16 Set Thé Mode Code [] - steady change authatization Far Production zane Mo 255: Mone

Mo 17 Set TEA Mode Code [L..] - momentary change For Production zone Mo 255 Mone

Ma.18: Set Pozponed Auta-arming Delay OM [default delay) MHewer Mo 285: Mane

Mo.19: Set Postponed Auto-arming Delay OM [delay 1-255 min.) Mewer Mo 255 Mone

Mo, 20: Set Postponed Auto-arming Delay OFF Mewer Mo 285: MNane

Mo.21: Set LIGHT fag OM Blways Mo 255: None

Mo.22; Set LIGHT flag OFF Always Mo 255 Mane

Mo.23: Toggle LIGHT Hag OMA0FF Mewer Mo 285: Nane

Mo.24: Set Al flag ON Mewer Mo 255 Mone

Mo, 25: Set Al flag OFF Mewer Mo 255: Nane

Mo.26: Toggle AL=1 flag OMAOFF Always Mo 255 Mone

Mo 27 Set A2 flag ON Mewer Mo 285: MNane =
< Change ?

comrmand
Properties properies [ Ok l [ Cancel ]

Most of available functions to which Keypad commands can be configured are the same like those
in Input tab, so refer to Inputs IN1, IN2, IN3, IN4 chapter to learn more about functions. Here ale
list of available keypad commands:

No.00: Set controller ID - [*] [00] [#] [ID]

No.01: Set Date - [*] [01] [#] [DDMMYW] [#] - where: DD - day, MM - month, Y - last digit of
Year, W - day of week, 0 - Sunday, 1 - Monday, etc.
No.02: Set Clock - [*] [02] [#] [HHMM] [#] - where: HH - hour, MM - minute

No.03: Set Card and PIN mode on terminal ID1
No.04: Clear Card and PIN mode on terminal ID1
No.05: Set Card and PIN mode on terminal IDO
No.06: Clear Card and PIN mode on terminal IDO
No.07: Set Normal Door Mode

No.08: Set Locked Door Mode

No.09: Set Unlocked Door Mode

No.10: Set Cond. Unlocked Door Mode
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No.11: Set Disarmed Mode

No.12: Set Armed Mode

No.13: Toggle Armed/Disarmed Mode - switch between the modes
No.14: Restart Controller

No.15: Reset APB Register - clear APB registry

No.16: Set T&A Mode Code [...] - steady change - [*] [16] [#] [NNN] [#] - where: NNN is a
T&A code, e.g. 017 - On-duty Exit (see T&A modes). When entered controller will turn to
specified T&A Mode. The new T&A Mode is set for undefined time (until next command
which will change T&A Mode of controller).

No.17: Set T&A Mode Code [...] - momentary change - [*] [17] [#] [NNN] [#] - where: NNN
is a T&A code. When entered controller will turn to specified T&A Mode. The new T&A Mode
is active till nearest user identification, if during next 8 seconds no identification was
performed controller return to previously selected T&A Mode.

No.18: Set Postponed Auto-arming Delay ON (default delay)
No.19: Set Postponed Auto-arming Delay ON (delay 1-255 min.)
No0.20: Set Postponed Auto-arming Delay OFF

No.21: Set LIGHT flag ON

No.22: Set LIGHT flag OFF

No.23: Toggle LIGHT flag ON/OFF

No.24: Set AUX1 flag ON

No.25: Set AUX1 flag OFF

No.26: Toggle AUX1 flag ON/OFF

No.27: Set AUX2 flag ON

No.28: Set AUX2 flag OFF

No.29: Toggle AUX2 flag ON/OFF

No.30: Set INTRUDER flag ON

No.31: Set INTRUDER+TAMPER flags OFF

No.32: Set Identification mode for terminal ID1

No.33: Set Identification mode for terminal IDO

11.5.3 Send configuration settings to controller

It is recommended to send configuration to the controller after making any changes in controller's
settings. To carry out configuration settings update:

¢ Click on Networks button from operator tools or Edit -> Networks from main menu
e click Update

See also:
Send network configuration

Commands to system
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11.5.4 Diagnostics

Feature enables to perform diagnostics operations of controller. To send diagnostic command
click on [Diagnostics] button in Controllers. Menu box with options will appear:

Compare data
Communication test

Test transmission to CPR.
Test transmission CPR. - PR

Compare data - compares controller settings with configuration in program data base
Communication test - test communication between PR Master and controller

Test transmission to CPR

Test transmission CPR-PR

Results of Communication test:

[ ]

Communication test

Controller 1D: 3
Controller name:  ARCHIVE - exit

Send:
Received:
Conflicts:
Errors;

results - very good, ideal communication, no conflicts nor errors
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= = 1

Communication test

Controller 1D 3
Controller name:  ARCHIWE - exit

Send:
Received:

692
Conflicts:

Errors:

results - average, 60-80% answers may accept, however some conflicts and errors occurred

[ ]

Communication test

Controller 1D: 3
Controller name:  ARCHIVE - exit

Send:
100%%
Received:
28%
Conflicts:
Errors

results - very bad, wrong communication, conflicts and many errors occurred. You should check
controller connection to communication bus.

Transmission to CPR and CPR-PR are carried out in the similar method.

To execute transmission to CPR test you should first specify Baud rate for transmission. It's
recommended to use Negotiate option, which offers appropriate baud rate.
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-

CPR Communication test

Baud rate for test

|3E!4|:||:| M ’ Megotiate baud rate ]
Send:

19% [ Start |
Recelved:

11.5.5 Commands to controller

Once the controller is selected we can send a command to it. After click on [Commands] button

menu with available commands (depend on controller type) will appear.

Clear alarm on controller
Release door
Restart controller and verify version

Set controller to OM mode
Set controller to OFF mode

Set door to [Mormal] mode

Set door to [Unlocked] mode
Update Set door to [Cond. Unlocked] mode

QHDE I Set door to [Locked] mode

Controller status

Reset APE register
Read APEB register

Commands -

Chedk events buffer in controller
Clear events buffer in controller

Show card limits table

SetfClear controller output
Read controller dock

Read DC output voltage
Read PSAM-1 status

On the picture above we have commands for PR402 controller:

Commands:

Clear alarm on controller - shut down controller alarm
Release door

Restart controller and verify version

Set controller to [ON] mode

Set controller to [OFF] mode
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e Set door to [Normal] mode - door always locked, unlock after valid user authorization
e Set door to [Unlocked] - door always unlocked

Set door to [Cond. Unlocked] mode - conditionally unlocked, door locked until first authorised
access granted

Set door to [Locked] - door always locked, no matter what access rights

Reset APB register - causes reset of Anti-passback register

Read APB register - display list of users who log on Exit terminal

Check events buffer in controller - display number of buffered events

Clear events buffer in controller

Show card limits table - display status of limited users, add new limited identifiers
Set/Clear controller output

L o

Output control commands
Cutput line
07 output W
Command

() Set to OM [activate] (¥) Set to reverse
(") Set to OFF [deactivate]

I Set l ’ Cancel

¢ Read controller clock - shows current time in controllers chip
e Read DC output voltage - shows Direct Current output voltage
e Read PSAM-1 status

ﬂ Card usage limit table: Production Hall 1 - exit g@
|L|ser I[|Name |L|sage Limnit | ﬁ Add
444 HAMET BETTY 3
B| 333 EAGLEM AMANDA )
A5 MARCH DalsY Euxcesd
|
v-

11.5.6 Microprocessor Firmware upgrade

Upgrading control software of a device (firmware downloading) is an operation that sends new
version of a control program to the memory of a microprocessor device. This operation is usually
carried out when the device manufacturer releases a new, improved or enhanced version of

firmware. When programming PRxx2 or CPR32-SE new firmware is transmitted via a standard

© 2006 ... Roger Sp. J.
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communication lines (lines A and B of the RS485). The firmware downloading can be performed
directly in the access system in which device runs without a necessity of removing it from
installation place. It can be also de-installed and connected via the UT-2 interface to any other PC
computer, in each cases the RogerlSP program is required to transmit the new firmware to
downloaded device.

Downloading firmware

Below please find a description of successive steps of the downloading procedure assuming that
the controller is an element of a functioning access control system and the new control software
will be transmitted from the level of the same computer, which manages the access control
system.

¢ Run the RogerISP program, select the appropriate communication port (the one to which the
UT-2 interface is connected),

“.-Roger ISP 2.6.0

Exit
OpenCloze
| oMt @ Exit
Select COM port
which is connected
tothe UT-2 FIILL CHIF ERASE | Full programming cocle

| COM1: 9600,8, 1,N

¢ Click on Full Chip Erase, the following communicate will appear:

Info

Fleace jumper on "Download kMode'" contacts then press "uP Rezet buttan, ‘when finizhed click OFK.

¢ Place jumper on FirmwareDownload Mode contacts.
e Press uP Reset button.
¢ Click OK, after the chip memory erasing operation appropriate communicate will appear:

Erase

Flazh erazed.
Remove jumper from "'Download Mode" contacts, then prezs OF.

¢ should remove jumper from Firmware Download Mode contacts and observe a reaction of the
controller. In case when "device is dead" it means that operation is successful and can
continue with procedure. However when device resume it's work and respond (just like before
erasing) you should repeat erasing operation
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¢ Click on Full programming cycle, following message will appear:

Fleace jumper on "Download kMode'" contacts then press "uP Rezet buttan, ‘when finizhed click OFK.

Info

¢ Place jumper on Firmware Download Mode contacts again.

e Press uP Reset button, then click OK.
¢ Program will ask you to select HEX type file with new firmware, when selected click on Open,

Szukajw: | PR302_402v1035 | @l gl

1 . b
PR302+109.5.HEX
PR402v109.5.HEx

Mazwa plku:  |PR302LC0109.5.HE Qtwidrz |
Bliki typu |HE files [* hex] =] Anuu |
Z

e The programming process will begin. On the bottom of the Roger ISP window progress of

sending records will show.
¢ When transmission is finished the following message will appear:

Full programming I
4 oje dokumentyhpral 7 7k, bin

Operation finished - security bits zet
Remove jumper from "'Download Mode" contacts, then prezs OF.

e Remove jumper from FirmwareDownload Mode contacts and click on OK, if controller does
not resume work, it means that programming operation is failed and you should repeat steps
from erasing procedure. However if device resume it's work you can finish flashing process
and exit RogerISP program.

¢ After new firmware transmitting should configure the device from PRMaster software.

é:) Notes
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12

12.1

1. Transmission of new software can by carried out to one or more controllers
simultaneously. However, should remember to realize weryfing steps for each device
individually.

2. If successive attempts to flash the device directly in the access system are not successful
(which may result from some disturbances which exists on communication bus), you should
remove the device(s) and connect it directly to the programming computer.

Monitoring

Generally Monitoring is a working mode of PR Master in which events are automatically
downloaded from buffers and displayed in Monitoring window. It means that all events (access
granted, alarm, communication lost etc.) which occur on controllers are illustrated in real time in
PR Master window. Program operator is able to observe situation in whole RACS system and
additionally supervise devices. When PR Master remains in a Monitoring mode, all occurred
events are immediately appended to the system database. Each type of events are distinguished
with different icon and color. Alarm events are additionally indicated in Alarms window.

By default before execute Monitoring mode all events are downloaded from system buffers and are
appended to the database. In some cases operator may want to review in monitoring window
previously occurred events. To realise it: select Tools from main menu of PR Master -> Options
-> Misc -> check option Events downloaded from networks only upon operator's request
(command).

Blinking belt and data missing means
communication with network lost

Alarm states of CPR

Tamper CPR OFF Low Batt,  AC Buffer
(18-05-2004 10:51:29 Tuesday | @ @ @ @ @
£ Maniering ' d M= =
".::“*:::“ = o e s T AT Taws C°R Bat  AC [
Labmteny - bgect 1 512 2510 (=] - ™ . o -
EVEMIS
B e il
Events S — BRI e e o Lo e
15052008 104750 Acces: deried LABORATORY - exit PETERSEM AMDREE e
18-05-2004  10:4800  CPR: Communication with coSTOREHOUSE )
D 18-05-2004  10:4300  Restart of the controller STOREHOUSE
18-05-2004  10:48:00  [Card+Card] mode tumed off STOREHOUSE
] 18-05-2004 104810 Access granted STOREHOUSE STAMDMESS ADAM
[@ 18-05-2004 104810 Access granted STOREHOUSE GREEMHOUSE ROGER | ™
! ;‘“E ‘;:;.: DURESE E e LAEOR-TIR :: FERCE =HH a-l'::":.l ok wany l:'iu: Laoa gy Zure -
] -
g T Esid Lixai ‘: Alms T [ tegmeat e
(] ITE’ E JnFa FIERCE SHH Dilee o Litensiny - D
Alarms % S e o S
18-05-2004  10:4750  Access denied LABORATORY - exit E.,.. —
18-05-2004  10:48:20  Forced entry QFFICE - exit

[ 18-05-2004

10:48:50

Comrmunication with Terminal 10=0 last

ARCHIVE - exit

View

10:45:30

STOREHOUSE

This menu allows to change view of Monitoring window and run additional options (keyboard
shortcuts F2-F7). Monitoring window consists of two parts: "Events" and "Alarms". Here you can
select columns, which will be displayed in the window.
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Clear [EVEMT] window

EVENT window columns

ALARM window

Show/Hide L v ALARM window On/Off
Clear [ALARM] window

ALARM window columns

Manitoring window filter F2
Alert signalization F3
User login table F4

Access point monitor F5
Controller status F&
View Map F7
Exit

— = IME

&

12.1.1 Monitoring filter

Monitoring filter option allows to select only this events, which will be displayed in monitoring
window. By selecting AND/OR filter mode it's possible to specify type of condition(s). AND mode -
is used when all selected conditions must be realized, whereas OR mode - when one of selected
condition must be realized.

Ewants

v Date

v Ewvent

v Access point
v User/Source
v Group

v Metwork

v Zone

v TA mode

Choose columns of
Ewvents/Alarms list

&

[Ara-iec scoacs TH

Lot clzazd

Dozod acereed

Do dnl i |Locmd] rods
[icon 20 i [Horms | mcde
Dot 3t m |Unkcoked] mode

E e o stesd i ocla B

Ird e detecia el OFF

M it = - I ﬁh:er :::‘::;I:;:ll ak

Lave Saseay woadt 0T
- - . - Loy Statery woa Ok

k onitaring window filter 2q| | Hes sseco o

Hedad detizi CH

Manitaring filker active

Elevezicr ool oup s demeed

Tiraing .ol poizhing i OF7 vaads 7T
Lrzeacies: ol vl zheng o UF

gz Ik

Doz o sl [Coved. Uz b ez e

Faems Do Look to DM |sobies FELTIOR
Fuess Doad Look 1o OH |sstrsme: FELTIOH

Selectfilter mode
iker mode
ORI 0
o)
Fead filter
definitions from
i* frnf) file

Cle

—=

Accezs denied
Dioor ajar

DIURESS Entrance
Forced entry

This ewents will appearin
the monitoring window

Lo ][ cocs |

Controllers

O
] Zones
I

Tk modes

0k || Cancal |

Read ] bSave ] [ Elea!
W

Feset all
definitions

Save filter definitions
to (*.rmf) file

Options description:
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* Read - read filter definitions from external (*.rmf) file
e Save - save filter definitions to external (*.rmf) file
o Clear - reset all settings and disable filter

To define Monitoring window filter:

check Monitoring filter active

select filter mode (type of condition) by clicking radio button

click on one of Active subfilters: Events, Groups, Users, Controllers etc.
add elements to the list using buttons: >and >>

click OK

check box located next to the subfilter button to activate it.

add another subfilter following four previously listed points

QExample:

select filter mode AND/OR

specify Active subfilters

click Events and select: Forced entry, Prealarm, DURESS Entrance and Door ajar
click Zones and select: e.g. Zone X and Zone Y

leave date checkbox unchecked

Description:

1. AND mode selected

Monitoring window will display only this events which fulfill AND condition. It means that event
will be shown in case at least one element from each of active

subfilters will be met. If filter set like in the example Monitoring window will display e.g.
Prealarm in Zone X or Door Ajar in Zone Y.

2. OR mode selected

Monitoring window will display only this events which fulfill OR condition. It means that event
will be shown in case one of defined element in active subfilter is

fulfilled. If filter set like in the example Monitoring window will display all Prealarms, DURESS
Entries, Forced entries, Door ajar and all events in Zone X and

ZoneY.

12.1.2 Events Alert

Events Alert feature enables to specify monitoring pop-up messages which inform about
occurrence of defined events. To specify what kind of events should be alerted define filter
(method of defining is the same like in Monitoring filter).
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Alert Definitions
Alert peting |
[] Adeat acsive Trap alarm =
15-11-2004 14:18:50]

Fikesing mode Tam Ewverstone arrived! iz

O oA e,

- tMessage box, which will indicate
WD .4 in the rmonitoring window

Tk, mwders
ction/Mezzage
Tom Everestone arrived |
o)  [o)ow]

To define event alert:

run Monitoring Mode

select Events Alert (F3) from View menu

check Alert Active option

define Filtering criteria

in Alert Action field type short message, which which will inform about occurred event.

To define more detailed Alert message you can utilize following variables:

%u - user

%g - group

%e - event

%c - controller

%s - subsystem
%n - go to new line

@Note:

Use variables if you want to make messages more precisely. It's especially useful when many
filter conditions are defined.

12.1.3 User login table

User login table shows, on which of controllers user was logged lastly. Feature is helpful especially
when you need to find current user location and you don't want to browse long event list in
monitoring window. I's possible to arrange logins list in defined order, and additionally enable T&A
mode filter.
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73l User last login table, started on: 17-11-2004 11:23:12 Wednesday M=%
_ _ . Date.-"Tirne f—‘-.u:u:ess poirt
A0|EWVERSTOME TOR Securby Group 2004-05-2511:15:00 (STOREHOUSE
A5 MOWAK JOHN Office Group 2004-05-2511:14:50 | OFFICE - exit
100 FIERCE AMM Office Group 2004-05-25 11:15:40 ARCHIVE - exit
333 STANDMESS ADAM Production Shift 2 2004-05-25 11:15:20 ARCHIVE - exit
.{ > . > J
Afrange T&A mode Find name Feset
Uger s | Al Tas modes E] everstone
Arrange
users by ¥
T&A mode filter =
& Entrance Al
& Exit
&7 On-duty exit (ODE)
& Mo TRA (Ignored for TAA)

& Lunch break
(1]

Cancel

QNote:

1. If the list of users is very long you can enter name of user in Find option.
2. To quick open User login table use F4 key in Monitoring mode.

See also:

Monitoring filter
Define trap

12.1.4 Access point monitor

Access point monitor allows to observe movement of users on selected access points. When
option is enabled user identification on selected access point(s) causes displaying information of
system user (watch the screenshot below). Person who monitors access point(s) is able to
compare user on the passage with photo which is displayed in the window. In case [Only users
login] option is checked, information about registered users will be showed only, whereas
unchecked, three consecutive attempts of entering an unknown identifier on one of controllers will
cause obtaining "Prealarm" event.

1. The feature may be used in systems where some group of users has no access rights to enter
and door are opened after verification carried out by other person. It means that other authorised
person release door for user after he compare his/her face with assigned photo.

2. Feature can be also utilized in Access Systems where cameras are installed. It gives ability to
monitor many remotely located access points. In this case images from cameras which are
installed on the passages are displayed on the separated display(monitor) and can be compared
with user's data.
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rnﬂ Access point monitor g@w

Maoritared access paints:
&7 LABORATORY - exit

[T OFFICE - exit
T ARCHIVE - exit Selectaccess
[T STOREHOUSE points to manitar

EF LABORATORY - entrance
&F OFFICE - entrance

[T ARCHIVE - entrance

[T STOREHOUSE - entrance

Access point

Ewent

Lzer name
PIERCE AMM
Uszer D

100

Time
When checked shows |14:34;1EI
registred logins onky. not
checked - three
consecutive attempts of |':'f”'3E Group
entering an unknown _
identifier will cause [ ] Keep window on top

obtaining "Frealarm" [#] Fit bos:

Eroup

Uzer login(z] anly

12.1.5 Controller status

Controller status feature enables to observe controller's states, such as Door mode, Identification
mode, Input and Output lines states. From this level you are only able to monitor, sending
commands or changing appearance are not allowed.

@Note:

Data in the table is refreshed every 6 seconds. Occurrence of BD, means NO DATA.

© 2006 ... Roger Sp. J.



102 PR Master 4.2 manual

Communication between CFR

and contraller
Ei Bntroﬂer status —

Cantroller Dioar mode |Identifization ] T eminals ID0/ID1 |Input condition | Doar condition| PR Ping | CPR-PR Ping| [OM/OFF] Made [
PR302LCD 250400124310 [[Marmal] [Default] Abzent f Abgzent  Off /O / Off / MA | [Door Open]  OK 0K OFF Maode
Production Hall 1 - exit [Marmal] [Default] Abgent Qff / Off / Off / Mé [Door Cloged] 0K ak. 0N tMode 3
Office 2 - Exit [Marmal] [Default] Ahsent / Abzent | Off / OFf / Off / M&  [Door Closed] 0K ak. OFF Maode

£

(A Activity of Input lines:
[ k.eep window on top On -triggering state
—_————————————————————— Off - narmal state

12.1.6 View map (Graphical View)

Graphical View feature enables to monitor status of selected controllers on the custom background
image. Thanks to this option devices which are represented by icons may be positioned in
specified places of loaded image (object scheme or building map). It helps to identify and for
example immediately send command to a particular controller.

raphical

Production Hall 1 - exit
=[a s

]

After right mouse click
pull down menu with
commands

-
Controller status = |:| O %

Cancel controller alarm

Release door

: Switch to ON mode
After left mouse click Switch to OFF mode
shows all panels
Chedk door mode

Laboratory
Set [Mormal] mode

Set [Unlocked] mode
Set [Conitional Unlocked] mode
Set [Locked] mode

— = Input [IN1] (OFf)
"= Input [IN2] (OFf)
"= Input [IN3] (O}
{0 Door Mode ([Mormall)

&, ident. Mode ([Default])

i& Terminal ID=0 {Not available)
&7 Terminal D=1 (Absent)

“When checked - enter
editmode. unchecked -
wisual monitaring mode

| Chooseiconto edit

Customize lcong

Add leon Remove [con Load Image Clear Image

To carry out Graphical View configuration:

check Edit mode box

click Add icon

in the next window select controllers which you want to monitor by checking boxes
click Add selected

click on Load image to set background
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12.2

You may as well finish configuration and uncheck Edit mode to start monitor. But sometimes it's
necessary to customize controller's icons. To carry out customization of icons you have to enter
Edit mode. To edit Icons click on Customize Icon button, the following window will appear:

Icon Customization

X

Preview:

Controller Info Text
_—

P i [ 7 EL7? 2
-@) P <7 07 B2 617

Twpe description .

ok || cance |

Backaround Shape: Show Panels: of inputlines
Type: Rectangle v [nput 1 Door Releaze
Brush Color. | 1|+ Input 2 Light ON
Brush Style: | Salid V [ Input 3
Pen Color: e —— V’ Door Mode
: ' If unchecked -
Pen Style: Salid v ific:ati :
en Shyle Rl Identification Mode| . displayed
Pen'width: 1 |5 [ Terminal 0 in controller's
A . lcon
Background T earnitial 1 :
seflings Set Fant

To run monitoring mode uncheck Edit mode.

- To view expanded mode of icon with all panels click left-mouse on it
- To send command to controller click right-mouse on icon and select command from menu

See also:
Controller status

Commands

To execute command in monitoring mode:

¢ select category: Controller commands, Zones commands or System commands
¢ select appropriate controller or zone in the next window (if command send to system click OK

to confirm)

¢ click on the button with a name of the command
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12.3
12.3.1

Controller commands

Zones commands P/
System commands P —

Clear all alarms
Set system cocks

Tools
Operator rights

Controller status

Clear alarm

Release door

Set controller to Disarmed mode
Set controller to Armed mode

Check Door Mode

Set door to Marmal mode

Set door to Unlocked mode

Set door to Cond. Unlodked mode
Set door to Locked mode

Reset Anti-Pass Back
Lger attendance register on controller

Controller output control
Read controller RTC

Read battery valtage
Read PSAM-1 module data

Set controllers to Disarmed mode
Set controllers to Armed mode

Set doors to Normal mode

Set doors to Unlocked mode

Set doors to Cond. Unlocked mode
Set doors to Locked mode

Send command to
selected controller

mend command to
swstermn or selectad
zone

This feature allows to define access rights to the monitoring window menu for selected program
operator. Configuration consist in checking boxes which means menu items of monitoring window.
When finished click Apply to save changes.

In case only ADMIN is defined, you have to add new operator:

e close this window,
¢ close monitoring window

e Select Tools from main menu and -> Program operators

e Click add button

© 2006 ... Roger Sp. J.



Monitoring 105

-

Monitoring window access menu

Select Operator;

DI

GUARD

Select menu
iterns allowed for T
selected operator

Enable or dizable acceszs to menu items;

I tvfiew | &Clear [EVEMT] window
I #fiew | BEVENT window columns
I tview | SALARM window OnsOf
EF view | Chlear [ALARM] window
5 tiew | ALARAM window columns
& tiew | &Monitoring window Filter
I #fiew | Alerkt signalization

I #view | &User login table

[T #view | Accebss point monitar

I #vfiew | Chontraller status
IF Ediew | Bview Map

I &Commands | Contraller commands
I &Commands | Zones commands
I &Commands | Svstem commands

Select All

IIm

Clear Al

FiCommands | Clear &l alams

Apply

& tCommands | Set system clocks
& 4.Toolz | D&nline report
I &Tools | % vents mail configuration

]9

Cancel

12.3.2 Online reports

This function enables to generate online reports. When option is activated events are immediately
send from RACS system to all defined destinations. It's possible to specify filter settings for each of
defined destinations. Configuration of filter is carried out the same like in Monitoring filter.

To activate filter you should:

e click on Report Filter tab

e check Online Report Filter active box

¢ set filter mode and criteria

Feature is very useful especially when operator wants to print all or particular events, or to save
events in remote directories. It's possible to define many printers, files and ports if needed.

© 2006 ... Roger Sp. J.




106 PR Master 4.2 manual

[ ]

Online Reports settings

Fieport destination |

R eport destination:
HF Lazerlet SL PCL an FILE:

E YSERYERZ003ME wchangehrepigrt. bt

7 EDMh3 File on remote PC
Srkles sl connected to local
d hetwork

data to serial printer

’ Add printer l [ Add file l ’ Add part l Delete zelected
[ ]&ppend "end" mark on each line Customize
’ Event filter zettings event filter ’ Ok l ’ Cancel l

See also:
Monitoring filter

12.3.3 Events mail configuration

The option allows to send all or filtrated events in e-mail message.
To enable this feature:

check Output filter active
define events in Active subfilters field
click on Account configuration button

configure account (e-mail account configuration is carried out the same like in XML reports
and e-mail function)

Once finished you can test your settings by click on Send test e-mail now.
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Events mailing configuration

COutput mail filker

Olutput filker active

Filker mode:

) OF mode

(#) AMD mode

E-rnail:

zettings:

Active subfilters

O Comm ) O Coms)
O (Zom

A Dioor types

Account configuration ]

’ Send test e-mail now ]
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13 Events

Events history (or events registry) feature displays filtrated or all events stored in system database.
From this window events may be directly exported to CSV or T&A report.

ﬂ Events History E]@

E\-’E| Mo. | Drate | Time | Event | Access point Uszer/Source Group |Zone A
AL 372651 2004-05-13 100730 APE Reset PR302/132.1/0003/763 Cartroller Input [DEFALIL
B (372852 2004-0519 100730 APE Reset PR302/132.1/0003/763 Cantroller Input [DEF&LL
i 372653 2004-0519 100740 No & Low Battery ON PR302/132.1/0003/763 Cantroller Input3 [DEF&LL
) 372854 2004-0513 10.07.40  No.6: Low Battery OFF PR302/132.1/0003/763 Cantroller Input3 [DEF&LL
[ (372855 2004-05-25 [0%:31:40  Access Granted PR302 LCD/132.1/0001/545_GREENHOUSE ROGEProduction Shift 2 [DEFAUL
[ 372856 [2004-05-25 0%:31:50  Access Granted PR302 LCD/132.1/0001/545_PIERCE ANN Office Group [DEFALL
[ 372857 [2004-05-25 (093200 Access Granted PR402/132.1/0002/154_T1 |PIERCE &NN Office Group [DEFALL
[ 372858 [2004-05-25 09:3270  Access Granted FR402/1321/0002/154_T0  |PIERCE ANN Office Group [DEFALL
h 372859 2004-05-25 093330 Commurication with Terminal ID0 restored PR302 LCD/132.1/0001/545 [DEF&LL
€ 372860 20040525 09:33:30  Restart of the contraller PR302 LCD/132.1/0001/545 [DEF&LL
372861 2004-05-25 033330  Card and PIN made for Terminal D7 tuned OFF PR 302 LCD/132.1/0001/545 [DEFAULL
h 372862 2004-05-25 093330 Commurication with Terminal ID1 restored PR402/132.1/0002/154 [DEF&LL
fh 372863 2004-05-25 093330  Commurication with Terminal IDO restored PR402/132.1/0002/154 [DEFALL
¢ 372864 20040525 09:33:30  Restart of the contraller PR402/132.1/0002/154 [DEF&LL
372865 2004-05-25 033330  Card and PIN made for Terminal D7 tumed OFF PR 402/132.1/0002/154 [DEF&LL
372866 2004-05-25 033400  Battery Failure PR402/132.1/0002/154 [DEF&LL
372667 20040525 093410 Access Denied PR402/132.1/0002/154_T1 PIERCE &NN Office Group [DEF&LL
[ 372865 [2004-05-25 0%:34:20  Access Granted PR402/132.1/0002/154_T0 |MASTER ROGER Mo group] [DEF&LL
{7y F720EA DOIANE0R 093430 Access Denied PR402/132.1/0002/154_T0  PIERCE &NN Office Group [DEF&LL
{7 372g Eachofevents I access Deried PR402/1321/0002/154_T1  |PIERCE &NN Office Group [DEFALL
(7 72q Are dintinguished by oo perjeq PRA02/1321/0002/154_T1  PIERCE ANN Office Group [DEFALIL
s ;""L:g';{?::; 10 Communication with Terminal (D0 restared “NOT FOUND* (1) [DEFALIL
(’) 372y Y/ walles W Restart of the contraller *MOT FOUMD= (0] [DEFALIL
IV 2Errumrnrzmwomrs]  Card and PIM mode for Terminal 1D turned OFF *WOT FOUMD* (0] [DEFALIL
h 372675 2004-05-25 0%:37:40  Commurication with Terminal ID1 restored PR402/132.1/0002/154 [DEF&LL
h (372676 2004-05-25 0%:37:40  Commurication with Terminal ID0 restored PR402/132.1/0002/154 [DEF&LL
(4] Ssveeventsto  WTE.o TRA events and B

)
51
A\ £ \ —
’ Ewents report ] ’ T&A Report Special Reports + Exit

Events: 1285

(*.cav) file or Print

Customize Filter generste repart

Filter

See also:

CSV Report

T&A Report
Attendance in area report

13.1 Filter configuration

Filter configuration feature enables to specify which of events stored in RACS database you want
to review. Once Filter active option is disabled and you click OKbutton, Events history window
with all registered events will appear. By selecting AND/OR filter mode it's possible to specify type
of condition(s). AND mode - is used when all selected conditions must be realized, whereas OR
mode - when one of selected condition must be realized.
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[ am o

Filter Configuration
Filter settings:
Eilizr atie Active zubfiters
0
Filker mode
O nose 0 0
() AND mode
0
L] | TeaMode
2004-0517 v []| 2005-12-22 v
Read ] ’ Save ] [ Clear ] ’ ] ” Cancel

Options description:

* Read - read filter definitions from external (*.rmf) file
¢ Save - save filter definitions to external (*.rmf) file
o Clear - reset all settings and disable filter

To define Monitoring window filter:

¢ check Monitoring filter active
¢ select filter mode (type of condition) by clicking radio button OR/AND mode
¢ click on one of Active subfilters: Events, Groups, Users, Controllers etc. Similar window

will appear:
Events
All Selected
AL Lost Alarm OFF Access Denied

AL Laost Alarmn DM click to move .
Access disabled because of APB selected event

AFE register cleared for a uger Controller Dizarmed
AFEB regizter zet to ENRY mode | Door clozed

AFB reqgizter zet to EXIT mode Door opened

AFE Reset
APE violation
AL Input OFF
ALK Input OM :
e FI:Ilag OFF click to move
&10%1 Flag OM all ewvents
ALX2 Flag OFF

ALIK2 Flag OM

Battery Failure

BELL

Card and PIM mode

Card and PIM mode for Terminal 100 tumed OFF

Card and PIMN mode for Terminal 107 tumed OFF |
Card and PIM mode <&t far terminal ID0 w

Access Granted
Controller Armed

ak. ] [ Cancel
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add elements to the list using buttons: > and >>

click OK

check box located next to the subfilter button to activate it.
add another subfilter following four previously listed points

Optionally it's possible to set start date and end date. This option allows to review events which

happened later than defined start date and also review events which happened earlier than defined
end date. If both checked then list of events of time period from start date to end date is displayed.
You don't have to activate subfilters when only date settings are required, option works separately.

QExample:

select filter mode AND/OR

specify Active subfilters

click Events and select: Forced entry, Prealarm, DURESS Entrance and Door ajar
click Zones and select: e.g. Zone X and Zone Y

leave date checkbox unchecked

Description:

1. AND mode selected

Events history window will display only this events which fulfill AND condition. It means that
event will be shown in case at least one element from each of active

subfilters will be met. If filter set like in the example Events history will list e.g. Prealarm in
Zone X or Door Ajar in Zone Y events.

2. OR mode selected

Events history window will display only this events which fulfill OR condition. It means that
event will be listed in case one of defined element in active subfilter is

fulfilled. If filter set like in the example, Events history will list all Prealarms, DURESS Entries,
Forced entries, Door ajar and all events in Zone X and Zone Y

events.

13.2 CSV Report

This option allows to generate (*.csv) events reports which consist of all or filtrated events. CSV
reports can be reviewed in MS Excel software.
To configure events report:

select report columns by clicking boxes,
choose columns'’ separator

select location and type name of file
click OK

QNote:

1. By default all columns are unchecked, so remember to select appropriate boxes before
generating report.
2. To open CSV report in MS Excel it's recommended to follow these steps:

e click File -> Open from menu
o select file type: text files (*.prn, *.txt, *.csv)
¢ select CSV file and click OK
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4l Events report options
Select what data must be reparted Calumn zizes \
__~ Columnz' zeparator
& Evant code 20 [
& Date all O . [commal) O <TaB>
& Time 20 |
7 Unigque event 1D 20 | =
F Eventname 20 () ; [zemicolon) () DEC code
7 UgarlD I
T TaA D 20 @ o] P
& Uzarname 20 + [zolan .
) YWhen enahled b
& cores ot e 20 e planelieps
F7one D 5 [ Create columns | Columns will be added
& Zone 20 | [¥] Append header ta each repart
7 Groun 1D an >
[ All ] ’ Edit column zize I K Colurnn order D ’ Date/Time format settings. .. ]
Events file name . Eresiew and i
C:hreportshevent_report.cay Frint report @
3 3
Mame and path of Click ta change calumn ;
evants (*.cev) file il = [ Frint ] ’ Ok, ] [ Cancel ]

13.3 T&Areport

This feature allows to generate RCP report which enables to export data from PR Master to
external payroll software. Report includes only these events, which have influence on T&A
registering. All Access Granted events with No T&A mark are ignored and excluded from the list.
Listed events are distinguished in varied colors, it helps to review T&A events.

Here is description of T&A events:

e red font - Entrance

e green font - Exit

e blue font - On-duty exit (ODE)

e black font, red background - custom T&A mode (codes with ID from 50 to 254)
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3] TRA Events =] %
D ate I Tirne I Ewvent Controller Ll zeq |m
200581102 (076610 |Access Granted PR302 LCD Reader ID0 | Ueer33n LserdSi
2005-11-02 | 075610 |Access Granted PR3I0Z LCD Reader IDD | UserSdn UserSdi
2005-11-02 075640 |Access Granted PR40Z Reader D0 |zerbdn Learbd
200517102 |07EERD Access Granted PR402 Reader D0 | zerEbn | zerEhi
20058-11-02 | 076700 |Access Granted PRA0Z Reader D0 | zerBBn L zarBEi
2005-11-02  14:47:30  |Access Granted PR302 LCD Reader 101 |zerbdn earbdi
200517102 |144210 Access Granted PR202 LCD Reader D1 | zerEbn | zerEhi
20051102 144230 Access Granted PR302 LCD Reader D1 |lzerEEn L zerkhi =
2005-11-02 | 14:42:00  |Access Granted PR402 Reader [0 I1zer33n Ueerdi
2005-17-02 1 14:43:10  |Access Granted PR40Z Reader 1D Izerin Ueer5?
200517103 |0701:20 Access Granted PR202 LCD Reader IDO | Uszer33n Userdqi
20058-11-03 070210 |Access Granted PR3I0Z LCD Reader IDD | Userbdn Userb7i
2005-11-03 120720 |Access Granted PR302 LCD Reader 101 Izer3an Ueerddi } |
20051103 120840  AccessGranted ~ PR302LCD Reader D1
200581103 133110 |Access Granted PR302LCD Reader ID0 |Userh?n User57 [ oystom TRA
20051103 (123230 Access Granted PR302 LCD Reader 101 zerSdn Uzersyi mode
2005-11-04 073450 |Access Granted PR30Z LCD Reader IDD | Userbbn UserEEi
20051104 073500 Access Granted PR202 LCD Reader IDD | UserBdn Userbdi
20058-11-04 | 07:35:00  |Access Granted PR30Z LCD Rea i
Click to generate | M
3| T&A repart (2]
] Cancel

To generate T&A report:

¢ Click OK;, the following window will appear:
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-,

Save T&A report

2Jes

daoku

Maje da

48

Maj komputer

b |

Fapisz w: | |9 Access Control System 4.2

v @ @ @

___ I Configs
{ 2) IChData

Maje biezace | DBIndexRepairTool

merty | |[C)Events

- IChLanguage
@ ICPhotos

Pulpit Sxml

bumenty

Majel

compatible with waur
payroll software

'. Select TAA format |FEDDFt-FCD

Fapisz l

€15 Singapare (" rcp)

<] =

Anuluj ]

RCP - Polman (" rcp)

Agrobex (" rop)
Symfonia RCP (" rcp)
SDF Singapore (*rcp)
CIS Singapare ".rcp)
Sylcom (".rcp)

Gratyfikant - INSERT ("rcp)

¢ select destination folder and type a Name of file

e Select

format of T&A report,

¢ click Save

RACS enables to generate report files in following formats:

e RCP - Polman (RcpAccess Pro+, Net+)
o Gatyfikant - INSERT
e Agrobex
e Symfonia RCP
e SDF Singapore
¢ CIS Singapore
e Sykom
See also:
T&A Modes
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13.4

Attendance in area report

Attendance in area report is used for calculation of total job hours in defined area. Total
attendance time is calculated on base Entrance (access granted registered on Entry point) and
EXxit (access granted registered on Exit point) events.

To generate attendance report:

choose from the main menu Reports -> Attendance

specify time range From/To (date and hour)

select User group

select T&A area (defined by user -Edit -> Attendance)

specify maximal acceptable attendance period (do no set 00:00)
click on Refresh to see applied settings

Attendance report can be printed - Print or saved into formatted (*.rtf) file - Save. It's available to
select type of rtf report:

Normal (summary attendance in area) - report contains only total attendance time of users
Detail (summary and detail users attendance in area) - report contains total and detailed
attendance time of users

ﬂ Users attendance in areas @
Enter a time range for attendance repart;
From: | 2004-05-26 s | 00:00:00 5 Too | 2004-05-25 || 194331 3
Select Attandance Area; tax. acceptable attendace perod:
Mame: | Laboratory Area kd Maw. time; | 19:00:00 [
| Totalattendance time | R~
|User D |User Name |TaA 1D | Tirne Thh:mi:sz) M  Click here to
4 333 EAGLEM AMAMDA, R3R4E7 06:24:50 apply changes
444 HAMET BETTY 33150 06:26:30
555 MARCH DalsY 93351 05:50:50
777 PETERSEM AMDREE 3637 040710

wes -when changed

Frirt l [ Save l/@fﬂ' selected l [ Clogze

Yiew all attendance time
petiods of selected user

In case in the Time (hh:mm:ss) field ? sign occurred it means that program hasn't received
Entrance or Exit event. It's recommended to modify it by [View selected] button and enter missing
date and hour.
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13.5

14

ﬂ User Attendance in Area @
Uszer ADAMSEY MAREK From: 2004-09-001 05:0252
Area: Labaoratany drea To: 20041007 051223
TIME [hh:mm:ss): 10:21 :59—% Vait] EiEncEnce ;
time
Entry into Area; | Exit from Area: | TIME [hh:mnm g=]; tdodified 1]
20041005 08:171:30 20041005 121200 04:01:30
2004-10-05 134640 2004-10-05 134800 00:01:20
1200410406 08:02:30 2004-10-06  09:51:10 07:48:40
20041006 11:01:00 20041006 15:31:20 0d:30:20

Edit selected
time period

Frirt l [ Save ] [Edit selected Cloze

You can disable incomplete time periods, by checking Ignore incomplete data option. In this case
only completed time periods will be taken into consideration.

Reports

This feature allow to generate "ready to print" reports. Reports concern all system domains
(Groups, Users, Zones, Networks, Controllers). They cannot be edited nor saved. It's only
available to preview just before printing.

System with/without CPR

Networked operation with CPR

When PRxx2 type of controller operates in networked system together with other controllers and
CPR control panel, events are continuously transferred from all controllers to CPR internal buffer.
When connection with CPR is broken controllers automatically move to autonomic mode and store
events in theirs internal memory banks, after communication with CPR is restored controllers
return automatically to networked, in both cases controllers retain theirs full functionality (no
functionality is lost or reduced). During normal system operation CPR synchronize real time clocks
of all controllers and stores events which occurred in system. Events stored in CPR and eventually
in controllers’ buffers can be manually downloaded to PC database or will be downloaded
automatically anytime monitoring from PC is started. Older types of controllers PRxx1 series don't
have ability to store events. Devices of this type must operate with control panel. CPR manages
access rights on the PRxx1 controllers and store system events.

The main advantage of networked system equipped with CPR is that events which have been
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occurred on controllers are instantly transferred to remote “secure” buffer in CPR and that CPR
continuously synchronize clocks on all controllers so even after long time period controllers’ clocks
have the same time.

Networked operation without CPR

When computer is connected to access control system and monitoring window of PR Master is
active, events are continuously transferred from controllers to PC database. When PR Master
operate with monitoring window deactivated, events are stored in controllers’ internal buffers and
can be later transferred to PC using interactive command or will be downloaded automatically
anytime monitoring window is

started.

Main advantages of networked operation with CPR;:

e CPR continously collect events and stores in a safe buffer (256 tys. events)
¢ CPR continously synchronize real time clocks of all controllers (even after long operating time
controllers' clocks have the same time set)

Disadvantages of networked operation without CPR:

e if network is connected trough UT-4 interface, CPR causes additional communication time
delays

e when many access controllers with internal buffers (more than 8) are connected to network,
control panel's buffer is filled much faster.

QNote:

1. When controller (PRxx2) detects activity of CPR control panel or PR Master is running in
monitoring mode it moves automatically to networked mode and vice

verso,when no CPR exist in access network or monitoring mode disabled controller moves to
autonomic mode.

2. Utilisation of CPR control panel is optional and depends on system requirements.
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