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PR Master Application Programming Interface (API)
The PR Master is a managing program for the Roger Access Control System (RACS). The PR Master offers an API which enables following operations:
· creation, reading, updating and deleting of the RACS database

· import of events from RACS database

· sending commands to the access system

· online (live) monitoring of the access system 

The PR Master API was implemented in COM (Component Object Model) technology and operates as an Ole Automation unit. The PR Master API can be used only when main program (PR Master) is running. 
After first installation of the PR Master the Type Library is registered in the PC’s operating system, this library includes all defined API interfaces. In order to use the PR Master Automation API it must be imported to programming environment (below, you might see example how to import to Delphi).   
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The majority of the API functions are using parameters in XML format. Those XML parameters have the same structures as XML data generated by the PR Master when exporting database to XML files (PR Master menu File/Export...). Below you will find two examples of XML data.

Example 1:

function GetSchedulesXml( [out] xml: String): Hresult;
This function returns data which contains definitions of all time schedules defined in the access system. Returned data is composed of two tables (Schedules and Time Zones) which also exist in PR Master database. For example function may return following result:
<tables>


<table name="Schedules"> //beginning of a “Schedules” table


<fields> //list of table’s columns (name and type)



<field name="ScheduleID" type="Integer" />




<field name="Name" type="String" />




<field name="Custom1" type="String" />




<field name="Custom2" type="String" />



</fields>



<rows> //list of records in Schedules table



<row>





<f>0</f>





<f>-</f>





<f>null</f>





<f>null</f>




</row>




<row>





<f>1</f>





<f>Zawsze</f>





<f>null</f>





<f>null</f>




</row>




<row>





<f>2</f>





<f>Nigdy</f>





<f>null</f>





<f>null</f>




</row>




<row>





<f>1000</f>





<f>Zawsze w domyślnym Trybie Rejestracji RCP</f>





<f>null</f>





<f>null</f>




</row>




<row>





<f>1010</f>





<f>New T&amp;A Mode Schedule (1)</f>





<f>null</f>





<f>null</f>




</row>




<row>





<f>2000</f>





<f>Nigdy</f>





<f>null</f>





<f>null</f>




</row>




<row>





<f>2010</f>





<f>Nowy harmonogram Zerowania APB (1)</f>





<f>null</f>





<f>null</f>




</row>



</rows>


</table> //End of Schedule’s table
<table name="Time Zones"> //Beginning of the Time Zones table


<fields> //List of columns (column’s name and type)



<field name="ScheduleID" type="Integer" />




<field name="Day" type="Integer" />




<field name="StartTime" type="Time" />




<field name="EndTime" type="Time" />




<field name="Type" type="Integer" />



</fields>



<rows> //lista rekordów tabeli Time Zones



<row>





<f>1010</f>





<f>1</f>





<f>00:00:00</f>





<f>12:00:00</f>





<f>16</f>




</row>




<row>





<f>1010</f>





<f>1</f>





<f>13:00:00</f>





<f>14:00:00</f>





<f>0</f>




</row>




<row>





<f>2020</f>





<f>1</f>





<f>13:13:00</f>





<f>13:14:30</f>





<f>0</f>




</row>



</rows>


</table> //Endo of Time Jones table
</tables>

Those two tables can be exported from PR Master to external file and displayed using standard Window’s XML viewer/editor.
	Schedules 

	ScheduleID 
	Name 
	Custom1 
	Custom2 

	0 
	- 
	null 
	null 

	1 
	Zawsze 
	null 
	null 

	2 
	Nigdy 
	null 
	null 

	1000 
	Zawsze w domyślnym Trybie Rejestracji RCP 
	null 
	null 

	1010 
	New T&A Mode Schedule (1) 
	null 
	null 

	2000 
	Nigdy 
	null 
	null 

	2010 
	Nowy harmonogram Zerowania APB (1) 
	null 
	null 


	Time Zones 

	ScheduleID 
	Day 
	StartTime 
	EndTime 
	Type 

	1010 
	1 
	00:00:00 
	12:00:00 
	16 

	1010 
	1 
	13:00:00 
	14:00:00 
	0 

	2020 
	1 
	13:13:00 
	13:14:30 
	0 


Example 1:

function GetScheduleXml( [in] scheduleID: Integer; [out] xml: String): Hresult;

This function returns data which contains definition of a time schedule with given scheduleID. Returned data is composed of two tables (Schedules and Time Zones) which also exist in PR Master database. For example function may return following result:
<tables>


<table name="Schedules">



<fields>




<field name="ScheduleID" type="Integer" />




<field name="Name" type="String" />




<field name="Custom1" type="String" />




<field name="Custom2" type="String" />



</fields>



<rows>




<row>





<f>1010</f>





<f>New T&amp;A Mode Schedule (1)</f>





<f>null</f>





<f>null</f>




</row>



</rows>


</table>

<table name="Time Zones">



<fields>




<field name="ScheduleID" type="Integer" />




<field name="Day" type="Integer" />




<field name="StartTime" type="Time" />




<field name="EndTime" type="Time" />




<field name="Type" type="Integer" />



</fields>



<rows>




<row>





<f>1010</f>





<f>1</f>





<f>00:00:00</f>





<f>12:00:00</f>





<f>16</f>




</row>




<row>





<f>1010</f>





<f>1</f>





<f>13:00:00</f>





<f>14:00:00</f>





<f>0</f>




</row>



</rows>


</table>

</tables>

Those two tables can be also exported from PR Master to external file and viewed using standard Window’s XML viewer/editor.
	Schedules 

	ScheduleID 
	Name 
	Custom1 
	Custom2 

	1010 
	New T&A Mode Schedule (1) 
	null 
	null 


	Time Zones 

	ScheduleID 
	Day 
	StartTime 
	EndTime 
	Type 

	1010 
	1 
	00:00:00 
	12:00:00 
	16 

	1010 
	1 
	13:00:00 
	14:00:00 
	0 


Type Library Elements

Constance Definition (const) 

Below there are Input Parameters used in API functions except ErrorCodesEnum which are used to indicate errors. 
{

CancelControllerAlarm = 161, 

OpenDoor = 162, 

SwitchToDISARM = 163, 

SwitchToARM = 164, 

CheckDoorMode = 169, 

SetNormalMode = 168, 

SetUnlockMode = 165, 

SetConditionalUnlockMode = 166, 

SetBarriedMode = 167

} ControllerCommandsEnum;

{

ZoneSwitchToDISARM = 143, 

ZoneSwitchToARM = 144, 

ZoneSetNormalMode = 148, 

ZoneSetUnlockMode = 145, 

ZoneSetConditionalUnlockMode = 146, 

ZoneSetBarriedMode = 147

} ZoneCommandsEnum;

{

SystemSwitchToDISARM = 173, 

SystemSwitchToARM = 174, 

SystemSetNormalMode = 178, 

SystemSetUnlockMode = 175, 

SystemSetConditionalUnlockMode = 176, 

SystemSetBarriedMode = 177, 

SystemCancelAllAlarms = 171, 

SystemSetSystemClocks = 150

} SystemCommandsEnum;

{

ConfigurationFile = 1000, 

EventsHistoryFile = 1001

} FileTypesEnum;

{

FunctionNotImplementedJet = 200, 

PRMasterNotInIdleState = 201, 

PRMasterNotInMonitoringState = 202, 

PRMasterIsBusy = 203, 

NotLoggedIn = 204, 

InvalidXmlSyntax = 205, 

DatabaseUpdatingError = 206, 

UnexpectedError = 207, 

InvalidSQLSyntax = 208, 

SystemUpdatingError = 209, 

InvalidParamValue = 210, 

ExecutingCommandError = 211

} ErrorCodesEnum;

{

StateIdle = 5000, 

StateMonitoring = 5001, 

StateBusy = 5002

} PRMasterStateEnum;

{

APBZones = 0, 

Areas = 1, 

ARMZones = 2, 

Event_Names = 3, 

F7Readers = 4, 

FingerprintTemplates = 5, 

FunCards = 6, 

Groups = 7, 

GroupZoneSched = 8, 

Holidays = 9, 

Input_Functions = 10, 

Keyboard_Codes = 11, 

Output_Functions = 12, 

RdrsARMZone = 13, 

RdrsEnterToAPBZone = 14, 

RdrsExitFromAPBZone = 15, 

Reader_Types = 16, 

ReaderProgs = 17, 

Readers = 18, 

ReadersEnterToArea = 19, 

ReadersExitFromArea = 20, 

ReaderSwitchers = 21, 

Schedules = 22, 

Sections = 23, 

Time_Zones = 24, 

Transponder_Codes = 25, 

Users = 26, 

UsersOptions = 27, 

Zones = 28, 

Conditions = 29, 

EventsCache = 30

} DBTableNamesEnum;

{

Master = 0, 

SwitcherFull = 16, 

SwitcherLimited = 32, 

Normal = 48

Normal3999 = 64

} UserTypesEnum;

{

GeneralPurposeSchedule = 0, 

TandAModeSchedule = 1, 

APBResetSchedule = 2, 

DoorModeSchedule = 3, 

IdentificationModeSchedule = 4

} ScheduleTypesEnum;

{

None = 0, 

ReadEvents = 1, 

ClearEvents = 2

} EventsBuffersAction;

IPRMasterAutomation Definitions 

The IPRMasterAutomation is a set of functions which enables: 
· modification of the RACS system configuration
· sending online commands to access system 
· reading of events kept in PR Master database

The result of each function is returned as HRESULT type, which specifies whether the given function was performed successfully or when failed it returns error code. Error codes are defined as ErrorCodesEnum. 
WinApi32: HResultCode(hr: HRESULT): Integer – returns error code
WinApi32: Succeeded(Status: HRESULT): BOOL –function is successful
WinApi32: Failed(Status: HRESULT): BOOL – function failed
Some programming environments (E.g. Delphi) uses individual system which changes COM function’s results into error exceptions. In such cases, when calling specific function, application must catch thread in section try-except type EOleSysError and using HResultCode take error code (see examples in demo application RogerAutomationTest.dpr , note that all functions must be called synchronically).   
interface IPRMasterAutomation: IDispatch

{

HRESULT _stdcall GetPRMasterVersion([out, retval] BSTR * version ); - Returns version of  the PR Master (e.g. 4.2.1.61). 
HRESULT _stdcall Login([in] BSTR operator, [in] BSTR password, [out, retval] VARIANT_BOOL * result ); - Login into a PR Master. Note, that Login is required to call any API functions. 
HRESULT _stdcall Logout( void ); - Logout from PR Master.
HRESULT _stdcall CreateNewConfig( void ); - Clears PR Master database, same as File/New from PR Master menu.

HRESULT _stdcall ImportFromXmlFile([in] BSTR fileName, [in] FileTypesEnum fileType); - Import settings from XML file. Same as File/Import… from PR Master menu.

HRESULT _stdcall ExportToXmlFile([in] BSTR fileName, [in] FileTypesEnum fileType); - Export settings to XML file. Same as File/Export… from PR Master menu.
HRESULT _stdcall GetGroupsXml([out, retval] BSTR * xml ); - Returns definitions of all groups of users.
HRESULT _stdcall GetGroupXml([in] long groupID, [out, retval] BSTR * xml ); - Returns definition of a group of users with given groupID.
HRESULT _stdcall AddNewGroup([in] BSTR xml, [out, retval] long * groupID ); - Creates new group of users and returns it groupID.
HRESULT _stdcall UpdateGroup([in] long groupID, [in] BSTR xml ); - Updates definition of  a group of users with given groupID.
HRESULT _stdcall DeleteGroup([in] long groupID ); - Deletes group of users with given groupID.
HRESULT _stdcall GetUsersXml([out, retval] BSTR * xml ); - Returns definitions of all users in system.
HRESULT _stdcall GetUserXml([in] BSTR userGUID, [out, retval] BSTR * xml ); - Returns definition of user with given GUID number.
HRESULT _stdcall AddNewUser([in] UserTypesEnum userType, [in] BSTR xml, [out] long * userID, [out, retval] BSTR * userGUID ); - Adds new user and returns it ID number and GUID.
HRESULT _stdcall UpdateUser([in] BSTR userGUID, [in] BSTR xml ); - Updates user with given GUID.
HRESULT _stdcall DeleteUser([in] BSTR userGUID ); - Deletes user with given GUID, set field Deleted=True. 
HRESULT _stdcall DeleteAllUsers( void ); - Deletes all users and sets all fields Deleted=True.
HRESULT _stdcall GetSchedulesXml([out, retval] BSTR * xml ); - Returns definitions of all Time Schedules.
HRESULT _stdcall GetScheduleXml([in] long scheduleID, [out, retval] BSTR * xml ); - Returns definition of a Time Schedule with given ID.
HRESULT _stdcall AddNewSchedule([in] ScheduleTypesEnum scheduleType, [in] BSTR xml, [out, retval] long * scheduleID ); - Adds new Time Schedule and returns its ID.

HRESULT _stdcall UpdateSchedule([in] long scheduleID, [in] BSTR xml ); - Updates definition of a Time Schedule with given ID.
HRESULT _stdcall DeleteSchedule([in] long scheduleID ); - Deletes Time Schedule with given ID.
HRESULT _stdcall GetZonesXml([out, retval] BSTR * xml ); - Returns definitions of all Zones.
HRESULT _stdcall GetZoneXml([in] long zoneID, [out, retval] BSTR * xml ); - Returns definition of a Zone with given ID.
HRESULT _stdcall AddNewZone([in] BSTR xml, [out, retval] long * zoneID ); - Adds new Zone and returns its ID.
HRESULT _stdcall UpdateZone([in] long zoneID, [in] BSTR xml ); - Updates Zone with given ID.
HRESULT _stdcall DeleteZone([in] long zoneID ); - Deletes Zone with given ID.
HRESULT _stdcall GetNetworksXml([out, retval] BSTR * xml ); - Returns definitions of all Networks.
HRESULT _stdcall GetNetworkXml([in] long networkID, [out, retval] BSTR * xml ); - Returns definition of a Netwotk with given ID.
HRESULT _stdcall AddNewNetwork([in] BSTR xml, [out, retval] long * networkID ); - Adds new Network and returns its ID.
HRESULT _stdcall UpdateNetwork([in] long networkID, [in] BSTR xml ); - Updates Network with given ID.
HRESULT _stdcall DeleteNetwork([in] long networkID ); - Deletes Network with given ID.
HRESULT _stdcall SendConfigToNetwork([in] long networkID, [in] EventsBuffersAction bufferAction, [out, retval] BSTR * resultMessage ); - Sends settings to all devices in a given Network. The parameter “buffer action” specifies whether the events buffers on controllers must be read or cleared before new settings will be transmitted to the Network.
HRESULT _stdcall GetControllersXml([out, retval] BSTR * xml ); - Returns definitions of all controllers in a system.
HRESULT _stdcall GetControllerXml([in] long controllerID, [out, retval] BSTR * xml ); - Returns definition of a controller with given ID.
HRESULT _stdcall UpdateController([in] long controllerID, [in] BSTR xml ); - Send settings to a controller with given ID.
HRESULT _stdcall DeleteController([in] long controllerID ); - Deletes controller with given ID.

HRESULT _stdcall SendConfigToController([in] long controllerID, [in] EventsBuffersAction bufferAction, [out, retval] BSTR * resultMessage ); - Send settings to controller with given ID. Parameter “buffer action” specifies whether event buffer will be read or cleared before new setting will be uploaded into a controller.
HRESULT _stdcall GetEventsHistoryPeriodXml([in] DATE fromDate, [in] DATE toDate, [out, retval] BSTR * xml ); - Returns list of events (EventsCache) from specified time period.  
HRESULT _stdcall ExecuteControllerCommand([in] ControllerCommandsEnum command, [in] long controllerID, [out, retval] BSTR * resultMessage ); - Sends given command to a controller.
HRESULT _stdcall ExecuteZoneCommand([in] ZoneCommandsEnum command, [in] long zoneID, [out, retval] BSTR * resultMessage ); - Sends given command to all controllers which belong to given Zone.
HRESULT _stdcall ExecuteSystemCommand([in] SystemCommandsEnum command, [out, retval] BSTR * resultMessage ); - Send given command to all controllers.
HRESULT _stdcall ImportFromZIPFile([in] BSTR fileName, [in] BSTR zipPassword ); - Imports system setting from ZIP file, same as File/Import… in PR Master.
HRESULT _stdcall ExportToZIPFile([in] BSTR fileName, [in] VARIANT_BOOL includeConfigurationFile, [in] VARIANT_BOOL includeEventsHistoryFile, [in] BSTR zipPassword ); - Exports system setting to a ZIP file, same as File/Export… in PR Master.
HRESULT _stdcall StartMonitoring( void ); - Starts Online Monitoring. 
HRESULT _stdcall StopMonitoring( void ); - Closes Online Monitoring.
HRESULT _stdcall GetPRMasterState([out, retval] PRMasterStateEnum * currentState ); - Returns status of the application PR Master.
HRESULT _stdcall GetDBTableXml([in] DBTableNamesEnum tableName, [in] BSTR filter, [out, retval] BSTR * xml ); - Returns given database table filtered according to parameter “filter”.
HRESULT _stdcall ExecuteSelectSQL([in] BSTR sql, [out, retval] BSTR * xml ); - Returns data from SQL function (parameter sql).
HRESULT _stdcall ExecuteChangeSQL([in] BSTR sql ); - Executes SQL command (DELETE, UPDATE, INSERT).
HRESULT _stdcall SendUserConfigToSystem([in] BSTR userGUID, [in] EventsBuffersAction bufferAction , [out, retval] BSTR * resultMessage ); - Updates (sends) settings of a single user to all controllers. Same as Quick User Update command in PR Master.
HRESULT _stdcall GetEventsHistoryXml([in] BSTR filter, [out, retval] BSTR * xml ); - Returns events history filtered according to parameter “filter”.
HRESULT _stdcall SendConfigToSystem([in] EventsBuffersAction bufferAction, [out, retval] BSTR * resultMessage ); - Updates (sends) settings to all Networks. Parameter “buffer action” specifies whether events buffers will be read or cleared before new settings will be uploaded into controllers.
};

HRESULT _stdcall EncodeString([in] BSTR str, [out, retval] BSTR * result ); - Scrambles PIN-code given as a value of field Code in XML in functions AddNewUser and UpdateUser.
IPRMasterAutomationEvents
The IPRMasterAutomationEvents interface is used to return events which occur in system when it operates in Online Monitoring mode (Online Monitoring window in PR Master). All functions must be called synchronically.
dispinterface IPRMasterAutomationEvents

{

HRESULT OnMonitoringEvent([in] DATE date, [in] DATE time, [in] long networkID, [in] long readerID, [in] long userID, [in] long groupID, [in] long eventCode, [in] long zoneID, [in] long TandAID, [in] BSTR strEvent, [in] BSTR strAccessPoint, [in] BSTR strUserSource, [in] BSTR strGroup, [in] BSTR strNetwork, [in] BSTR strZone, [in] BSTR strTandAMode ); - Returns event which occurred during Online Monitoring.
HRESULT OnChangePRMasterState([in] PRMasterStateEnum state ); - Returns event which occurred after status of the PR Master program is changed. 
HRESULT OnEventsCacheTableNewRecord([in] long ECID, [in] DATE ECDate, [in] DATE ECTime, [in] long ECCode, [in] long ECUserID, [in] BSTR ECUserGUID, [in] long ECReaderID, [in] long ECDoorType ); - This event appears after new record has been added to events table (EventsCache).
};
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