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About Software

Fingerprint Access Control, Access Control based on biometric solution
from ZK Software is designed to help you with all sol ution which can be
use with access control system to limit the areas where each person is
authorized to go, it might every be good to know where an individual
has been.

Who is still doubt, among various biometric systems, the fingerprint
recognition system takes up most of the market, because it is easy to use
as well as economical and capable of developing various types of
applications. The current software version is Version 2.0 and its main
functions are as follows:

- Multi-terminal networking, real-time monitoring

No matter Ethernet connection or 485 connections, fingerprint
machine can be added into management software. After all
fingerprint machines are added, click Start Monitoring and the
system will start relative monitoring from the first unit to the last
unit.

- Real-time record download

Fingerprint records on each fingerprint machine can be downloaded

in real time. After download, these records will be stored in
database automatically. If there is a attendance software, you can

set database directory of attendance software as directory of the
database to store these records. Then you can check attendance
records at any time.

- Search records and output records in various formats
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When there are many fingerprint records, you can search records.
During search, various condition search functions are defined, such
as ID of fingerprint machine, time period, department, etc. Also
records can be outputted in various formats.

- Upload Access control setting

This function is to upload basic Access control setting and user
Access control setting.

- Department management

After created department, in User Management you can assign
empl oyees to corresponding department.

- User management

This function mainly includes downloading user and fingerprint,
editing user’s information and privilege, creating password for user,
using “U are U fingerprint sensor” to add new user, uploading user
and fingerprint.

- Remote open door

In program, you can click Open Door button to remote unlock the
selected door

-.Synchronizing time

Synchronize time of fingerprint machines.

- Upgrading firmware

Upgrade the firmware of fingerprint machine.

-. Initialize fingerprint machine

In device management, you can initialize fingerprint machine.

Operation procedure steps as follow:
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- Hardware connection

This is the first step. Connect all fingerprint machines and PC
together. Use RS232 cable to connect when distance doesn’t exceed
15 meters. Under the condition of distance over 15 meters, it is
recommended to use Ethernet connection.R$485 cable can be used
for connection when distance exceeds 80 meters and can connect
for 1000 meters maximally.

-. User management

This step is mainly to register each fingerprint machine or upload
users. When there are many fingerprint records, it is recommended
to use “U are U” Fingerprint Sensor to register users first. Then
upload users to each fingerprint machine respectively. In user
management, you can edit employee’s information, create
password for employee and set corresponding privilege.

- Access control management

For Access control, we define that all users areinitialized asinvalid
user. User can become valid user in effective time period only after
user is assigned privilege. So we need to upload Access contral
setting after we finish uploading users

1. Installation and Uninstall

1.1 Installs software

Before installing your software, it is better to shutdown other running
-6-
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application programs, in order to keep away conflict in installing
process.

Note: Maybe some displaying figure does not tally with real
contents please subject with CD you install

Please put the CD with software into CD-ROM, it will be running
automatically and pop-up following interface.

Select Setup Language

Select the language to uze during the installation:

T

[ 8 J[ Cancel ]

Select aninstallation Language, Click Next, enter follow interface
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Welcome to the Fingerprint

System Setup Wizard

Syztem ob your compLber.

continuing.

Click Mext to continue, or Cancel to exit Setup.

T

Access Control & Time Attendance

Thisg will inztall Fingerprint Access Control & Time Attendance

It iz recommended that you close all ather applications before

[ Nest> |[ Cancel

Click Next, enter follow interface:

Haowy will pou use My Program?

Please specify how you would lilke to uze by Program, then click Mest.

(0 Atendance

(3) ihccess contralluse access contral that builk-in devicel

) Fingerprint reader

’ < Back ” Mest > ]’

Cancel

-8-
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This interface fully provide with three way the software apply to, there
use method ability to be shifted by the setting, this software mainly
apply to the access control, soselect theaAccess Control Device as
example, Choose Access Control Device.

Click Next, enter follow interface:

License Agreement
Flease read the fallowing impartant information before continuing.

Pleaze read the following License Aareement. 'ou must accept the terms of thiz
agreement befare continuing with the inztallation.

EMD-USER LICEMSE AGREEMENT FOR THIS SOFTWARE A
Impartant - read carefully: ;

This End-Uszer Licenze Agreement ["'ELJLA'] iz a legal agreement between pou

[either an individual or a single entity] and the mentioned authar of this Software for
the software product identified above, which includes computer software and may
include azzociated media, printed materials, and “online’’ or electnonic

documentation ["SOFTWARE PRODUCT"). By instaling, copying, or othenwize

uzing the SOFTWARE PRODIUCT, vou agree to be bound by the terms of this

EULA. If you dao not agree to the terms of this ELLA, do nat install or uze the
SOFTwWARE PRODUCT. M

(7)1 do mot accept the agreement

[ ¢ Back “ MNest » ][ Cancel ]

Please read this license Agreement carefully, if you agree to the terms,
select the | accept... button and click Next.

If you do not agree above terms, select | don’t accept...., the step will
exit the installing program and return, enter following interface
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Select Destination Location ~
"Where should Fingerprint &ccess Control & Time Attendance System be installed?

1 Setup will install Fingerprint Access Contral & Time Attendance Spstem into the
,..J fallowing folder.

To continug, click Mest. If you would like to select a different folder. click Browse.

i [ Browse. ..

At least 0.7 ME of free disk space iz required.

[ ¢ Back “ MNest » ][ Cancel ]

This interface applies to locate the folder of the fingerprint access
control software, you may use the default folder, also can create or
select afolder, and Click Next enters following interface:

-10-
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Select Components
"Which components should be installed?

Select the components you want to ingtall; clear the components you do not want to
ingtall. Click Mext when vou are ready to continue.

T |
Fingerprint Access Control & Time Attendance System 11.6HB

GE=lglil lf Mo

Current selection requires at least 129 MB of disk space.

’ < Back ” Mest » ll Cancel l

After select installing component. Click Next, Enter following interface

-11 -
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Select Start Menu Folder
‘Where should Setup place the progranm's shortcuts?

Setup will create the program's shartcuts in the follawing Start Menu folder.

To continue, click Mest. If you would like to select a different folder, click Browse.

i [ Browse...

¢ Back ” Mest > ]’ Cancel

This window is to confirm the folder which is created in Start/Program
item. Click Next, display following Interface

-12 -
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Ready to Install

Setup iz now ready to begin installing Fingerprint Access Control & Time
Attendance Spztem on wour computer.

Click Inztall ta continue with the installation, or click Back if you want to review or
change any zettings.

[ I':)'est.i.nat-i'or% iocat-i'on:
E:%Program FileshEmM ettd an

ESetup type:
Full

| Selected components:
Fingerprint Access Control & Time Attendance System
Software Manual

| Start b enu folder:
| Fingerprint Access Control & Time Attendance Systenn

[ < Back “ Install |[ Cancel ]

After enter into this interface, it is show that you have finish all
configured to setup, if want to modify it, Click Back to return,
Otherwise click Install, the installing program will copy and write
corresponding information into hard disk, After finish installation, click

Finish to complete the process.
1.2 Uninstall software

If you will not use the software and want to delete it from the computer,
may perform following operation:
Exit from all ZK software Access Control management software, enter
Sart-> Setting-> Control Panel-> Adding/ Cancel to select ZK

-13-
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software and click Cancel to delete it, may be there are some files
whichis not to be all deleted, you ability to entry the installing directory
to cancel the folder of zkemnetman

In the Sarting /Program to run the access control system, in this
portion of the Base Setup, you will review 6 module of the base setup,
Access Control, Base Operation, Query, Help. The equipment must
be added before using it.

2. Base Setup

In the portion of the Base Setup, include Department Management, User
Management, Equipment Management, and Load from USB flash disk,
System Setup and Exit

2.1 Equipment Management

First add equipment, open Equipment in the Base setup menu, the
display interfaceis following

-14-
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Uhmvice magmape
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Click Add button underside of the list, display interfaceis following
2.1.1 Communication Setup

Communication Setup: Click Read Option; it can show
communication setup of al equipment to be connected. Like as

following figure

-15-
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Connect to fingerprint machine g|

Communication type | Serial Port/R5485 |

M achine num.: |1 L{
Fort Mumber: |':':”‘-’|1 L]

Baud Bate |(REELE

Communication ke |

M ame INEW Irit

Test c-:nnectinn| o OK | . X Cancel |

[f you don't zet the pazswaord in device o not require input pazsword

Communication type: Changeto Serial Port/R$485

Machine num: Input number of fingerprint machine according to the
own requirement. For example, number of fingerprint machine is set to
1, anditsidentify ID is set to Machine 1.

Communication Key: it is not required to set under default condition.
If communication password is set in fingerprint machine, then it is
required to enter communication password correctly.

Port Number : Select communication port number that connects PC and
fingerprint machine. Default valueis COM 1.

Baud Rate: Select 9600 (recommended)

Note: Above settings are used for R$485 connection. If RS232
connection is used, then Baud Rate should be changed to 115200, which

-16-
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will increase communication speed greatly.
Ethernet

(2) If the communication mode change to Ethernet, display following

the interface:

Connect to fingerprint machine g|

Communication type %

IF address: | 192 168 . 1 .20

Port: [4370

Communication ke |

M ame INEW Irit

Test connection & OF X Cancel |

[f you don't zet the pazswaord in device you not require input pazsword

Name: Enter name according to the own requirement. For example,
name is set to Machine 1.

Communication key: it is not required to set under default condition. If
communication password is set in fingerprint machine, then it is
required to enter communication password correctly.

|P address. Default value is 192.168.1.201. |P address can be changed
according the network segment of local area network, but IP address

cannot conflict with other IP address of any machine in the same local
17 -
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area network. Please notice that to fill IP address of fingerprint machine
should remain the same | P address as that is edit in fingerprint machine .
Port: Default valueis 4370 (no need to change)

There are two connection modes have been described above. You can
select different modes to connect devices as requirement by yourself.
After finishing setting, click Test Connection button on the bottom to
carry out connection testing. After Connection Success appears, click
Save button to save the setup of this fingerprint machine. If Connection
Failure, please check the setup of fingerprint machine and
communication setting. You can use the same method to add next
fingerprint machine to system.

After al fingerprint machines are added, an icon of fingerprint machine
that has been added will appear in List on the left of Device M anager .
If you want to edit the information of fingerprint machine, ability to
read the setup of fingerprint machine firstly, then you can directly
modify it, click Apply Setup button below to complete modifying. If
you want to delete one fingerprint machine, select the fingerprint
machine and click Delete button bel ow.

Read Option

If you want to check connection information of one fingerprint machine,
click Read Option to get connection information of that fingerprint
machine.

-18-
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2.1.2 Fingerprint Machine Information

Click Finger print M achine info in the Equipment M anagement item,
display interfaceis following:

Device mapage

— Omiace Inkn | Commmition | Sisgand | Biometin | Fows | Aooses Cortel | Mims |:.".'l|

Mt hord Hivsd
1 Ibommstion
Uber Cound Log Caurt
Fingdiort Cou Supe bogomnd
A rwrstrator Cond Froot: Hame
Pazmecrd ot Sl M rabs
Wanaifachme b Firmare werson
Capaciy
Urem Fingaipsind
Log
4 *

| o
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Click Read Option, the base information of fingerprint machine will be
list. Like following Figure:

D‘“'-'“":E_n.rﬁml Mmlﬂﬂm Proava Aocll:l'.‘mhlelll.ll:lhl |

A b e
[m

oS
Lizmr Courdt 275 Lo Gt 2
Fingampnt Count 1 gl kgl 132
Bcdmrizinaine Count 1 Frocue Huva 428
Plaztvind count 1 Sty 123000

M anifachos tima  A06-04-25 1304877

Flamaaus veiimn ' 2 20 X0

Frgapnt 150

2.1.3 Wiegand

Click Wiegand in the Equipment Management, display interface is
following:

-20-
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Dewvce munage
= Device Inkn | Comruriion 'Wiepand | Binetin | Power | Aovess Corbel | Witme | (e |
Mushra Hirsa
1 i Prafbefnedioma 1 Uperabeline omnat
| Tosd bein | i
It | ]
L v (™ -
I~ mesd | [
Pt wihily Pk sl
r 0 econd [_ T pecond
[~ Lige Cintsl I Uvs Dl
4 ¥
& Dl | Read piere |

Click Read Option to obtain al kinds of wiegand parameter which
store in the fingerprint machine; there are four Defined Formats in the
drag —down volume to select. Ability to choose a wiegand 26 or
wiegand 34.

Defined Format: this format has been defined and built in the system;
User doesn’t need to define the length of Bit and the location of
information. There are four default defined format: wiegand26 with
device ID. wiegand34 with device ID. wiegand26 without device ID.
wiegand34 without device ID. The wiegand 26 with device ID means
that the W26 output format along with equipment 1D and the wiegand26
without device ID point that the W26 output format doesn’t own the
unit ID, Here the equipment ID is defined by following condition: if
there is no set of the site code, then it will output machine code. And if

the site code has been set, it will output the defined site code (which is
-21-
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similar the machine code, there different is that this code is defined by
user and can recycleto use, rangeis 0-255)

Fail ID: Export Fail ID after verifiedis failure, if it has been sdlected;
its output range is 0-65534.

Site Code: similar the machine code, which different is that this codeis
defined by user and it can be recycled in different unit, range is 0-255)
Self-define For mat: User define Wiegand output format by herself
Total Bit: the length of output format

I D begin: The start location of the ID codein the total bit

ID Bit: Thelength of ID code

Pulse Width: the default value of to send pulse width time is 100ps, if
the controller isn’t able to receive the Weigand signal, can adjust value
from 20 to 800

Pulse I nterval: the default value is 900 ps, ability to adjust it from 200
t0 20000.

2.1.4 Verification

Click Verification in the Equipment item to read setup, following
interface display

-22-
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L Drvica Inde | Commuriion | Wiagand  Bormbe | Povan | Aocezz Conbcl | Mims |:|Mli
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1: N Match Threshold: A predefined number, often controlled by a
biometric system administrator, which establishes the degree of
correlation necessary for a comparison to be deemed a match. If the
score resulting from template comparison exceeds the threshold, the
templates are a match (though the templates themselves are not
identical).the default value is high, you can modify it
1:1 Match Threshold: It mean that match fingerprint threshold after
presenting the Card, the default valueis high.
Only Verification No. Card: It is mainly designed for ID card, if the
item is choused as Yes, a user directly use ID card to verify enough, to
verify procedure doesn’t need to press fingerprint. If the item is choused
as NO, you must verify fingerprint after present the card until pass
Only 1:1 Match: This feature is only available to that an user own
fingerprint, ID card or Mifare card for verification, can configure Only

1:1 Match, if the item is choused as Yes to this setup, to verify must
-23-
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first present a card, and then press fingerprint. If doesn’t slide a card,
there is no response to fingerprint in the unit.

Must Register Mifare Card: there are two statuses to register a Mifare
card, if the card was configured to Must Register, it is only to verify
the user who’s ID has stored in the fingerprint machine. The user No. to
be store will not be verifying.

When you choose the item as NO, no matter there are user’s ID
information in the unit or not, it will export as the user and fingerprint
template which is store in the card are verified successfully.

You can change the option according you actual statue to achieve the
best result.

2.1.5 Power Management

Click Power Management to read setup. The following is display

interface:

-24-
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Flevica T

—_ Dievice Inde | Comrriion | Wiegand | Bt Powen | Socess Conbil | Wime | Db |
M el Hl i
1
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Firstly read the parameter of Power M anagement, modify the state of
Idle Setup and minutes of Idle Time, then click the Application
Option to complete set. When the idle time is 0, then the idle setup
function is invalid. When the value more than 0, the machine will enter
into idle state after arrives at define time.

2.1.6 Access Control

Click Access Control to obtain Setup, display interface as foll ow:

-25-
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[havirs mopape

Lot

i Hew Mint

I'.lrw:llrﬂnll'.wnnrinn wisgand | Bt | Powsr Socesz Cordel | Mime |:III||
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M| Db [P tare |

Delay time of lock control apply to determine unlock hour, the min
measured unit is20ms, in the normal condition is 100—200ms.

2.1.7 Mifare Card

Click Mifare, display follow interface:

-26-
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[hewirs T
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Fingerprint Amount: How many fingerprints are stored up in the
Mifare card

Fingerprint First Sector: the first sector of Mifare card to store
fingerprint

Fingerprint Total Sector: fingerprint hold total sector.

Passwor d of card: Read and write password of card, you only can set it,
can’t obtain it.

2.1.8 Other Setup

Click Other Setup the following appear:

-27-
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[hevics monage

— Dievice Inde | Demomiriton | Wiegand | Biomsti: | Power | bocess Gl | Mime (ot |
| (Mt Hara
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This modul e provide with mainly convenience to configure equipment.
Restart Unit: in the list, select a device and Click the name of the
deviceto restart fingerprint machine.
Clear Administer Privilege: this function can clear all administer
privilege which has registered in the fingerprint machine. Firstly choose
the name of the device fromthelist, thento do it
Upgrade Firmware: We remind that user doesn’t use the function
random, except user receive the manufactory notice, according to the
guide which factory offer to do.
Initialize Equipment: This function is mainly used to clear all datain
the reader.
Seize Finger print Image: This function can be used to view fingerprint
image, if want to inspect fingerprint image, please place finger on the
sensor window, don't move, and then click the button, and will see the
fingerprint

-28 -
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Date formats: Sdlect the date formats from drag- drown box, this data
formats appear on the starting interface of fingerprint machine.

Voice function: Utilize this function to determine the prompt voice of
the fingerprint device on or off.

2.2 Department Management

Click Department M anagement in the Base Setup menu, pop —up the

Department Management main interface, like as following figure.

Department Management

€ &£ B

OUR COMPANY

Prompt

If pou want to edit department names, what
you need to do iz just to click on the
department name twice or to prezs F2. If
you want to modify departments'
subordinate relationship, you can drag the
department to modify ta a new superiar
department hame.

& -

Click or to add or delete a interrelated department,

£

isto Enroll Department Saff Button.
-29-
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After established a new department, if want to shift a staff to anther
department, first select the head-office, then click Enrolling Department
Saff button, pop-up following interface.

Employ Employees @
Employes Our Department's Employees
AC Mo, ]Name 1 ~ AL Mo, |Name 1 ~
l 1653 1663 e L 3 3
|1 1 4 4

|2 2 K RE il

j-'L Clase

Select the staff of corresponding department and add it to column, click
enroll staff button.

2.3 User Management

User management provides maintenance work for staff

information. Click User Management from drag-down menu of

-30-
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Basic Setting, and main window of department management will

pop up as follows::

Limer bba renabiomn Mt iema nes

Ll Lit
- wlvlsl=lal | |
S T "'...... 4=k L"P.Il\'ﬂ wl m
0 * Huwm (v [Depuire = [Gard[Tilm = [Piviege  [v|C S
i 1 OLR CORP Ltz | 4
=3 @3 | OUR COMP Lisat| | Hafl
i 2 OUR COMP L a .
| Gardei | [ H ™ Fi
3 3 OUR COMF st L e
i 4 OLUR CORP (1] | Tl
5 3 OUF COMFP Ustt || pgedege [ :
Cusdirabar | Fm P
St Passwerd |
Frgmpand reanaguiFesgure Ll ara L 5 cannr nupped]
- Conreci Bevice
| E ok et carer | Ermaiwith Fingeornd device
Evasl Vel
Fren Pe is Davies | Frons Duvies s PC
Comrt £ wribe cavd by FF devices Enpty oo by FP device:
Kl ] [+
FP wrbolri it s Epast I
e ; " faD
(1) User list

Sort Order: Click the name of field. Choose a triangle symbol whichis
beside the field, according to ascending order to arrange when the
triangle symbol point upwards, otherwise, the triangle symbal point
downwards that means the sort order follow the descending order, you
can click triangle symbol to change the rise or down rank.

Satistic: the software can automatically count the total record and also
can count grouping record.

Left sideis a user list and right side is a user maintenance setting area.
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If one staff is redeployed from a headquarter to other department, click
corresponding the department from down drag buttons of Department,
a dialog will appear and ask whether the staff is redeployed to this
department or not. Here, you can set user’s privilege. If you want to
change one user to other identity, for example an administrator, first
select this user in list on the left and then select Administrator from
down drag options of Privilege on the right. If you want to add
password to one user, first select this user in list on the left and then
click Set Password to add password. After this user is uploaded to
fingerprint machine, one user number will be added in password
registration. Therefore, this user can not only use fingerprint, but also
use password when identifying.

(2) Enrall fingerprint Sate: this item will show every user enrolling
Sate:

(3)I'mport: This function can realize to import data, this importing
software support all kinds of format user’s data file.

This system support following format data to import

MS Excel . MS Access. DBF. XML . Text File, CSV file, we recommend
use the CSV file to import, the following example which take CSV file
to import user’s datais used to illustrate how to import data.

(). First click the radio button of CSV file, then select the file that want

to be import.
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The left side list is a field list, the right side is a import file rank, there
are Skip line(s) on the right-up part, that means want to skip amount of
the line, if the first line to be import isn’t material data, you can fill 1
here, that show to skip the first line to import data.

FieldsList Explain:

UserlD: The ID only is used in the system interior, it is useless to
import the fields, please don’t use thefield

BadgeNumber: User code, this code is that user adopts the number in
the fingerprint machine and the software.

Name: User name, these fields must exist.

VerificationMethod: User’s verification method. This item can be
neglected.

DefaultDeptID: Department ID. If you wan to import the data from
other origin, thisitem can be neglected.

Gender: Malesor Females

Title: Title

Photo:  Photo can be neglected

Privilege: Privilege can be neglected.

Password: Password can be neglected.

CardNo: ID card number can be neglected.

(3). First choose the field in the Fidds list as to import, then select the
corresponding rank in the right side list. The Fieds list will
automatically attach the corresponding number to the name of field,
such asit is, arrange all fields and corresponding rank after to complete,
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click next.
If you want to cancel a field’s setup, first choose the field, and then
click corresponding rank, the software will cancel this field’s setup.
(4)~ Click Execute button to run input operation.
Export: This function can realize that the software export user’s data
viaall kinds of format which can be support by the software. In order to
it is convenient to supply third party to use.

Following, take the exporting M S Excel file as an example to explain:
Click the Export button, appear following interface
1. Select the object file which isto be exported

Export dialog E|

Destination file

|| Select...

Iv Open file after export [~ Print file after expart

Export Tvpe l Fields ] Formats I Header & Footer I Caption &W’idth] Encel Options I

Eormats ] Opticns ]

E =port ta

v M5 Excel " =ML " DIF File

" M5 Acoess " DEF " SYLEK File

™ MS word " FDF " LaTex

" RTF " TextFile " SHL

" HTML " 5% File " Windows Clipboard

Toalz St I I Cloze

2. Click Sart Export button to export the file via default formet,
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otherwise, can configure exporting content through to click the different
option card.

Fields: Sdect the field to be export, the default format is all, it isonly to
export field’s content after selected field.

Formats: Beexporting format of defined all kinds of field value.
Header & Footer: Thefileisstarting and ending of the text.

Caption & Width: Thetitle and width of field

Excel Options:  Set font

Transfer User’s Information and Finger print

(5) Photo: There are two ways to attach photo, one way is directly
import photo into the file, and other way is to utilize a camera to seizing
image.

(6) Fingerprint M anagement
Enroll Fingerprint by Finger print Sensor:

To use U.areU sensor can enroll user's fingerprint under the
connecting condition, click shortcut “+” button to add new user in the
staff maintenance item, choose utilizing fingerprint sensor to enroll
fingerprint after finishing the enrollment procedure and close enrolling
interface, the system will store the user’s fingerprint into the local
Database, the new user’s info can be send to the fingerprint machine via
From PC to Fingerprint machine. The enrollment interface like as
following figureillustration.:
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Fingerprint registration

Select the finger which want to be enrolled to enradll; if want to
dd ete thisfingerprint, please double click thisfinger.

Select a user you want cancel, Click shortcut “-” button to delete the
user.

Enroll Fingerprint by Fingerprint Machine: Use the fingerprint
machine to enroll. Select the fingerprint machine on the blank aresa,
Click Connect Enrollment Equipment to connect fingerprint machine,
after to connect successfully, the disconnection will appear, click
Enroll to begin registering fingerprint.

Enroll Mifare Card: Choose the user who wants to register the Maifare

Card, then click Through Fingerprint Machine to Write Card, the
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software will remind Present Card, to dlide the card near an
appropriate place in the fingerprint machine, after to show Write Card
successfully on the unit, this user's code and the fingerprint will storein
the card. Click Through Fingerprint Machine to Clear Card to delete
user's data in the Mifare, the program remind Present Card, to dlid the
card near an appropriate place in the fingerprint Machine, after to notice
Clear Card successfully to show the operation well.

I{Note: this feature is available only to the fingerprint machine which
support the Mifare card enrollment
Fingerprint Register Status. to show the detail of user and fingerprint
register
Sort Order: can arrange the record according to the ascending or
descending order in the record list, directly click the head of rank to
achieve, following figure is the process of sort order which according to
the name.

(6) Transfer User’s Information and Fingerprint

Form PC to Fingerprint Machine: the user which is store in the
database will be uploaded to the fingerprint machine, click From PC to
finger print machine, pop —up the interface to upload user’s fingerprint.
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UK Upload: Base on your need, Select a staff and an uploading fingerprint
machine, click Upload, it is able to upload user’s data to the defined
fingerprint machine.

Notice: User’sdatainclude user information and finger print.
Delete: If you want to delete a user in a fingerprint machine, first

choose user and corresponding fingerprint machine, and then click
Cancel button.

Operation Log: That isan error log during operating process

Batch: Utilize the function to speed up communication when a lot of
users are uploaded, it isn’t need to afew user (E.g... 30user)

From Fingerprint machine to PC: The user which is store in the
fingerprint machine will be downloaded to the local database, click
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From finger print machine to PC, pop —up the interface to download
user’s data.

[
Esarn liows mn derace
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Caladt 4 il | Eader 4 ]
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M iy ™ Cache rcds ivrtcad L] D et [[5) Enarlog Daea 5]
Mpbierihe: (i st bRt D R b Carising petathon i g pin s

| Swact s Cacha meads can npwowa spasd

Select a fingerprint machine No. to download user’s information which
is on the left side list, click View User in the Finger print machine, it
is able to display all user in the fingerprint machine, Select a user to be
downloaded, click the “Download” button to download the user
information and fingerprint from fingerprint machine to local database
View User in the Fingerprint machine: Display all users in the
fingerprint machine

Download: Download user data to be selected.

Delete: If you want to delete a user in a fingerprint machine, first
choose user, and then click “click” button.
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Batch: Utilize the function to speed up communication when a lot of
users are Downloaded, it isn’t need to afew user

Operation Log: that isaerror log during operating process.

Note: Inthe process of the user management, if the finger print and
user will be upload or download, the monitor function should be
shut down firstly, if want to upload, the download operation will be

priors, the operation must enter user management once again.

2.4.Load from the USB flash disk

Load the attendance data of USB flash disk to the software through
thisitem, like as following figure:

w Import from USE flashdisk E]@@
Device D | Davnload Time | Size | g Wat Faund USE FlashDisk
Impont{]]
DeleteD]
RefreshiR]
Claze(C)
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Loadin : Ontheleft sidelist choose the data you want load in. click
Load into load data to system.

Delete Data: On theleft sidelist choose the data you want delete. Click
Cancel to delete the data from system

2.5 Management USB Flash Disk

The Option can be used to download the attendance data, and download
and upload employee data through USB flash disk. This operation is as
following

2.5.1 Load in the User Data

Click USB Flash Disk Management in the Base Setup, and enter the
U flash disk management interface. Like asfollow figure.
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Click Load the User Data from the USB disk button. The system will
automatically search the user data and load it into the system from the
USB flash disk, if a new use is found, the system will prompt whether
add the new user to system or not.

In the list the records with red color show this record do not
synchronization with data of software, click override to cover
asynchrony data up by the data of compuiter.

Delete Data of U Flash disk: Delete user data of user data of U flash
disk

Clear List: clear list on left side

2.5.2 Export user data

Click label of exporting data, display as follow
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Left side is a department list. Ability to choose a department from the
ligt, all staff information will be appear on the information list, Double
click staff record or selected staff and click move the selected record
to right side add an employee information in the right side. If there are
alot of staff record, ability to show all staff information of the staff to
be queried through staff information query function.

Maintained Saff I nfor mation

Add: Add a piece of information of staff.

M odify: modify selected staff’s information

Delete: delete selected staff’s information.

Click export user data to U flash diskette. Then all record accessoriesin
the ready exporting to U flash to data list will be exported to U flash
disk
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2.6 System Setup

System Setting of Access control software mainly includes following
several parts. First open System Setting, as shown in figure below:

Automatically monitor

v ‘when program startz, activate automatic monitor

Default device polling cycle [second) 60
Keep the number of device record 30000
Times of reconnection due to falledure 10

Activate monitor in designated time zone |

the start-end of a time priod iz divided by subtraction sign,the
many time priod iz divided by semicolon E.g
*'8:00-3:00:11:00-14:001,

Diownload all log time |

many time priod iz divided by zemicolon eqgl
£:00;%:00:14:00",

Synchronize the time for machine |

Server

[~ Stark M etwork Server Addr: Server Port: (47110

company name OUR COMPANY

‘::;\ Set database connection‘ [ ‘when start-up Windows, start-up thiz program

\/ oK | X Cancel |
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2.6.1 Automatic monitoring

Run automatic monitoring when program start-up
If this option is selected, program start-up will enable automatic rotative
monitoring for all connection devices. If this option is not selected,
program start-up will not enable rotative monitoring.
Default device rotation periodicity
During device continue rotative monitoring, some fingerprint machines
may disconnect temporarily due to various reasons. Here, you can
modify device rotation periodicity in second (it is recommended to set
to 120)
Remain devicerecord
Device record number means user attendance records that are
downloaded in every device. You can enter a record number. If actual
record number exceeds the pre-set value, the software will clear all
fingerprint records stored in fingerprint machine. For example, record
number to storeis set to 1200, when record number downloaded is 1201,
all fingerprint records in fingerprint machine will be deleted and record
number downl oaded resetsto O.

Count for continuousfailureretries
Count for continuous failure retry (it is recommended to set to 3) that is
convenience to reconnect automatically under the condition of
fingerprint machine recovers normal connection..
Run monitoring in specified Period time
Here, we can define one time period to run monitoring. If run

uninterrupted rotative monitoring, it will bring huge burthen to whole
- 46 -



Access control software introduction

monitoring network. You can define one time period to run monitoring,
which will reduce burthen of monitoring network. Please pay attention
to time format, such as 06:00-22:00.

Download al record cycle Set the cycle to download record
automatically.

Synchronize time of fingerprint machines: You can define a time to
synchronize time of all fingerprint machines that have been added into
device. Please pay attention to time format, such as 10:00

2.6.2 Parameter of Server

Select start to connect with network function; it is need to input the IP
address and port of linked Server.

2.6.3 Function Configuration

Select the function you want, the three function can be shifted before
use the function you have to restart the device.

Unit Name: Enter company name here.

Set database connection: For more detail see Set Database
Connection,

Run the program when windows start-up If this option is selected,
then the program will run automatically every time after PC start-up. If
this option is not selected, then this program will not run automatically
every time while PC start-up
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3. Access Control Setup

Access control setting is to set unlock time and assign privilege for
registered users. Settings of each user consist of three period time
settings and one group setting. Relationship between period time and
period time is “OR”. Group also consists of three period time settings
and by the same token, relationship between these three period time is
“OR”.

Simply put, if you want to keep a registered user in unlock status.
Firstly the group that this user is in should be defined in unlock
combination (one group can be defined in one combination together
with other group, but these groups are required to unlock door together).
Second, current unlock time is in any availability range of user time
period and period time of its group.

Under system default, a new registered user is in Group 1 and group
combination is Group 1. So new registered user isin unlock status under
default. If a group that user is in is not defined in group unlock
combination setting, then the use can only record attendance and cannot
unlock door.

3.1 Period Time

Time period is the smallest time period unit in Access control setting. In

whole system, you can define up to 50 time periods. Each time period

defines 7 time intervals, i.e. one week. Each time interval is valid time
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period in 24 hours everyday. Each use can set up to three time periods
and the relationship between these three time periods is “Or”, which
means the user is valid as long as identification time satisfied one of
these three time periods. Each time period format of time period is HH:
MM-HH: MM, i.e. interm of 24 hours format and precision to second.
End time less than start time (23:57-23:56) means all day forbidden.
End time larger than start time (00:00-23:59) means valid in the time
interval.

Valid time period for user unlocks. all day open (00:00-23:59) or time
period with end time larger than start time.

Click Time period from Drag-down menu of Access Control Setting,
window of adding Time period will pop up. Click Add button and
system will pop up a timetable from Sunday to Saturday. Here, you can
define any time period you may use. Then click Confirm to save the
time period automatically. If you want to use several time periods,
continue to click Add. In addition, time period can be edited and
del eted.
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3.2 Group

Group function can divide users into groups and combine different
groups to different unlock combinations, which make group
management of Access control more convenience. So user can define
many unlock combinations. System has defined 5 groups. Group 1,
Group 2, Group 3, Group 4, and Group 5. Under system default, new
registered user isin Group 1 and can be re-assigned to other group.

Under system default, a new registered user uses time period of Group 1.
After the user is re-assigned to other group, the user uses default time
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period of the corresponding group. So please make sure to define default
time periods for each group.

When Group is used, you can edit Group in Group Setting according
to group requirements. Like as following figure.

Group g|

| Group | Description | Timezonel | TimezoneZ | Timezone3 |
1 1 0 ]
2 0 0l ]
3 0 0] 0
4 0 0 ]
f 0 0 ]

Attention; when setting time zone of group, time zone 1 can not be 0, atherwize time zone of tis

3.3 Unlock Combination

Definition of unlock combination function

Unlock combination is the direct expression for controlling unlock. For
example, if you want that all registered users cannot unlock door, then
set Unlock Combination to null.

Definition of unlock combination is defined to different combinations
that can unlock door, and each combination consists of different groups.

Unlock combination directly uses group number and does not consider
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order for identifying user between each group. For example, “123”
means door will only be unlocked when at least one user in each group
of Group 1, Group 2 and Group 3 passes identification together with
other two users. “4” means door will be unlocked when one user in
Group 4 passes identification together with other two users. System can
define up to 10 unlock combinations at the same time and door will be
unlocked as long as one of these 10 unlock combinations passes
identification.

U lmck: Crmbintion

Group Dl

[Combld [Dmsciien [og? G2 [Gew? [Gopd [omeS |
1

T R GRF S T G B el P —

Cloa |

3.4 User Privileges

User privilege mainly applies to user access control setting: if a user
-52-



Access control software introduction

whose personal No. is assigned as 1,2,3,4 is distributed to No. (1)
Device in the default period time, likes as follow, add user to right list

frist, then add device toright sidelist. Click allows passing.

OLIA E0MPsr: 1 1
(DURCOMPAR 1655|1653

ez D

After assigned the privilege, ability to automatically produce a privilege
table, click exit to exit, the following figure will appear
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Aswedll as, if have to delete these privilege, separately add the user and
the machine to right side list through the similar method , then click the
prohibition to pass.

After complete assigned the user privilege, next step is to upload the
user access control setup and the basic access control setup to
fingerprint machine, exit to the main programinterface, may see upload
setup, must upload the privilege to N machine prior selecting N
machine, if want to upload many fingerprint, may hold down Ctrl to
select and click Upload setting again, a dialog box will pop-up, As
counting the need to click confirm to upload Access Control Setup.
Note: when the privilege is assigned to user, because all the group
period time of users is defaulted as 1 group, therefore there are two

kinds of situations occurring:
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1st, user use group time period, designated a user in the left side user
list (may hold down the Ctrl key to sdlect), then click redistribute the
group in the user privilege assign which the group is designated user .
2nd, user does not use the group time period and directly uses the time
period, add a user to privilege distribution list in the right side, from
three time period option in the top right corner the time period is
choused in the user privilege distribution list which can use

4. Base Operation

The base operation fully provide with three sub-module—Upload
Setting, Open Door, Starting/Stopping Monitoring.

4.1 Upload Setting

Choose operation device , click Upload Device, show as following
interface :

Upload Choice | x|

[~ AC Dptions

W OF X Cancel |

Select the Access control setting which you want, the two kind of

-55-



Access control software introduction

setting ability to be choused at same time
4.2 Open Door

Click Open Door to open the choused door remotely.
4.3 Starting/Stopping Monitoring

The monitoring funcation already run after the program is running, the
information about opening door and fingerprint verification will not
show onthelist

5. Query

These modul es include record and alarm record
5.1 Record Query

In Sart/End Date, you can select time period to query, Click Query,
list below will show all users’ come-in and go-out records within the
time period. Each rank in the table has drag-down condition for
searching. If you want to do classify Query, you can drag head of rank
to table head of query table, show as following.
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Click Output to output fingerprint records in various formats, such as
Exce format, etc. this operation like as user management exporting
operation.

5.2 Alarm Record

Click alarmrecord. The following interface appears.
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When the fingerprint identify fail or the Duress fingerprint has been
verified the alarm record will produce.

6. System Management

System Management includes that Operator M anagement, System
Operation Log, Backup Database, Clear old Data, I nitialize System
and Set Passwor d of Database. Eight sub-modules
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6.1 Operator Management

Click Operator Management in the System Management menu,
Pop-up the main interface of administers maintained, like as follow.

% Administrator E] [E| @

AL Mo, 1 I arne: I

@ Admirishator ¥ Edit password &~ Operation right

Click Administer, Pop-up the two item of Add Administer and
Cancel Administer, and then pop-up a user list frame, Select a user to
be add a administer, and the click Confirm to pop-up a distributing
privilege list. Like as follow
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Set Administrator’s Punview

Items that can be autharizad: y *

[v]

Item FullCartrol

Department .

Jzer M@nagn_a
Devices List|

X Cancel

o

System options

. Timézone.

" Giroup|

Unlack Combination
Access Control F'rivilege.

Upload Options .
. Open d.oor.
Starthd on-itol.
Log Guer}l.
AL_a_rm Event

[ R B R
R A e A Al e S

Operator manage
Swstem operate log

o

Put atick in front of the administer privilege, and then click Confirm.

If want to cancel administer, click Administer firstly, and then click
Cancel Administer to complete the operation process.

It is able to modify administer password and operation privilege after a
administer is added

In the administer interface, Choose a administer and click modify, then
follow the system prompt to click privilege to reset its privilege.

If there is only one administer in the system, a administer want to be
canceled, you firstly find the Database Att2000, and open the list of
Userinfo, delete the field Securityflags

6.2 System Operation Log

The system operation Log is a track record which records this software
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operation history, and utilize list mode to record all operation. Click
Cancel, this operation is availed to delete operation log to the defined
previous date, appear following figure.

o System operation log E]

Delete) 712/2006 | log Delete
[a]
2 |713/200612.03:21 P| |Devices List _ _
3 | 741342008 2:33:20 Ph | |Access Contral & Time Attendance Sq
4 | 7/13/2006 2:39:28 Pt Devices List
5] | 7/13/2006 2:40:37 Ph| Devices Liét
B 7413/2006 3:38:27 Pk Access Control & Time Attendance S
7 ?.-"'I 3/2006 3:38:27 F'N :Access. Contral & Time Attendance Sd
8 | 741342006 3:38:32 Ph &Department
El 71372006 3:39.59 Ph| | Dtevices List
1 D_ ?.-"1 3.:"2_00_8 3_:4}0:05 F'I\' _&I_:) epartment
1 | | T 3/2006 34013 F'I\'_ | %l zer Manage
12 | 7413/2008 3:40:18 Ph | | &l zer Manage
13 | 741342006 3:40:53 Ph &0 epartment
14 |7/13/2006 34144 Pt |8 ser Manage o
15| T/13/2006 34219 Ph &l zer Manage
18] |7/13/2006 3:53:39 Pt |sImport from UISE: flash disk
17| | 7413/2006 3.55:37 Ph Stystem options
18 | 71342006 356:22 Ph| | Timezone
13| | 7/13/2006 35717 Ph| | Group
20| | 7/13/2006 3:57:54 P/ | Unlock Combination
bl | 741342006 35826 F'I_\'_ Access Control Privilege
& 22 A INNE 549 Bh, Counbrol Drivs IIIEl

6.3 Data Maintenance

The Data maintenance is, consist up Backup Database, , Compress
Database, Clear Old Data, threes module Buildup

6.3.1 Backup Database

Click Backup Database in the System Management menu, pop-up a
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dialog-box to backup database, you can name it as your favor, and save
it in the defined location, like as following picture:

Please input backup data file

Save jn: | [} Desktop j i EF-
; - EDMy Docurnents
-) My Compuker
MyFecent | 9JdMy Network Places
_Documents (L) Mew Folder
P [ uru400B#FEERD
- [5) ZHEmMetMan_0&0504_1
Desktop (L) ZKEmMEtMan_setup
- (2 FATFaplus
ty Documents
oL
My Conputer
":ﬁ
by Metwark, File name: j Save |
Places
Save as type: |Microsofl Access Databaze LJ Cancel

6.3.2 Database Compress

Click Database Compress in the Data Maintenance menu, to
compress database, it is only capable to Access Database.

6.3.3 Clear Old Data

Can use the function to clear old data which are useless to utility, click
Clear Old Data in the Data M aintenance display interface as follow
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Clear Obsolete Data @

AL Clock-ndout Becord

Close Date | Tuesday , J =) = 0k

Backup to |EEEIIRINEET! @

Click the Menu to choose the date, and than Confirm to clear old data
at once, then old record data will backup in the installation directory
automatically.

Notice: The delete content doesn’t include the ending date be
selected. You can choose the operation to backup record data which
is before the close data to your folder.

6.4 Initialize System
Click Initialize System in the System Management menu, pop-up a
warn dialogs box, like as following figure , executes the command all

the system will be initialized, after this operation the all data will be
clear.
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Access Control & Time Attendance Software

7 '} Tnitializing the swskem will clear all registered data, Do you want ko conkinue?
L

6.5 Set Database

Click set database
1. Connecting Microsoft Access Database setup

( 1) Provide program to select Microsoft Jet 4.0 OLE DB Provider;

B Data Link Properties

Fravider ] Connecti0n1 .t’-'«dvanc:ed] Al ]

Select the data you want to connect ta:

OLE DE Provider(s]
Microsoft [Sak 1.1 OLE DB Provider
Microsoft Jet 4.0 OLE DB Provider

ticrozaft OLE DB Provider for DTS Packages
kdicrozaft OLE DE Provider for Indexing 5 ervice
i ft OLE DE Provider for Internet Publizhing

tdicrozoft OLE DE Prowvider for Olap Services 8.0
Microsoft OLE DB Provider for Oracle

Microsoft OLE DB Provider for SAL Server
tdicrozaft OLE DE Simple Provider

FSDataShape
OLE DB Provider for Microzoft Directory Services

SOL Server DTS Flat File OLE DB Prowvider

Ok, J Cancel ] Help I
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(2) Click “Next” or “ Connect” enter thefollowing interface.

B3 Data Link Properties

Provider Connection | Advanced | Al |

Specify the following to connect to Access data:
1. Select or enter a database name:
|E:\F‘rogram Filez"ZFK S oftmare\ zk ermnetman att2000. mc

2. Enter information to log on to the database:

Uszer name: |.¢.dmin

Iv Blank password [ Allow saving passviord

Test Connection

Ok | Cancel | Help |

CIick button, Can sdect the database file, the default name is
att200.mdb, according to real condition to renew setup of the database
connection.

2 . SQL Server Database Connecting Setup

First you should establish the empty database on the database server.
you can find a script file with the name of sglserver.sql in the directory
of instating CD, the empty database is established in the front of the
searcher of SQL Server, and then open the sglserver.Sql script files, to
run database which is to create this software.

In the Provider Select Microsoft OLE DB Provider for SQL Server,

click “next” or “connect” to enter this following interface
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B2 Data Link Properties

Provider Connectian .ﬂ-.dvanc:ed].-'l'-.ll ]

Specify the following to connect bo SCL Server data:
1. Select or enter a zerver name:

] j Eefresh

2. Enter information to log on to the server:
7 Uze Windows MT Integrated security

" Use a specific user name and password:

Uszer name: |

FPazzward: |
I Blank pazzword [ Allow zaving password

3. * Select the database on the server:

! |

" Abtach a databaze file az a databaze name:

|
— 2]

Test Connection |

ak, I Cancel | Help |

Confirm the server name for storing this database, information for
logging on this serve, and the database name. After run test connection
successfully Click (OK) button to compl ete settings

6.6 Set Password of Database

In order to ensure the database security, we may give the database to set
a password, when the database is opened needs to input the password to
prevent other people destroy the data
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Clicks setup database passwor d in the system administration menu,
inputs your password to press the confirmation, please keep firmly in
mind the password which you set. Has to revise this password, enter the
set database password interface to input the new password once more.
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