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1. Program installation.
To install the program it is necessary to run the program SecuriProxStudioSetup.exe and follow tool tips appearing on the screen. For the full standard installation, it is enough to press the "Next" button several times.
In the first window – choose the language. English. 
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For correct operation you need The Studio Server, Studio Client, And Studio Reports. 
Do not install SecuriFire system – it is Fire alarm system for the 
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Flash Util – is a stand alone software for upgrade of the Key management system. But you could make upgrade with a help of the Studio Client 
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After installing the program, run the server part (system core) and the client part using shortcuts on the desktop.
2. USB reader connection 

When the set contains the USB reader, you need to insert the wire into an available USB connector to connect it.
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After connection you need to open "Control Panel"\"Device Manager" in Windows System
Unknown devices will look like on the picture.
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Select "USB Serial Port" and call the context menu with the right mouse button. Activate "Update drivers ..." element
Select "Search for drivers on this computer" mode.
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Select the USB reader driver location folder. By default C:\SecuriProxStudio\ExtInstall\USBReader.drv
 If your Windows system did not find and installed the necessary drivers to this moment, the driver will be installed at this stage.
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The correctly installed USB reader driver will be displayed in the "Ports (COM and LPT)" section and a COM port number, for example COM4, as in the figure, will be assigned to your device.
When configuring the program, you will need to specify this port number.
3. SecuriProx Server 
When you start the server. First time system will ask “Do you want to create database” Press yes.
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Window of the server
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In this window you have possibility to see which devices are connected to the system. You should choose the Port. For the first time connected devises 7000 port (Unallocated devices) are used. For the available key system the 8000 port 9device in the Line) are used. The other ports are used by the system. 

If the program is closed by clicking on the cross in the upper right corner, it will be minimized in the tray
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  Program icon — in the tray 
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To close the program completely it is necessary to open the context menu on the application icon in the system tray and select "close" element.
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 To have the possibility to use additional server commands you need to make the double-click in the lower left corner of the window (shown in the figure). Password query window will be opened. 
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Password for entering the config administration mode
The server window will change.
You will have the possibility to see the data exchange log via the server with devices and clients. (Usually it is not necessary).
In order to see it, it is necessary to configure the filter on the Settings tab.
The server program does not require settings and separate configuration, but it should be started for the correct functioning the other programs of SecuriProx Studio complex.
4. SecuriProx Client program (Graphics station)
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4.1. Start of the Client 

Start of the Client program (Graphics station) or SecuriProxClient.exe
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At the initial start it is not necessary to enter the user name and password. Left this  fields blank. 

Press OK. 
4.2. Client windows description
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Description of areas indicated by figures on the figure.
1. Side menu call button
2. Open side menu.
2.1. Program settings — the general program settings, number of entries in the message and alarms window, the card reader, the transparency settings for selection areas and time for mouse button holding until the tips appears are set.
2.2. Standard positions — mode of standard layout of areas on the screen is applied.
2.3. System options — current user settings reset, determining all objects states
2.4. Plan Manager — opening the window for creating and configuring plans, including an advanced image editor for easy creation of greatly looking images. Note: for 1-2 minutes you can do something that used to take 40-90 minutes. 
2.5.  The configurator is the main tool for configuring all equipment settings including users and their cards.  Configuration of users is also available in separate specialized windows "Employees Base" and "Pass Office"
2.6. Reports — reports subsystem start.
3. Information window that displays the current state of the selected element on the plan (9) or in the object table (10).
Different states are displayed in different colors depending on the state type. The display color is the same for the current window, the line in the object table (color is determined by the highest priority criterion) and the message in the alarm and message window (if the color mode is enabled in it).
4. "Reset all alarms" button initiates the reset of all alarms in the system.
5. Permanently displayed menu for managing the selected object or group of objects. This menu coincides with the context menu, which can be called by clicking the right mouse button on the object on the plan or in the object table.
6. Message window that displays information about the events that occur in the system.
7. Alarm and fault window. This window displays alarm messages in the color gamma corresponding to the event type. 
You can switch the records grouping mode in the alarm window and in the message window. The system may combine the same events by increasing the retry count or create the separate line in the tables for each event.
8. Object plans tree structure is displayed in the left side of the plans windows. When clicking the title of the plan list, the window will be minimized on the left side. Repeated click will restore the size of the plan list window. Double-click on the selected plan or opening the context menu and "Open plan" option will load the selected plan and the state of this plan elements.
9. Immediately the plan area. The following mouse commands are available: calling the context menu with the right-click, select the element, hold down the left mouse button to call the selected element state window. Selecting the area and selecting all objects in this area, and holding down Ctrl button and continuing to select objects —they all are added to the common selection. In the future, you may execute any command for the selected objects. Note: If objects of different types are selected, then the object will execute the commands supported by this object interface only.
10. Object table is the tabular form for representing all objects in the system. Filtering by object types using the corresponding buttons in the window title, and filtering the object list depending on the search string in the "Filter" field, that is also present in the window title are available.
11. Quick button for main program functions. 
11.1  Open the plan — opening the new window with the plan. In total, you can open up to 5 windows with plans. By default, they will be added into the field to the main plan window and scaled according to the free space. For convenience, the window can be "pulled out" behind the window title anywhere in the screen on any monitor, if several monitors are connected to the computer.
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 button in the window title indicates that the current plan window are priority for automatic plans opening. Note: If only one window with plan is left on the screen, it is forced to become the primary one for automatic opening the plans.
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 button in the title allows you to add another additional plan window by duplicating the primary button on the Quick button panel (11).
11.2  Object table — opening the Object table window if it has been closed or activating in the window that is already open. At the same time, requery on the object state to the server is sent.
11.3  Employee base — HR window, where you create employee records and then assign the access cards to employees. You can add as many cards as needed to this person.
11.4  Pass office — window for issuing cards to visitors.
11.5  Reports — reports subsystem start.
12. Selection of the system language settings. If you have files in the Languages folder with the extension of *.lng and *.dex, the different language will be available.
13. Options for presetting the positions and dimensions of all windows. To save the current position of the program's appearance, you need to click to one of the buttons 1, 2, 3, and 4 holding down the Ctrl. button.
To activate the previously memorized view, simply click to the correct number.
14. Indicator of connection to the server. Green — there is the connection to the server and to the database. Flashing blue and red — there is the connection to the server, but there is no connection to the database. 
Red — no connection to the server or database.
To initiate the reconnection to the server, you may make the double click on the icon [image: image4.jpg]


.
15. Additional buttons for quick access to some functions
[image: image5.jpg]


 — force command to the server for requires of all objects states
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  — Areas auto hide button (3, 5, 6, 7): menu panel, object information, message window, and alert window. When these windows are hidden, the main plan window is scaled to the full size of the program window. Repeated clicking the [image: image7.jpg]


 button will display the hidden areas again.
16. Displaying information on the name and type of the selected objects in the plan or object table.
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4.3. Configurator (create and maintenance of the database)
General appearance of the configuration window
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1. First time start the Configure tool. It will ask you do you like to generate the object structure. Press Yes. 
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2. If there are existing devices on the system and they know the IP address of the server, they should appear at the bottom of the window of the Configurator screen after the Configurator is started.
By default, the window is minimized, but the title blinks (when connected devices are detected). Click the title to maximize the window.
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3. New device is dragged to the “Devices field” in the “New object” section or to the device window immediately if it is active. “New object” is the name of the object that can be changed to any other, such as “Moscow City”.
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4. After dragging in the table (on the right, on the Figure above), the record on this device will appear. Wherein all the parameters of these devices will provided on the right side of the Configurator window.
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You will have the opportunity to change its name, see the firmware version number, and more.
5. For the initial configuration, create the doors (Add element tab). The check marks automatically mark the outputs. And Add it to the system.  
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4.3.1. Editing the device configuration.
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The following information describes how you can access the same configuration settings for the device from different menu elements.
In the example of editing the door. It is necessary to select the Doors tab in the “Devices” section. You can do this at the bottom of the screen or in the center (circled at the Figure).
You can also edit the item in general view.

[image: image80.png]v KapTe!
O Cynepewsop (noaTespxacHe Apyrof KapTs)

O pvrenros spena orkpei asepeli

BLiBop b1k MaHenM KeyGuard

Y/l | Oxpana | Kniovin, AononHuTensHo




4.3.2. Base configuration elements
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4.3.2.1. Devices

This section lists the devices that are connected to the system. The equipment that is currently connected displays [image: image11.jpg]


 icon next to its name. The right side of the Configurator window shows the device parameters. For convenience of configuration and setting the access tabs to the device elements, such as doors, zones, sensors, and exits are provided.

There is also the tab for adding new configuration elements for the selected device. An innovative approach is to automatically identify the passages involved and their use type. Therefore, the program itself will offer you to add the doors to which the readers are connected. And the passages used to connect the sensors will be checked automatically in the “sensors to add” section.

In the “device configuration tab” you may specify specific operation modes for the device, including disabling control of certain characteristics. For example, detaching the device from the wall or opening the casing, the battery diagnosis and the 220V main power state and etc.
4.3.2.2. Door settings
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At the Door settings window you can set: 

· Name and additional name – Door name. This name will be used in all the events, alarms, reports and so on. 
· Door Number – you can type Name of the door and Number of the door. Number could have a one letter behind 
· Door open time  - opening time of the door lock,
· Key release time – cell unlock time
· Wiegand interface type – You could choose type of Wiegand reader connection. Like 16, 24 bit, All bit format and other types , With or without parity bits,  Inversion of the inputs and so on. 
· Door closing time – Time for the operation, After this timeout the warning signal will be activated. 
· Warning signal duration ( in case the door was not closed)  - after warning signal timeout alarm will be triggered in case door will not be closed yet. 
Other fields are used for the access control system. 

To edit settings you have to press “Enable Edit mode” button. 

Door configuration includes setting the physical entrance number in the device (in most cases it is automatically determined when the device is configured). Door number (room) — door number in format “number + letter” (letter is optional) is used for logical door numbering and will appear on various on-screen menus in the equipment.

Then the settings for the reader itself are determined: its type, the bit interface, and the method for card number obtaining.
4.3.2.3. Zones (not used for Key management system)
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Zones are logical elements for grouping sensors into groups. Wherein, the zone acts as the separate, self-contained element that may be controlled: activate and deactivate the security mode for it, get information on the zone state, and in case of sensor actuation in this zone, changing zone state into alarm state.

You can add 32 zones to the same device, and you can combine up to 32 sensors into the zone. Wherein, the sensors can be physically connected to another device.

By selecting “zones” section and the specific zone at the bottom part of the window, together with the elements list the list of sensor constituting the selected zone appears. If necessary, you can select the sensor or several sensors and edit the necessary parameters.

4.3.2.4. Sensors

Key management system

For the Key management system when you add the device to the system. It is automatically creates two sensors. 

Device sensor – This sensor gives you information of the system signals state 

Signals like: Mains failure, Battery failure, overheating, freezing, overload, Key module faults, RAM & Flash faults, Restart by the BOD (power short interruption), Restart by the Watch Dog, Fuse failure anв so on. All the possible faults with the system will be related to this sensor. 
Door sensor – The door sensor will give you information of the Door state, Does it open, close, or it has an Alarm, 
All the events will come to the Event and Alarm windows of the SecuriProx Client.

For your convince you can drag and drop this sensors (icons) to the map. And you can see the state of it on a graphical way. 

For the Key management system you should not change any settings for those sensors. 

[image: image83.png]BhiBepUTe A35IK YCTBHOBKH

? BuiGepire s, KoTopei G2





For the intrusion and access control systems all the settings could be edit. 
In sensor settings you can specify delays for entrances and exits, delay for waiting for confirmation of security deactivation, and delay in sending the notification about the fault. The sensor's operation parameters, its connection type, and the assignment of criteria to different modes.

4.3.2.5. Outputs settings 
Key management system have 5 outputs. You can add it to the system in the Add Items TAB in the Device settings.  These outputs are free programmable. There are different ways to program it. 

The easiest way is to use some preset macro directly in the OUTPUT SETTINGS window
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The possible pre set macros are:

· Key box door is open

· Lock is released

· General alarm 

· Door is open

· Door is not close

· General fault

· 220v failure

· ACC (battery) failure

· Key is returned

· Key is taken

· And other 

For some reset macros it is required to set up the Automatic reset “Reset Delay” otherwise it will trigger just only once. 

The available stings

· Do not request activation confirmation – This is option for the Operator, In case he will like to activate the output from the map The system will not ask the confirmation. (By default – it will ask confirmation). 

· Reset output along with general reset – in case you will press Reset button in the SecuriProx Client the activated output will be reset. 

· Inverted output – there are possibility to invert the state of the output by software

· Activation delay – Delay time before activation

· Reset Delay – Timeout for the automatic reset of the output

· Graphic picture – you have the possibility to change the icons of this output
· Activation type – it is possible to activate output continuous or in pulse mode with 0.5 or 1 Hz. It could be useful in case connect alarm siren to it. 

4.3.2.6. Keys
Key setting features. 
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You have few options to add Keys to the system. 

First with the special USB reader connected to the system. In this case you have to connect the USB reader first. Please referee to the section  2. USB reader connection
Setting the special USB (see “USB reader connection” section) of the reader for KeyGuard fobs and access cards.
You need to specify the com-port for the connected reader. Select “Vers.II+” option for the combined card and fobs reader. When there is no such option the access card reader of old type (access cards only) should be installed. 
When the USB reader is configured, in the Configurator section “Keys” system will automatically give the offer to add the new key as soon as it is inserted into the reader. However, if only one key box is added to the configuration, it will be automatically used in the “device” field. When there are several key boxes, it will be necessary to select in which key box the key will be used.
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The other option to Add keys to the system is to insert them to the Key system. In this case you should press “Unregistered Keys” Button – System will scan all the connected Key systems and will open the table with all unknown (NEW)  keys. Now you could drag and drop keys to the system. 

· Name – You can type here the name of the Key. This name will be used in the Key system control panel. You can search key by this name. This name will be used in all the events and reports.
· Additional Name – Extra Fields fro the name. This fields will be used in the computer software only. 

· Device selection – Each key should be assigned to one device. If you will return the key into the wrong Key system on a site, the warning message will appear that it is a wrong key for the wrong device. But the system will recognize the key and you will be able to take it later with your access level. It is not really good to insert it to the wrong device as in it is possible that there will not be a place any more for the other keys. 
· Key Number in the device – Internal number of the key in the device – don’t change it. 

· Key number (room number) -  You have the possibility to add the Room number. This number will be used in the Key system control panel. You can serach key by the number. This number could have one letter behind. Like Room 103A

· Return Key before specified time – It is possible to set up the time when the key should be IN. In case of overdue an alarm will be triggered. All alarms could be transmitted to the SecuriProx Client software, and can be sent by email to any person. 

· Return Key after the specified time – It is possible to set up a maximal interval for key will be out. For example 2 hours. In this case no matter when you remove the key. You should return it before two ours expired. Otherwise alarm will be triggered. 

· Interaction with the security system – in case you have security system connected and integrated you can set up the intrusion alarm zone to be armed / disarmed when key is IN or out. 

· Ibutton – Key Signature – The unique identification number of the Key Fob chip.

· Graphic picture – You have the possibility to change an icon of the key in the map. 

· Red & Green Dots – There are lot of RED and green dots – it is output to table function. As soon you press red dot – the parameter goes to the table in the left window. Next you could see this point in all the keys. 


Card owners and access cards
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The settings of the access card owners and the cards themselves in the main Configurator window are presented for ease of initial system configuration. The main window for working with employees, see section: Employee base — HR Department.
System configuration procedure

After you have created the basic equipment configuration, you need to configure the remaining configuration elements.
1. Create time zones. Time zones are required to generate user access levels. The term "authority" of the user is formed from the time zone corresponding and the reader list, where the user is allowed to have access to the time zone. The system automatically creates “24-hour zone” to facilitate commissioning. When you create the second time zone, the system automatically offers "Working time."
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Time zones support 

· Days of the week, 

· Weekend, 

· Even days, 

· Odd days,
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2. Holidays — there is the possibility to set up the holidays list that lists, which days will be holiday and which days will be considered as working days. Disabling use of this table (when unnecessary) check "Do not use table of state resubstitution of days"
3. Day lists — an individual list of working days in the year is created. When you create the list, you can specify the work in three shifts. That is, specify the start of the working day on the specified day, and the end of the working day at the next day.
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4. Holiday lists and day lists are set in the appropriate sections of the Configurator
5. Create reader lists. Reader lists are required to create user access levels. The term "authority" of the user is formed from the time zone corresponding and the reader list or individual readers, where the user is allowed to have access at the given time (in this time zone).

To simplify the programming process and reducing the required memory, the system understands hierarchical lists (nesting at 5 levels). That is, you can draw up the lists of the readers for “Floor 1” and “Floor 2”. Next, create the list of “all building” readers and include previously drawn up reader (door) lists on the floors. Therefore, you do not need to reenumerate all the object readers.

To make commissioning easier, the system automatically generates "All doors" list, where new doors are added automatically, when the door is created. If this list will be deleted, automatic adding new doors will no longer work, even if you create the list with the same name.
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The list filling is performed either by dragging necessary elements with the mouse, double-clicking the selected records, and the selected records can be moved by clicking F5 button.

Newly added elements are highlighted in green highlighting for some time.
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Door areas. This concept is only necessary if AntiPassBack is used at the object. All readers (which are involved in AntiPassBack mode) are written to the door zone. If the user registers at the reader (will obtain the access) to any door zone, he or she will not obtain access to the reader leading to the same door zone until he leaves it. (That is, he should obtain the access to another door zone). 

There are variations of this mode (configured on the reader). Temporary limit (it is recommended to use auto reset). For example, if the user went out in the evening without registering (past the reader) the temporary limit is set for 8 hours. In the morning he/she will pass to work without restrictions. Otherwise, access will be denied.
7. Access level. This is a description of the user's access level. That is, the set of time (time zone) and access zones (Readers list or the reader).
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8. Level of access to keys. This is a description of the access level for the possibility to take keys from the automatic KeyGuard key storage device.
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9. Key lists. They can be combined into the key list for easy use of the key group.
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10. Personnel schedule. In this section, you can specify the structure of the personnel schedule and assign the access levels or authorities to the appropriate positions to doors, and assign the working time calculation template for the group or specific positions.
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11. Working time calculation template.
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Creating the working time calculation template, you can specify a working time interval, such as from 9:00 a.m. to 06:00 p.m. The maximum delay and early leaving time that will not be counted as the error. However, the total working time will be the employee's actual time at the enterprise.
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Criteria. The program provides the possibility to change the color, text, type, and priority of system messages.
13. Card owners and access cards — users and their access cards (each user can have several access cards (personal + vehicle, etc.). When creating the user, you need to add the access card to hem/her. Each access card is written with own number, access level for this card, and global card validity time. [image: image23.png]SueTp an
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To enter the card number in automatic mode, the special USB reader should be connected, or one of the readers of the system for entering the card should be assigned. It is possible to configure it in “System settings” window by calling the corresponding menu in the main window.
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You can also open this setup window directly from the access card editing form for convenience. To do it, you can call the context menu for field for the card number input or for button to activate waiting for the card number to be received from the reader (highlighted in yellow in the Configurator window). The double click on the card number field will also open the system setup window.

Waiting for the card number to be received from the configured reader is automatically enabled when the new card is added and when clicking the button (highlighted in yellow in the Configurator window) located to at the right side from the “card number” field.

You can add the card by clicking the “Add” button at the bottom of the Configurator window in “Access card” section.
14.  Filter. Each window of the system has the possibility to apply the screen display filter. Filter is not involved — gray. The active filter has a green color.
!!!!! Caution! When the filter is activated, information display is filtered out
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Creating system operators
15. If you select “System operator” check box in “Card owner” window (highlighted in orange), you will need to keep the person's identification information in order to log into the system.

In this case, “Card name” field is changed to “Card name/account” (you will need to enter this information into “Name” field to log into the graphics station.)

“Access code” field changes to “Access code/password”. This is the login password.

Attention! Uppercase and lowercase letters are different in both the name and the password.
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 So that the current card to be accepted by the system as login authentication, the card number should be equal to 0. In other words, if the current user should be the system operator, you need to select “System operator” check and add another card (with the number of 0), and write the login name into the Account field, and password — in the Password field. (Note, you can create blank fields and the program will run as if it was initially run, but all operations will be performed on behalf of the current user).
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 Also, if you add the card, check "System operator" (in "Access card" section), it is possible to register in the program with USB reader connected to the operator's computer. However, if the “Access code/password” is set, firstly it is necessary to enter the registration form in the program, code, and then attach the card to the reader. The user name is ignored. If the password is not set, then you need to attach the operator card to the reader imply.

Note: You do not need to create different operator users with blank fields because the system cannot recognize them and will always work under the first one found.
Important! The operator login account is limited by time of use. (It is highlighted in blue at the Figure above)

Important: The account's expiration date is set in “Validity time” field. If all operator accounts are expired, the log in to the system will be impossible. You will be able to reset the operator settings to log in through the service center only.
Plan editor
1. Plan manager start. 

The plan manager is called from the main window of the Graphics station (bottom-right). [image: image28.png]Kon-e0 exoanuix Tenerpann 000/ 000 MPS: 000/ 000D: 03 21147:07 27.09.16
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2. Creation of new plan.

Maximize the Plan editor window to the desired further real size of the plan. Click “Create plan”. The sensors will be then related to the size or select one of the preinstalled modes. You can also set the size of the plan manually. In either case, windows with plans will automatically scale to fit the window with the plan. You need to specify the resolution to provide the best view on the user's monitor with its resolution.
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After completing these steps the special green base sheet with image that causes the minimum visual fatigue even when you are viewing it for a long time will be created.
3. Load the object plan. 
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“Load plan drawing” option will load the additional layer of the drawing. It is recommended to use the output format in PNG from the AutoCAD drawings, because it contains homogeneous colors, and further it will make the graphic operations of the plan much easier.

The first option, "Download the plan base sheet" allows you to load the fully-prepared image of the plan with the base sheet and the drawing.

4. Change of the plan drawing size. After loading the layer with the plan drawing, hold Ctrl+Shift to drag the layer to the desired location. There is the dotted frame around the layer for easy editing. Dragging the mouse to this to the corners of this frame, you may scale this layer to the desired size. When scaling, hold down Shift button to change the size proportionally.

5. Grid pitch and its display.
To maximize the advanced tool settings, hold down the left mouse button on the tool selector button. On the following Figure the turn off/switch off button of the grid display and the field setting the grid pitch are highlighted. Tool selection button in the active state indicates that when objects are positioned and moved in the plan, they will be related to their center point to the nearest grid node.

If the mode is off, the object moves in the plan freely. When this option is turned on, you can temporarily ignore it by holding down the Ctrl button on the keyboard when you move the object.
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6. Removing unnecessary edges. To bring the picture of the plan to the initial view, you need to delete "empty space" (unnecessary edges) around the drawing on the loaded layer with the layout. While holding the button selected in the picture below, click the Magic Element.
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The plan area should be closed in order to complete this operation successfully in the plan drawing. You can cancel the operation by pressing Ctrl+Z.
7. Creation of the colored rectangular area. Select the desired color and select the appropriate icon (rectangular). If you don't see the graphic picture, you can draw the blank field, where the sensors and other object can be placed.
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Note: The rectangular area is created on the current layer. When there was adding the plan drawing it is the current layer, and the rectangular area can be added to it only, and it is limited with its sized. 
To add this area to the base sheet, you need either add it immediately before you load the second layer with the drawing, or save the current plan first. This will merge the layers.
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Objects placement — call the Configurator, [image: image35.jpg]Meneaxep nranos
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(“Add objects” button or in any other way). Select objects from the table, drag them to the plan field.
Note:
Some objects cannot be selected in the general list (for example, device sensors), but you can drag them to the plan one after one.
9. Drawing with "pencil". If necessary, you can use the pencil to draw some details.
[image: image36.jpg]2 x
PeaskTvpOBae e





When holding the “Pencil button”, the additional window appears where you can specify the thickness of the pencil line.
10. Creation of plan name in the single style.
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By selecting the appropriate icon and writing the desired title, it is automatically displayed in the plan. To change the dimensions, move the mouse to the corners of the black intermittent frame around the title inscription and change the size to the desired one. Hold down the Shift button to increase the size proportionally. To move the title to the desired location at the plan, hold the Ctrl+Shift +left mouse button and drag the name to the desired location.
11. Dragging objects to the plan.
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When you select the necessary elements you can drag them all onto the plan. When the mouse starts to move, the structure of the objects that are in motion to be placed at the plan will appear next to cursor.
[image: image39.jpg]PeaskTvpOBae e





After moving to the plan, the objects remain highlighted to make them easier to move to the desired location in the plan. In the future, to remove the selection, you need to click by mouse on the free place in the plan or click “Esc” button.

While holding down the Ctrl button and starting selection you can select the brushed shape.
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When you release the mouse button, the objects that fall within the selection are selected
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 Note: The specified area was selected another time and the objects that 
were selected for the last time are in it.

By calling the context menu with right mouse button, you can perform the necessary actions on the object or objects.
Some elements are available only when you select the single object.
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12.  Determination of t the selected point color
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 To define the color of the selected point, select “Eyedropper” tool on the tool panel, and then after clicking at the plan with the mouse the current color will be changed with the color of the point under the mouse.
13. Placement of text fields in the plan.
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You need to activate the text fields’ setup mode specified in the Figure with the red arrow [TXT]. Then click to the plan with the left mouse button. The new text field will be added at the cursor location, with all style settings, font size, and font name drawn from the last text field you added to this plan. The color will match the current color. Duplicating the existing text field is available for convenience. To duplicate the text field, hold down the Alt button in the Plan editor and click to the selected text, and holding down the mouse button and Alt button to drag the copied text to the desired location.
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You can edit the text area settings by right-clicking and calling the context menu for the selected text. You need to select “Edit the text area” element
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It is necessary to write the text for display to the Name field. You can select a font type from the drop-down lists. In the Figure above, the drop-down list allows you to evaluate directly the writing style, but installed fonts not always support all localization of the characters in the system.
You can use other drop-down list, wherein in addition to selection of the font you can set the display style for the specified text.
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The text in the text field will be used as the inscription for the check.

Save the plan. Select “Save current plan” in menu.
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The plan will be saved under the current plan number and editing the plan name is opened in the “Plan list” window.
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Simply dragging the plan name in the “Plan list” window, you can set up the desired hierarchy of plans.

Open the plan in the plans window. 
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The left side panel of the Graphics station window has the “Plan list” tab. 


When clicking to it the tree structure of the object plans is maximized.

To select the plan, you need to make the double click.

Managing the objects from the plan. When you select the object on the plan the possible commands for that object are displayed in the right window. The bottom window displays the current state of the object. 
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You can also use the object's context menu on the plan.

Employee base. HR department.
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You can work with users and their cards in the main “Employee base” window. You can also add users to the main equipment configuration window for convenience.

Users import.

For ease of integration with other systems, and to facilitate the initial configuration of user cards, you can use the feature of data import from csv-file of any format.
To do this, click the down arrow on the “Add” button (shown in the Figure), and then select the opened “Import of employees and their CSV” element. The system will offer to you to select a file to import data into.
The information from the imported file will be then presented as the table. 

If the CSV file contains the title string with column names, the system will attempt to automatically map the source data to the desired fields in its database. If correction is necessary, you need to click to the column name and in drop-down list select the field in the database that needs to be filled with the data from the imported file. Check all columns and pay special attention to the columns with card numbers. There are different options for representing the card number, for example: one number in decimal format, two numbers (the site code of card and card number) in decimal format in one column, a space, or other separator (other than the column separator). Two numbers (site code and card number) in different columns, one number in the hexadecimal format of 8 bytes one number in hexadecimal 10-byte format.

After all the columns have been mapped and checked, click the “Import data from table into DB” button. When the import is finished, the window closes automatically. 

You should then check the imported data and assign "access levels" and, if necessary, "key access levels", if they were not among the imported data.

The information provided is divided into conceptual blocks, and some additional information is hidden in separate tabs. To get access to the card owner information, you need click to the appropriate tab at the top of the window. Use the bottom of the window to view information directly on the access cards of the selected employee.

Next to many fields, you may notice the red light bulb by which clicking the current field becomes available for viewing and editing in the table.

You can enter cards using either the special USB reader, or one of the system's readers is assigned to enter the card. The card from the reader will be recorded in the card number field only if the mode of waiting for the card to be entered from the reader is activated. 

Settings which will be assigned to enter the card from the system readers are set in “Appearance and description of window assignments” (para. 2.1). At the same time, you can access the settings by double-clicking the card number field or by using the context menu in the card number input field, or by clicking on the button for activating waiting for obtaining the card number. Settings window will open if the operator has permissions to access the settings. 

If you change the position the access level and the working time calculation template in the personnel schedule are automatically set for all cards of the current user, unless you set these parameters previously. In normal mode, if these parameters were set, they will not change, even if you select the different position in the personnel. To force these fields to change when you select the drop-down list element, you need to hold down the Ctrl + Alt + Shift button combination and make double click on the selected element. 

Key return time control — indicated to the system to control not only the possibility to issue the key, but also if the key will be not returned on time and the special mode is set for the key, the alarm will be generated.
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To assign the key access level to the user, you need to switch to the “Keys” tab and select the key access level. If you need to create the new access level for the current user, you can also use [image: image49.png]


 button that allows you to add the necessary authority elements without closing the “HR Department” window.
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From this window you can add and edit key lists and time zones. For example, if you want to add the possibility to get all the first floor keys for several employees, but each employee can take "their" additional keys, you can create the list of the first floor keys because it will be the general list.

Then, just create the “key access levels” for each group of employees with the same authorities.

To do this, simply add the list of 1-st floor keys and additional keys as needed.
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If you want to share access not only by key but also by time, you can create the additional time zones.

Time zones are time intervals at which the key and access to the room equipped with the reader will be available.

When you create the time zone, you can specify up to 10 time intervals, such as 08:00 a.m. to 10:00 a.m., 12:00 a.m. to 02:00 p.m., and from 06:00 p.m. to 08:00 p.m. This means that, when you use this time zone, access to the key or room will only be allowed at the specified time.

The options for setting up time zones are more flexible, allowing you to describe any access time:

· On the specified days of the week

· In even days of months

· In odd days of months

· On holidays (the holiday list is specified in the “Holiday” Configurator section)

· You can choose not to use a table of resubstitution of i holidays when due to the holiday the day of the week is postponed to other day, such as Saturday, is the working day instead of Monday.

· Select the separate days list that is set in the “Days lists” section of the Configurator
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Language settings of the key box interactive panel
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The language, which will used by the key storage system for interaction with the user, can be set on the access card. In this case, as soon as the user is authorized in the key storage system, the on-screen interface will automatically be displayed in the specified language. To do this, you need to specify the language you want use. 

Software interface localization

To localize the program interface, you can switch the information display language without restarting the program. However, to translate the entire interface fully, you also need to change the language in the server program. The server message cache will not be translated. New messages will be translated only. Also note that for translation of the object state criteria, you need to enter the Configurator in the “Criteria” section and click the “Default button”. In this case, the system loads the standard criteria values in the selected language. 

Note: If you have changed the criteria text for installation, reset, or changed the priority or color, all of these changes will be lost.

Pass office
[image: image52.jpg](CrcoK 350K Ha oceTUTENEl

MepeTallyTe 3aronoBoK KOHK

<He parics

avmnna
Vo
OruecTan

| MacnopTHele paHHue noceutens |

¥poBers AccTyna noceTuTens
Ton
© Mypkooi © Kercwit

| TpAHAMAOWaR CTOPOHE
fenapraverT/noapasaeneHve

Ve

Horep kapTel

COXpaHMTS CO COKDM AeiiCTavs

Q

Coxpanume co cpoom aeiicTens | 2 | vaca

oGz

Yaenve

[ ABTOMATUHECKI COXPAHATE NP MY USHIA KaPTLI €O CHATIBATENS OWICTUTL NONA oMl





For enterprise pass office there is the separate window for creating visitor cards. In this window, the information is grouped in the best way to make it easy to create the one-time card for the visitor. You can maximize the additional areas at the bottom and at the right of the window, obtaining the possibility to add more data and enter the visitor’s photo to the system. 

If you use the application subsystem in the left part of the window the current active applications will be displayed and when filling the form, the data from the application will be automatically inserted into the visitor card fields.
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Information about previous visitors is also available. To do this, while entering the surname, name and patronymic of the visitor press “Enter”. You will see the window with the current filter on the name that you typed, for example, if you type part of the names and data match is found, the special button will be displayed, which pressing will lead to displaying the window with previously entered data.
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Quick access to different settings from different forms. 
A brief description.

1. In the main window and in the Plan editor window, Ctrl + Shift + C — Configurator call

2. In the main window, Ctrl + Shift + M — Opens the plan editor

3. Ctrl + Shift + R — calls the report subsystems
4. In the “Employee base” window, in the subsection for adding the user card information you can call the program settings window to change the card input reader and display format for the card numbers for the “card number” element. The window call will be available, if you have the appropriate permissions for the current operator.

5. In the “Employee base” window, when changing the position on the personnel schedule, the access level and the working time calculation template for all of the current user's cards are automatically set, unless you previously set these parameters. In normal mode, if these parameters were set, they will not change, even if you select the different position in the personnel. To force these fields to change when you select the drop-down list element, you need hold down the Ctrl + Alt + Shift button combination and make double click on the selected element. 

6. When you select an object in the plan, or in the object table, the “Object event history” element becomes available on the context menu and on the menu panel. Events significant for this object only will be shown in this mode. 
  However, if you hold the Leftshift button on the keyboard when you select this element, all events for the object (for example, the database entry, and etc.) will be displayed. An example of the alert message from the security system
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The alert window keeps the record about the object, which alert was triggered with time at which it occurred.
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At the same time, the red circular blinking area on the plan highlights the Alert object. When opening the System object table, it also highlights the objects with alerts.

The Information window displays the current status of the selected object.

Reports

Reports are grouped by functional characteristics and provide an easy way to access the information of interest, with possibility to customize the filtering based on the features you specify easily.
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You can use the access events report to get information about people who went through doors and what doors and when. To generate the report, you can select the time range, in the simplest case by using the preinstalled buttons, and then the interval is automatically selected. By default, when you open the window, the interval is set to 1 day from the beginning of the current day.

You can only display the report by selected employees, departments, and divisions. You can also limit the output data to specific doors or lists of doors. If you select limits in several options, they are all applied at the same time, i.e. users who are selected only and only if they have passed through the specified doors are will be included into the report.
Also, the event types that are represented in the title area are the selection criteria. You can exclude some events from the report, if you want.

It is very easy to get information about the events that occurred in the security alarm system. To do this, select the “Security alarm events” tab, and then click “Generate report”. Wherein the default time interval is used, this is the current day from the beginning of the day. At the start of new shift you can generate the incident report for the previous shift.

 [image: image56.jpg]© Oreret
ViTepean oTueta

CofiiTA AgETyna | COBLITMA OXPaHHO CUTHATVBaLIM | MTonHeit oT4eT N Bcem cofiimism | Monksosarent <

s MoKazeaTe CofbiTtA

06.03.2016 0:00:00 ~ WINocTaguTe Ha oxpaHy/Ha oxpaHe. V| Tpeeora Buifopourie -
e et
[« maprame  »| VICHATE € OXPaHBI/CHATO € OXpaHs! [VIHewcrpasHocTs.
LR B OTKIIOUTL/OTKNIDUEHD.
|ozs 123 4 s
L B INopniouwms/noiosero
%1415 16 17 15 19 20
n 21 22 23 24 25 26 27 (C6poc eeex dunbTpos.
MBI 123 |
45678 310 | Moapazaenenins / OTAens! / Monksoeaten i 30Hbl AaTunk |
= amn Viws Oruecten | [Hazearme | [Hazearwe fon. wamave  flon. Wamave 4
HEE NG = MNoapazaeneHe e 438 [TFT CPT 02,3 ABTO-CO3A3HHLIA TONbKD YTEHMe
06.03.2016 23:59:59 v 1 >
VBaHOB MeaH MBaHOBIY. Bomal f2 Avperma ABTO-CO3A3HHBI TONbKD YTEHME
MapT 2016 KynpuaHosa Mapua CepressHa Bomal f1 1TFT CPT 02.xx ABTO-CO3ASHHLIA TONbKD YTEHMe
necdnces LesueHko Cerpeit (Oneroemy Bomal f2 Byxrantepna ABTO-CO3A3HHLIA TONbKD YTeHMe
sEpaatt | W armon Ceveroan a1 /3 DoorDCT 0832 | Aero-cosgarein | Tonen urere
P e Konosance Tepman Tesoeny Boral /4 (Beep UT. HatansHitk | ABTO-CO3aHHbH | TOMbin urerbte
21 22 23 24 25 26 27 repacumosa Moamina MeTpoeHa BoMal/1 Aeeps WT. OTAeN pasp ABTO-CO3ASHHLI TONbKD YTEHMe
[#28293031 1 2 3 onyBkoea MpuHa [BUKTOpOBHa BoHalf2 Asepe T, BE30NacHOC ABTO-CO3A3HHEI TONbKD YTEHMe
1“ RS OR S ) 3arpyaHeit BukTop Harudhoposuy BoHal/3 ABEpb BHYTD. AYAMT | ABTO-CO3ASHHBI | TOMBKD uTeHMe
ycs Aapes CepressHa sepe Xo3. cyxba, ABTO-CO3A3HHLIA TONbKD YTEHME
3a 15 mayT etouora Banermaa Viearoera leeps. BX0A & 343We | ABTOCO3aHLI | Tonbio urerine
(CemeHoBa EneHa MUX3NOBHa. ABEpb BLiOA W3 3A3HM: ABTO-CO3ASHHLIA TONbKD YTeHMe
(CTonoBas ABTO-CO3A3HHLIA TONbKD YTEHMe
3a cerogHs Door DCT 08.32/AaTy.
Door DCT 08.32/Aary.c)
- Door DCT 08.32/Aaru.
Door DCT 08.32/AaTy.|
Door DCT 08.32/Aary.t)
3a mecay IDoor DCT 08.32/atu.{ gl

CehoprvposaTs oTueT





You can also view events for specific objects and personnel in detail.
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For user’s convenience, the information of interest can be obtained in the section where it is necessary at the specific moment of time. Access to various reports is configured in the operator's rights.

Common problems and solutions.

1. If at the start of the server you receive the message that the port necessary for server is busy, at this moment ServerPorts.ini file is created at the folder with the server, where you need to change the port numbers with that ones that are unoccupied by other applications. For the entire system to work correctly, the file should be stored next to it (in the same folder as the application) with all parts of SecuriProx Studio complex.
2. It is important to remember that if you repeatedly set the ports on which the devices will connect to the server, you need change also the server port on the devices themselves. 

3. If there are any connection gaps during the operation, you should write all the SecuriProx Studio complex files that are run into the exclusions of the firewall or the network display.
4. If the server and the ARM client were successfully started, but the equipment connection to the server is not occurring. It can be seen on the “Information panel” program server tab. If you connect any device or driver to the server, it displays information about the connection, either as the known device or as the device connected to the guest port. Absence of connectivity indicates ont he limits in Firewall/network screen access policies or the incorrect configuration of server and controller IP addresses. By default, all devices use 10.20.30.100 server address, therefore, if you did not changed the IP address of the server for the device, the computer must have this IP address. It is also important to track the uniqueness of IP addresses, as in any IP network.

5. To verify that the configuration is identical in hardware and in the database from the Configurator you can run the device memory check in the device section (if you have the appropriate permissions). If discrepancies are found, information about it will be displayed in the special window, and the discrepancy counter appears next to the button. To resolve the discrepancies, it is possible to simply close the Configurator and the system will write new data to the equipment. If this is not enough, you need to format the device, reload it, and then click the “Full overwrite of all data” button. 
Important! After the device has been formatted and the configuration is overwritten, the equipment will not work (the doors will not open and the sensors for the door/security controllers also will not work, and the keys for the key storage devices will not be issued).

6. If you have configured the password access to the program or authorization by the access card through the USB reader, and you have forgotten the password/lost your card/account expired, to access the program you need to log in to the “Server settings” tab in the server program for additional settings (config password. Description in the section "Starts the server."), and then click the “Reset operator passwords” button. The system will generate the code for the Service center that will be valid for 24 hours. You need to transfer this code to the service center, and when you confirm your system maintenance authority, you obtain the response code that will drop all previous login restrictions. You can sign in with the blank login and password. Then you will need to reconfigure login authorities.

The forms and illustrations presented may be slightly different from the current version of SecuriProx Studio because the software is developing and supplemented every day. In case of discrepancies in information in the instructions and in the tool tips directly in the software, follow the tool tips.
Contact information
Moscow, Troitsk, 11 Fizicheskaya Str. 
Tel.:  +7 (495) 970-83-53. 
Web:    http://www.keyguard.ru; http://www.securiprox.ru
E-mail: keyguard@keyguard.ru; office@securiprox.ru
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