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The PR Master program

PR Master run on PC computers with Win 95/98/NT operating systems. By this program, installer can
download settings to PRxx1 controllers and additionally can build ON-LINE access control system with
events monitoring and access time zone feature.

System configuration file [*.prc]

All PR access system settings and events record during ON-LINE operation PR Master retain in disk
file with extension [*.prc]. This file is called system configuration file or system file. The events
recorded during monitoring are appended to system file every time the save/exit function is invoked or
can be appended automatically at pre-declared times (see SETTINGS|JAUTOBACKUP function).The
system configuration file has a copy with [*.ntc] extension which can be shared by other program
operators via computer network. In addition after any write operation to [*.prc] file previous version is
saved in [.pr$] file and can be used as a emergency backup in case the data base is crashed.

Program operators

There is one predefined PR Master operator called [ADMIN]. This operator can’t be removed or edit.
[ADMIN] has full access to PR Master program menu. [ADMIN] can create other program operators
and give them access to specified program menus. Before program starts operator have to log in with
name and password. After first program installation operator must enter username [ADMIN] (without
brackets) and password empty, (press ENTER). By declaring other program operators installer can
restrict access to some program menus and thus protect system against unprofessional changes.

Apphcation Uzers' Access Rights |

Select application uzer: Enable/dizable access to menu items:

F EE:E:EHEW Select Al
: ile | &0 pen. .

John Mart [ &File | 4Save
[ &File | Save bbs.. Uzl
F EE::E: Add access to whole
£ 1E4it| Menu except adding
[T &Edit| new program operators
[T &Edit
& 4Edit | &Controllers Removes access to
[T #view | Object oversesing whole menu
[T &Wiew | Everts history
I #view | Clear monitoring lizt

4 I I » I LI Cancel

Ok

|
[ \

/‘\\ NN
Adds new program Removes program Accept settings This mark sets access

Add | Delete
\
\

operator operator to specified menu.
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System Users

In PR system can be registered up to 1000 user of four types. Every user have its own ID humber
Users are identified by Identifiers. There are two types of identifiers: proximity card and PIN code. All
controllers operating in one PR system have the same list of users.

User ID User Type Programming gvg:é?\l?g]LgOSED Door opening
0 MASTER Yes Yes Yes

1..49 SWITCHER No Yes Yes

50..99 SWITCHER No Yes No

100..999 NORMAL No No Yes

Users can be divided into access group. There are one predefined group called [default], system
operator can defined up to 31 additional groups. User belongs to the same group have the same
authorization for door opening. For every group on every day of week operator can declare time zones
in which users will have access on particular controller. Whole day access is declared as 00:00 to
23:59. Time zones feature is only available if controllers operates under PR Master software. If
communication with PR Master stops, controllers continue operation in stand alone mode with access
group settings as they where before communication stops.

Group properties Ed |

Group narme: ISEELIFIITY

Select controller: Ilzersz in Group:
Contraller narne IO ] & |Paul &nka =
Boris Becker

MAIN EXIT L

kalM STORE 7

OFFICE a

PRESIDEMT 9|

OFFICIAL EXIT 11 o
fod [ KNI _'*I_I

Monday Tueszday |Wednesda}l IThursday IFriday ISatun:Iay ISunday I

Fram tirne: T o tirne: ;I
gt Delete Clear All
Add Edit [mpart
_I Gneent L e

rwﬂ:ess Cancel I/ MK

/

Switch on full access on every day on | | Imports time zones from another group
every controller for specified group no
matters how time zones are set.
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User ID number. I User type I

T&A evidence number is
only used when T&A reports
are produced

4 - means authorization
for official exit

User group

D I Ilzer Mame \ Type IE\-'iu:I. [T&-‘l'-.]l Group name |;| Add |
0| Ringa Star MASTER 1234 DEFAULT
1{Paul Anka Il Edit user properties 4|QEHE
A0 Bors Becker Sl -
100 John Martin MOF Eali |
1071 |Jane Coling HORMAL 123 MANAGEMEMT
102 | Jack McMamara HORMAL 4108 MANAGEMEMT Change twpe |
103 | Amold Seyer NORMAL 1295 DESIGN
108 Elisabeth T aylor MORMAL 417569 FIRST SHIFT el |
109 (Roger Moore - HORRMAL SECOMD SHIFT

Irnport

E=port
Arrange by: " Tupe " First name = Last name Eind...
/ /
Table can be sorted according to few Import and export of user list to .usl file

methods (.usl are plain text files)
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Default group

There is one predefined group in PR system. This group has ID=0 and is called [DEAFULT]. All users
programmed manually into controllers memory belongs to this group. If system runs under control of
PR Master users can be divided into different groups. Every group can have its own access schedules
defined in one-week period.

NOTE: Generally time zones defined for group [DEAFULT] should control access for this group but if
option [Door opening only in OPEN condition] is set, time zones for group [DEFAULT] also control
access for any other group (for details see table below).

NOTE: Because SWITCH (BISTABLE) output repeats OPEN/CLOSED condition of the controller
operator can switch ON/OFF this output through declaration of time zone for group [DEFAULT].

] Groups - |O] x|
Group name Add
IIEFuI_ILT ..................................................................................................................

FIRST SHIFT Delete
SECOMD SHIFT _
SERVICE el
MAHAGEMENT |
DESIGH
SECURITY
ISITORS
;I Ok,

Option: [Door opening only in OPEN condition]
This is a special option which can changed some access rules in system. For details see table below:

Option: [Door opening only in OPEN | Option: [Door opening only in OPEN
GROUP condition] is ON condition] is OFF

CLOSED cond. | OPEN cond. CLOSED cond. | OPEN cond.
GRO_UP DEFAULT |Whole day A_CCESS ON, regardless ACCESS ON ACCESS ON
(ID=0) of declared time zones

ACCESS due to
?IEH:E? (é;gR)OUPS ACCESS due to declared time zones | ACCESS OFF declared time
" zones

NOTE : No matter if option [Door opening...] is set ON or OFF time zones declared for group
[DEFAULT] controls OPEN/CLOSED condition and SWITCH(BISTABLE) output. If no time zones for
group default are declared PR Master doesn’t change OPEN/CLOSED condition of selected controller.
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Controllers
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In PR access system can be registred up to 31 controllers. Every controller connected to PR system
Communication Bus must have its own ID number from 00 to 99. Program can not communicate with
controllers with the same ID numbers. ID numbers can be changed manually or remotely from PC.
PR Master detect ID conflicts on Comm. Bus and signalize it with error message.

Find and add controllers to system
(operation conditional)

J° Controllers

[ID]~]

Contraller name
kalM ENTRAMCE

MAIM ExIT

E_l

MaIN STORE

OFFICE

FRESIDENT

OFFICIAL E=IT 1

Send configuration settings to controller

— | oD

Find and add controllers to system
data base (operation unconditional)

Add —
=
Add all
Remove controller from system
Delete S——
Edit

j Edit controller properties

Change |D I 1
j Change controller ID
Send
Verify contents of controller memory with RESTART controller
data base. Compare /
: " Restart |
Perform communication test wit . "
controller. 100% means ideal SPEN /J Switch controller to OPEN condition I
communication, result below 50% are —
not acceptable. CLOSE
Ei— L — —
\/_ ‘j Switch controller to CLOSED condition
T est tranzmission | 0k,

Completely lack of

The results between 60..80% may be
accepted but installer must be aware that
some interferences on com. bus exists or
there is some problem in installation hardware.
In such case check com. bus terminals
connection in controller. For the best results
use twisted pair of wires for com. bus .

Tranzsmission Test

7
EMTRACE

Contraller [D:
Controller name:

Stk Cloze

communication between
PR Master and controller

Tranzsmission Test

Contraller [D:

Controller name:

Cloze

Ideal communication
between PR Master
and controller

| Tranzsmission Test

Contraller [D: K

Controller name: EMTRACE

Cloze

100%
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Controllers setup

Controller properties Ed |

FEGT= MAIN EMTRBANCE I D . 1
Type: I Entrance \ j o
B
IN1 Function: ID::u:ur open detector [DIC] \ j Type: INEI "’I
Imput s iNFo P ~_—__
_ £ Type of passage, only used for T&A
IN2 Functmrjfy/ /'é bution (DA} or time attendance reports
Input it /
Operator can declare text string which
will appear after “Information” input I'J "
activation/deactivation i | g5
REL2 T -
Output Funchion: |Repeats the CLOSED/OPEM of the reader J
— O ptian |nformaticr
[~ Reprogramming disable MODEL: PR301
[T Dwoor opening only in OPEMN condition YERSIOMN: STAMDALOMNE
[ Bad card timed lock-out REYVISIOMN: 27
[ AMND mode for MORMAL idertifiers #TAL FREQ.: 20 MHz
[~ AMD mode for MASTER identifiers
[T AMD mode for S\WITCHER identifiers Cemea ok

Reprogramming disabled — after this option is set reprogarmming of controller is disabled. This

option can be removed only by EEPROM RESET.

Door opening only in OPEN condition — If option is set all users can door open only when controller

stay in OPEN condition.

Bed identifier timed lokut - If option is set controller doesn’t read card and PIN codes for three
minutes after three unsucessfuly attempts of bed identifier entry.

AND mode for NORMAL users — NORMAL type users must enter card and PIN code for
identification, no matter what sequence. (option avaiable only in controllers with keyboard).

AND mode for SWITCHER users — SWITCHER type users must enter card and PIN code for
identification, no matter what sequence, (option avaiable only in controllers with keyboard).

AND mode for MASTER user — MASTER type user must enter card and PIN code for identification,
no matter what sequence, (option avaiable only in controllers with keyboard).
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System events monitoring

In PR access control system events are registered only if communication with HOST computer exists.
Event are presented in monitoring window.

Current program operator Current system configuration file.

17 PR Master 1.5 [ADMIN] - ‘BOGER S C 82-416 GOSCISZEW0 59.pic'
File Edit “ew Dption: Beportz Help

| Cantraller: | Use_ra’lnfo:

- | | [iate: | Tire: | Dezcriphion:
W}f A 010110 14:22:29 Start of registration
Open.. [of* 010110 14:22:23 Switched to the OPE Main menu

HCE FR Master 1.5

. gt 01-01-10 14:22:30 Switched to the OPE PR Master 1.5
E J]_ 01-01-10 14:22:46 Door opened MCE Jahn Martin
Save Jl 01-01-10 14:22:49 Door opened ANCE Jack McMamara
= 01-01-10 142256 Door opened Al ENTRANCE Paul &rka
iE m 01-01-10 142317 PREALARM AN ENTRAMCE

J]_ 01-01-10 142326 Door opened ARCE
Groups & 01-01-10 142335 Door nat closed Monitoring window
01-01-10 142240 Forced entry

@ 01-01-10 14:23:45 Informnation input in signalized o
: Information input returned to the normnal cofAlM EXIT

Door opened tAAIR

Communication status indicators. Every controller has its own indicator.
Color green means proper communication wheraes red signalize lost of
communication. If indicator pulses red it means momentary lack of
communication but it doesn’t mean that information is lost. In case of
error PR Master repeats communication few times.

Show time of last auto-backup. Auto-
backup append recorded event to
system file (*.prc)

SRR B N DoDo0QO0 o0 C0 oo

| Foow| O

Status bar: Automatic storage |

# COM1 - communication port, ¥ Enable automatic event storage
I_ . .
D - events monl_torl.ng on, Slhore events
17%4] - events monitoring off, at specified hours: Erlizn mzm e
G - events auto-backup time. 0000 18:00
0E:00
03:.00
12:00 i g
———————— 15:00
Every time listed in this window PR Master 18:00 »» Femove

automatically append recorded events to
system file (*.prc)
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User properties

Tuope: HORMAL

[C:

First Mame: Im

102

01-01-13

T&A number, used only when T&A
report is generated

/

Last Marme: IMI:N amara

Evidence no. (ThA) [4108

Transponder Code; |E|41 1805272

Kepboard Code: |4'| 08

Card code (may be entered manually or

él}don selected transponder)
: —= ! Press this button and than read

Group name: I DEFAILT

[V Authorized to official exits

\ Cance! | oK | User PIN code
Authorization for official exit, when \
this option is set ON , system will User group

accept official exits of user.

Tranzponder code reading

Select the controller on which pou want to read a bransponder code:

card on selected controller

Controller name

MAIN ExIT
MaIN STORE
OFFICE
FRESIDEMT
OFFICIAL EXIT

code will appear automatically.

Press READ button than read
card on selected controller. Card

j Cancel |
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Installer
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There is one user in PR system which doesn’t have ID number and is not authorized for door opening
and other system features. He is called INSTALLER. Installer is only able to enter manually Installer
Programming mode of the controller. Programming INSTALLER user in PR system is not obligatory.

Inztaller

comments text window.

Installer address or other

]|

Name: [INSTALLER,

Tranzponder Code: |E|1 OOF3DBAE

Feyboard Code: |1 234

Infarmation:

AN INSTALLER card
read button

Tel 0602 020114

Il ;IJ

Qg Cancel |

Access map

Window this show actual access settings for all defined group of users.

NOTE: Time zones defined for DEFAULT group control OPEN/CLOSED condition and SWITCH

output of controllers.

] [12:10] Accezs Time Map: Groups on Controllers

Controllers

hAIN EMTRAMCEE

SECOMND SHIFT
SERYICE

b AN AGEMENT
SECURITY
YISITORS

FIRST SHIFT

Group name

=10] x|

L eqgend:
|:| ALCCESS DISABLED
. ALCCESS EMABLED

Green rectangle — access enabled
Empty rectangle — access disabled

Prezs F12 ta hide ar show thiz windowl
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Sending configquration settings to controllers

Transmizsion |

| Sending uzers data to "MAIM STORE" controller [ID=7]

&/

NEERNEEENEE

Sending users data to "MaIN ENTRAMCE" controller [ID=1]
Sending FAILED!

Sending config to "MalM EMTRAMCE" controller
Sending FAILED!

Restarting kAl EMTRAMCE" cantraller

Restarting FAILED!

ACCESS SCHEMES CHAMGING!

Sending uzers data to UkMAIN EXIT" cantraller [ID=5]
Sending config to "MalM E=IT" controller

Restarting "MAIN EXIT" contraller

ACCESS SCHEMES CHAMGING!

‘Sending uzers data to "MAIN STOBRE" contraller [10=/]

1

L4]

Controllers are equipped with internal memory banks which store configuration settings of controller
and users codes. Without communication with system Host (PR Master or CPR-32 control panel)
controllers can operate in stand alone mode. In this mode time zones and events recording doesn’t
function. Before system will start first time every controller must be download with settings. There are
few other situation where configuration settings in controller must be updated:

1. After edition of user properties
2. After edition of group

3. After controller settings changes

NOTE : Sending configuration is useless if:
- changes refer only to text strings,

- if time zones settings where changed.

If during configuration transmission error occur controller after 20 sec. will RESTART automatically
and can be download again. Controllers can be download individually (SEND command) or all
controllers can be download automatically (OBJECT|CONFIGURE ALL command).
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All events actually received from system are presented in monitoring window. At declared time of day
and after SAVE command PR Master append received events to currant configuration file (*.prc).

Events stored in configuration file can be restored by VIEW|EVENTS HISTORY command. After this
command PR Master load hundred (or more) events. The remains events are automatically load after

pressing PageUp/PageDown buttons.

Hestore events |
Before events are shown operator
must declare how many events have e (Hu *| events
to be loaded from *.prc file, use
numbers below 1000. Numbers =
. before; m-01-09 - 120735 -
above 1000 will slow your computer. =i I J I L
O_nly events before declared date ﬁ ok Cancel |
will be load
j Ewvents history M= E3
| Date | Time |  Descripion | - . .
01-01-08 [12:0258 |End of registration EaSeUp/ PageDown a
010109 120331  Statt of registiation uttons
M-01-09 120458 | End of registration
01-01-03 12 Events report can be
M-01-03 14 presented and printed PRESIDEMT Jahin b artin
m-01-09 1 kalM STORE Jack McMamara
M-01-09 |12:06:0¢7 |PREALARM kalM STORE | w
A | 3 _|v
Filter | Eventz Report | Export to file |
Qele}g oldest | Prezence Report Export to T&-‘-‘-.\L (] I Cancel |
/N T 7

/N

Only the oldest events can

be deleted. building can

A user presence in

A Time and Attendance report

be calculate can be produce.

Events Filter Creator

Set criteria far filkering events

v From date: I 01-01-09

[+ To date: IEI1 -01-09

W Ewert Type: I Door opened

[~ Controller: [ &N ExIT

I

I
Select Al

I.Jau:k bz amara

Clear All Cancel

Reports can be produced with
optional filters

Ok
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Time and attendance feature

PR Master doesn't have time and attendance (T&A) feature but it can export report to such programs
or modules. For many investors such feature is not necessary but simplified method of time
attendance account is satisfactory. PR Master can figure the total time between entry and exit into
building of every system user (see [Presence report] button in Event report window). To use this
function installer must declare ENTRY and EXIT controllers.

Official exit

PR system can register official exit of individual person from building. Such kind of exit belongs to
total working hour count. If official exit have to be registered operator must select controller and set
them [Official exit] type. Such controller works as any other controller in system except in T&A report
exit through this one is marked as [Official] but only for those person who are authorized for such
feature.

TEA events |
[ ate Time Description Controller name |Jzer name -
01-01-09 [12:053:49 | Door opened MAIN EXIT Jack Mchamara
M-01-10 (131018 | Doar opened kAl EMTRAMCE Johin b artin
M-01-10 (131019 Doar opehed kAl EMTRAMCE Jack kMchamara
01-01-10 [1210:35 | Door opened OFFICIAL E=IT Jack Mchamara
01-01-10 (131039 | Door opened MAIM EHMTRAHCE Jack Mot amara
om-0-1g peeee——= . MAIM EXIT ool bd-blamara
‘ Report start date _ Report end date
|

Enter a time range fon [4 report;

from: |09 January 2001 x| to |10 January 2001 7] Cancel 0K

Time and Attendance report fromat

# ROGER S.C.

# 82-416 Gosciszewo 59

B tel./fax (+48) 855 2728132

# RCP report

# Prepared on 2881-81-18 by PR HMaster 1.5 program

Exit Type:
0 — normal exit
1 — official exit

i

12:51 ;4108 ;U¥ sT:OFFICIAL EXIT
12:50;1234 :WE ; 8;HAIN EHTRHHEE§ Controller name

T&A number WE - Entry mark
WY — Exit mark
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Program settings
Before any communication with controllers will run operator must declare com port of the computer.

Program settings




