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Introduction to Sphinx Access Control System

Sphinx Access Control System is new software from Keyking International Limited. Keyking
International Limited is a leader in designing and manufacturing cost effective and highly reliable
Access Control Systems, with over than 10 years experience in the cards and smart cards business,
Keyking provide the most cost effective solution on Access Control System, Time & Attendance
system, and Smart Card system.

The software enables you to define the specific time and entries for the personnel accessibility.
The system has an online facility that enables you to control and verify with the employee's photo
if the permitted cardholder is the one using it.

The Sphinx can work as an off-line system as well. The large variety of reports and the report
generator gives you the facility and the tool to analyze your database as your needs require.

Sphinx Access Control System is a powerful tool which enables you to limit and control access to
your work area; to see-in real time-exactly where any given employee is located; and to produce
custom reports on employee location and movement, for the purposes of security or payroll
calculations.

Each employee or visitor is issued with a card (e.g. proximity or smart card), which must be
presented through the reader to gain entry or exit. Sphinx controller checks the Cardholder's status
before granting access, as well as recording every valid or invalid transaction.

Sphinx lets you group doors and Cardholders in a variety of different ways to suit your specific
Reporting and Security needs.
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The Supervisor sees a constantly updating, online summary of all events, and can follow the paths
of specific Cardholders or see who is at a given location, at will. Sphinx can also alert the
Supervisor to special-user-defined-situations, with an alarm and/or a color sequence.

The Offline facility enables you to print custom Reports of all transactions, or specific types of
transactions, between any given dates and times.

The Sphinx works under Windows 98, 2000, XP, NT, Server Family 2000, Server Family 2003.
The system requires at least one Controller and one Reader.

Computer Requirements

e IBM compatible with Pentium Il Processor

e 64 MB RAM (128 MB recommended)

e 50 MB hard disk space

e CD-ROM

e Keyboard & Mouse

e VGA 1024x768 Monitor

e RS-232 serial port

e Windows 98, 2000, XP, NT, Server Family 2000 or Server Family 2003
e Sphinx Controller (TC3XY, firmware v3.50 or higher).

Installation Procedure

1. Insert the installation CD or download setup file at our website http://www.key-king.com
Please contact to support@key-king.com for user name and password to access the download
site.

2. Run the Setup file
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Suite 3, 12/B Wissotzky St., Tel Aviv, 62338, Israel
Tel: (972)-3-5464256 Fax: (972)-3-5464259 Website: www.key-king.com




N
w Sphinx Access Control Software Manual (Version 3.0.1.7)

i Sphinx Access Control Software English (TC3XY) - InslﬂSliElll x|

Welcome to the InstallShield Wizard for
Sphinx Access Control Software English
(TC3XY)

The Installshield(R) Wizard will install Sphinx Access Control
Software English (TC3XY) on your computer. To continue, dick
Mext.

WARNIMG; This program is protected by copyright law and

international treaties,

Click on Next to enter
next step.

= Bach I Hext = I Cancel

3. License Agreement

i!_% Sphinx Access Control Software English (TC3XY) - InstallShield

License Agreement

Please read the following license agreement carefully.

Sphinx Access Control Software -

You may transfer the Software and documentation on a
permanent basis provided you retain no copies and the
recipient agree=s to the term=s of the License Agreement.
Except as provided in the License Agreement, you may Dot
transfer, rent, lease, lend, copy, modify, translate,
sublicense, time-share or electronically transmit or

receive
CoS ofivere, medis oF documentSEe®:| Select “l accept ...” and then
% [ accept the terms in the license agreement click on Next

™ I do not accept the terms in the license agreement

InstallShield

< Back I Mext = I Cancel
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4. Enter your name and your company

i Sphinx Access Control Software English (TC3%Y) *w zard

Customer Information

Flease enter your information,

User Mame:
INidﬁuIas Mguyen

Drganization:

I' Eevking International,Ltd

Select ‘Anyone who uses...”
and then click on Next

' Anyone who uses this computer (all users)
" only forme ()

il
m
Bk

< Back Mext = Cancel

5.  Specify the Sphinx location

Destination Folder

Click Mext to install to this folder, or dick Change to install to a different folder.,

G Install Sphinx Access Control Software English (TC3XY) to:

C:\TC300Y Change...

Click on Change if you want to install the
Sphinx in other folder rather than C:\TC300

Click on Next to enter
next step

Installshield

< Back I Mext = I Cancel
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6. Follow the system instructions

Reporting
Use Sphinx’s Report options to print Transactions you want on record.

Security and Safety Features
Define exactly how much access for each User is allowed.
See, Online, a passport picture of any Cardholder passing a terminal.

Photo

The Photo Path specified in the area is to store the cardholder photo. When defining a new
employee there will be an automatic search for a jpg or bmp file in that directory and the photo
will popup. The best image size is 109 (w) x 129 (h) pixels. The dpi scale is better to be lower
because large file require more time to load and this will affect the time delay during real time
monitoring. Using Auto Generate employee info will create Photo Path automatically, using the
card ID as file name; the extension (bmp, jpg...) would be defined in generating process.

Year 2000 - Date & Time Format
The date format dd/mm/yyyy, and time format HH:mm:ss should be setting in Windows.
HH:mm:ss means 24 hours format. As a result of other date & time format were not transformed

correctly a created the configuration file of the Access in a corrupted way.
Multi-Languages
Sphinx already supports not only English, Spanish, Herew, Russian, Chinese but also support

others, User simplify fills up the String table which map from English into his local language and
send it back to us. You can find out the String list table in Excel or CSV format at
TC300\Documentations\Language Define.xls

Notice: The local version supports Win2K, XP or higher. Here are some instructions how to
change the local input and Regional in order to allow local words to be showed correctly in WinK
and XP.
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Regional Options Win2K:
E3 Control Panel -0l =|

J File Edit “iew Favorites Tools  Help ﬁ

J 4=Eack - = - | @Search L Falders ﬁHistDry |E’ 0E % & | -

J Address |[=8] Contral Panel j &0
L 4 G e
- Fonks Game Internet Kevboard
Control Panel Controllers Qpkions
Regional Options F@ @p
Zustomizes setkings for display of = g
languages, numbers, times, and Maouse Metwork and P *
LRI Disl-up Co. /. Double Click on the
H - -
i#indows Update Regional Options
Windows 2000 Support @
Printers Scanners and  Scheduled
Cameras Tasks
-~
s
e
-
Sounds and Systemn Users and  WMware Tools (-
Multimedia Passwords -
(Zustomizes settings For display of languages, numbers, times, an | |E My Computer o
Regional Options gl
General INumhersI I:unenc_l,ll Time I [Lrate I Input analesl
— Settings for the current user
b any programs support international zettings for numbers, curencies,
times, and datez. Set the locale in order to use the standard zettings.
rour locale [location):
Select your locale
— Language settings for Y& systern———————————— Select your
Your systen iz configlred to read and write doc .
languages. |anguage settings
[ Georai =1
OGr
ebrew _I
O Indic
Click on Apply, the system
. . Adwranced... |
| will ask for Windows
| Ok I Cancel | Apply |
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Regional Options Win XP:
- Control Panel : =10 x|

File Edit Wiew Favorites Tools Help | r

Q- O 3 =

Automatic BDE CD,/OVD Drive Date and Time Display :I
Updates Administrator  Acoustic Sil...

| Folders
-

/'__ ) Search

Control Panel

g- Switch to Category View [E? ’.‘_{j dl{jl-b g &'_’_’P

Folder Options Fonts Game Internet Keyboard
Controllers Options

»

See Also

B i
i“ Windows Update @ \_) ’ @ e
="}
L2) e i Regional and Mero Metwork
Language ImageDrive Connections

Oplions )
' H &

Phone and  Power Options  QuickTime

Metwork Setup  Printers and

Wizard Faxes Modem ... [ Configures QU
Double Click on the Fi fe
| | s
Reglonal optlons eduled Security Sounds and Speech
[asks Center Audio Devices
= 8 ‘Q
@ 43 S 8

Regional and Language Options 2=

Regional Optons | |anguages I Advanced I

— Standards and formats

This option affects how some programs format numbers, curencies,
dates, and time.

Select an item to match its preferences, 20 diick Customizdg  Select the standard and

your own formats:
|Russian ~| ¢ format for your language
Samples

Mumber:  |933 456 789.00
Cumency:  [123 456 789.00p.
Time: |14:23:51

Short date: Izﬂ_u?_m

Long date: |30 wons 2005 r.

i

~ Locaton

Select your location

To help services provide you with nformaton, sud
weather, select your present locatony
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Regional and Language Options : illll
Select this if you cannot find your
language in the Advance tab

— Sup ntal language support
Mast uages are installed by default. To install addibonal languages.
he appropnate check box below.

v |nstall files for complex scnpt and nghi-todeft languages (induding
Thai)

[T In=tall fles for East Asian languages

Regional and Language Options e

Regional Options | Languages Advanced |

— Language for non-Unicode programs

Thiz system sethng enables non-Unicode programs to cisplaﬂ,r MENLUS
and cialc:gs in th\Bl’ namﬂe language It

Select your language

kb ) R g ) e

— Code page conwersion tables

10000 (MAC - Roman) i’
|:| 10001 (MAC - Japaness)

] 10002 (MAC - Traditional Chinese Big5)

[ 10003 (MAC - Korean)

ol dnnns e s i | I, |

Click on Apply. \ =l

; Windows will ask for \
Apply all sethngs to the cument user account and to the ulkt
user profile
\
ok | cancer | E:ply |
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A. System Setup

The setup module contains 6 folders for setting up your application. Use the pull down manual
and/or speed buttons at the top of software to access each detail setup.

e Hardware Setup

e Access Right (Time Zone, Time Table, Security Group, Cards List, Holiday)
e Flow Setup

e Communication

e Alerts

e Alarm Email Notification

How to login the software

M arme ||

Paszward I

o OF X Cancel |

You must enter a Name and Password if you want to use the software.
The default user: Name — admin

Password — admin
This user has full powers.

Notice: Due to security, The database of software has a password. So you can access it unless
you have its password. You can have the password when you contact with us.

I. Hardware Setup

Sphinx software uses the ID to identify different doors connected to the same controller. The ID
must be a unique number between 1 and 127 for TC3XY Controllers, between 1 and 4 for doors.
The Name field is a label intended to help you identify the controllers and doors. Sphinx software
uses only the ID and the name does not affect Sphinx operation. The Model and Firmware version
will be filled up automatically by software using search function.
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gIE:Sphin:H Access Control System Communication Software o ] 4|

Setup  Report  Maintenance Help

S oEesEa | af Bea| @l

—Systemn Setup
rController List Door Lisk
D IName IMcu:IeI INotice Marne IID I ;I
! 2 |Controller 2 TC344 (4 doors) |_|Door 2 1 1
- Dwoor 2_2 Z2
- Dwoor 2_3 3
| M|Daor 2_4 4
4] | il =
) search | [ hew Edit | Delete | Mew | Edit | Delete |
| |Scanning ...... |C0pvright () 1992 - 2005 Sphinx Access Control Swstem | 4

This folder defines how each door operates. The Controller List on the left side contains a list of
controller connected to the Sphinx system. The door List on the Right side contains a list of doors
connected to the currently selected controller.

1. Controller Setup
Sphinx software uses the 1D to identify different controllers connected to the same communication

port. The ID must be a number between 1 and 127, which is unique to the communication port to
which it is connected. To set the IP of controller please refer Starter Guide for more information.

To edit a controller, select the desired controller and click on the Edit button, then make the
desired changes. You can also double click on the controller definition line to open its edit menu
directly.
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Setup  Report  Mainkenance  Help

Slomecmae 86 T8 a0
wskem Setup |
onkroller Lisk rDoor List
o] |Name |Mode| |Notice Mame IID I ;I
Iz Controller 2 TC344 (4 doors) | |Doorzt
- Dwoor 2_2
- Cwoor 2_3

;I!il:untroller configuration x|

M ame

S+ L M

1.0
Model |TC344 (4 doars] |
Firmyware IVSE.D‘I

" Disable
T otice: I

Connection

) COM Port ICDM? "I
1 TCRAP I

W 0K I X Cancel |

1 | =

,"-q) Search | Mew | Edit: | Delste | Mew | Edit | Delete |

| |Scanning. |C0pvright () 1992 - 2005 Sphinx Access Control System | 4

Name — Name of the Controller

ID — ID of Controller (the ID would be defined in controller by using switches)

Port — The COM port (RS232 port) which is controller (converter) is connected.

IP —The IP of TC3XYNT/C2000 the controller is connected.

Model (for reference only) — There are four models TC312 (1 door, 2 readers), TC322 (2 doors, 2
readers), TC344 (4doors, 4readers), TC340 (4 doors, 8 readers).

Firmware (for reference only) — Firmware version.

Disable — The Status of Controller. If it’s checked, The controller is not ready.

Notice — Where the cotroller is located, ....

There are two ways to add a controller,
- Click on Search (recommended): This function would help you find all controllers which
are connected to PC.
- Click on the New button, enter a unique 1D and replace default definitions as necessary.
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To delete a controller unit, select the desired controller and click on the Delete Controller button.
To search controller, click on Search button.

gﬂiSphinx Access Control System Communication S -0 |

Setup  Report  Maintenance Help

=101
1D | Model [no. OF Doors  [Mo. of Readers | Firmwars Version | COMJIP | b save | ]
Oz TC344 4 4 ¥35.01 7 T _I
| [ Exit |
{*) Com Port:
If the IP of controller doesn’t present on the [conr NEEA
list below you can put it manually and click WG E
youeanp Y @
on “+” button [ 192.165.0.201
[ 192.165.0.155
O 10.0.0.1
Click on the button to search and configure
TCP setting all TC3XYNT/C2000 on your /
network. — / |
| — - JI
When controller cannot connect to the
TC3XYNT/C2000 properly the IP would be grey and
you cannot select it. Click on Refresh to connect again
» -

e Searchl New | Edit | Delete | Mew | Edit | Delate |

| |Scanning ..... |C0pyright () 1992 - 2005 Sphinx Access Conkrol System |

To search for new controller please specify COM/IP and then click on Search button.

After finishing, select which controller you want to save and then click on Save button. If the
controller already exists, it would be ignored.

TCP settings of TC3XYNT/C2000:

Notice: Please change the S1/DIP1 of TC3XYNT/C2000 to ON when you start configuring and

change it to OFF once you finish configuring. The S2/DIP2 of TC3XYNT/ shoulC2000d be OFF
for applying new IP.

Keyking International Limited Page 17
Suite 3, 12/B Wissotzky St., Tel Aviv, 62338, Israel
Tel: (972)-3-5464256 Fax: (972)-3-5464259 Website: www.key-king.com




KEYKING

e Sphinx Access Control Software Manual (Version 3.0.1.7)

gﬂjSphinx Access Control System Communication Software

=10 x|
Setup Report  Maintenance  Help

NomescFalak meaa H

[ System Setup
—Controller List | “Daar List
[io [Hame [Model [hatice: | [ [wame [io [ -
3 2| Cantroller 2 T e L1 Y P—— 4
J Fdsearch Controllers =11
i) | Modsl |Mo. OF Doors | Mo, of Readers | Firmware Yersion | COMJIP
| zave
Ot TC32z 2 2 W36.65 192,168.0.21
[ Exit
om Po

Click on the button to open TCP settings, notice that it
works under Win2K or higher only. In case of Win9x
you need to use the C3000Settings software, please
contact to our support to get more information.

(+) IP Address

192.168.0.201

|
=
KN = - |
- Search I News | Edit | Delate | Mew | Edit | Delete |
‘ |Scar|nir|g ..............

Copyright (C) 1992 - 2005 Sphinx Access Control System
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JRI=TEY
Setup  Report  Maintenance  Help
I
r | 1D [ Model [Mo. oF Doors [Mo. of Readers [ Firmware Yersion | comytp | [ 1 —
1o/
MALC Address [ IP Address | Model [ Exit B

Search

Maral Configure

J L]

L
7]
[

Resat

i =]
[ual —

Save & Exit

| Auto Configure |
| Cancel |

PLC Metwork Configuratiom—————
IP address: {0.0.0.0}
Subnet:  {}

T
u
o

Gateway:

Searching finished!

4

o | 2 =

S search | New | Edit | Delete | Mew | Edit | Delete |

| |Scanning .................... |C0pvright () 1992 - 2005 Sphinx Access Control System | 4

Search — Search for all controller in network. If it cannot find out any controllers then you should
check the network cable, Hub/Switch again.

Manual Configure — Configure the TCP settings of selected TC3XYNT/C2000, use this function
when you understand your network configuration clearly.

Auto Configure — Sphinx configures the TCP settings of TC3XYNT/C2000 automatically
(recommended).

Reset — Reset TCP settings of the selected TC3XYNT/C2000. All IN/OUT status, temporary
cached will be erased after resetting but TCP parameters.

Save & Exit — Save the IP has been found into memory.
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TCP Manual configures:

zjfanpln'm: Access Control System Communication Software = f"i_@@__: -0l x

S;Etup Feport  Malntenance  Help
| [{-5earch Controllers = =0l
hiB) | Madel | No. ofnaars | Mo, nfFReaders | Frmware Nersinn | comime | | T
~{iSearch NT Controller/Converber I (=S|
| MAT s | 1P &ddress | Metel | | =
=
TCIYNT/TCORE TCPHP settings | ‘working Settings I PC Metwark Configuration | :I
I IP assigned automatically [DHCF) Unchecking is recommended
b ake sure this IP doesn't conflick with other PCz or TCP
Contraller/Converter |P; I‘I 92 1E80158 devices. Contact vour netwark. administratar for more infarmation:
Subnet Mazk: |255-255-255-EI PC's SubMet Mask iz recommended
Gateway: |-I 92168.0711 PLC's IP is recommended
Click on Save & Exit
when you finish
B |
— - =|Z|
Recommended 5 ettings ‘ | S'avg & Exit | ‘ Cancel ‘
2 5 ] =
/
Use this button to get the
recommended settings Fl
- Search I Mew | Edit | Delets | Mew | Edit | Delete |
| | |Copyﬁght (C) 2003 - 2004 Sphinx Access Control System | v

After configuring the TCP settings of controller, please back to Search for Controller windows to
search for all controllers related to that IP. If you use TC3XYNT the Sphinx will find only one
controller related to an IP, if you use C2000connect to 2 or more TC3XYMT, Sphinx will find out
2 or more controllers.
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2. Door Setup:

Sphinx Access Control Software Manual (Version 3.0.1.7)

This contains a display of definitions specific to individual doors. The definitions are added and
edited in the Door Definition screen.
To add a door, click on the New door button, enter an unique 1D and replace default definitions as

necessary.

To edit a door, select the desired door, click on the Edit door button and make the desired changes.
You can also double click on the door definition line to open its edit menu directly.
To delete a door, select the desired slave and click on the Delete button.

MHsphink Access Control System Communication Software -8 x|
Setup Report  Mainkenance  Help
% omeloms A& BESE| D B
[System Setup
[ Controller List [ Door List
|m [name [Model [atice [paame [ | o
ﬂ 2 Contraller 2 TC344 (4 doars) P|ocorz_1 1
IC3iDoor Setup x|
~Doer Reader
= Reader Type Auto d
D 1 Name [Door 2_1 Door Open Time g .. o
Dot Type IN Rreader =] Moritor Time 5 e Readsr LED L |
B i
Door Mode Single Card Thieatening PIN 0-8339) Reading Delay 0 sec, (0-255)
Mo of confirmative cards (248] 2 Super PIN 0 [0-99999999)
000 Keypad Delay 0 sec (0-255)
Area Checking [4PB] I™ First Card of Day sec
I FIN Reguied —Accsssorie:
e equie
Area Enter [Dutside - g Bt Bt T [NomGpen =]
. - ™ Delete card if putting wrong PIN in 5 imes
Area Exit |Uutsnde d Sensar Type Nomal Open -
- Door Status Configuration
ction | [action [How [023)  [Minute (053) | & Surday Holidayl
b 0 Nomal i i _
1| None [ 0 Monday Holiday2
2/ None [ [
| | 3| None 0 ) Tuesday Holiday3
|_| 4|None o o ‘wednesday Halidayd
| 5/ Nane i i
& None [ 0 Thursday Holiday5
7 None [ [
i aone 0 0 Friday Holidayé
|| 9|None 0 0 Saturday Haliday?
| 10 Nane i i
| 11 Nane [ [
| | 12 None ] ] |
A
KN — =
) Search Hew Edt Delete Hew Edit Delste

Scanning....

ID — ID of Door (between 1 and 4)

Name — Name of the Door

e.g. Main Door.

Door Type — There are two types of Door.

“IN only” which has only one reader for entrances.

|Copyright (C) 1992 - 2005 Sphin: Access Control System

“IN/OUT” which has one reader for entrances and one reader for exits. Reader 1 and
Reader 3 for entrance, Reader 2 and Reader 4 for exits.
Door Mode — There are two options
“Single Card”: user needs one card to open door.
“Many a Card”: user needs more than one card to open door. The number of cards should
be defined in “No of Confirmative Cards”, from 2 to 8.
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Area Checking (APB) — Please refer the Area-Anti Pass Back (APB) chapter.

Door Open Time — Define the amount of time for which the door lock relay is active. This time is

defined in units of second.

Door Monitor Time - defines the amount of time that the Door Monitor sensor allows the door to
remain open after the Door Opening Time has been completed (0-255
seconds). If the door remains open after this time, an alert is transmitted to
the Sphinx software.

Threatening PIN — Using this password when you are forced to open door. An alert will be sent

to software this Password is available when the door is under PIN required mode only.

Super PIN — This is supervisor password, you can open door at anytime using this password.

First Card Of Day — Enable the “First Card of Day Open Door in long time”. The door will be

opened in long time 0-1000 seconds for the first card of the day.

PIN required — Cardholder has to flash card and then key in password (including supervisor card)

Delete Card if putting wrong PIN in 5 times — the card’s information will be erased if the card

holder putting wrong PIN more than 5 times.

Reader Type — There are 3 options

“Auto” (recommended), the controller will detect 26bits or 34bits reader. Using others
option in case of the reader doesn’t support auto detected.
- “Weigand 267, “Weigand 34”.

Reader LED: Using this option to change the color of reader’s LED.

Reading Delay — Time delay between two flashings card (0-255 seconds).

Keypad Delay — Time delay between two pressings keypad (0-255 seconds).

Exit Button Type, Sensor Type — There are 2 options
- Normal Open: “Shorted” meaning “Activate”, “Released” meaning “Deactivate”.
- Normal Close: “Shorted” meaning “Deactivate”. “Released” meaning “Activate”.
Door Status Configuration — Please refer the Door Status Configuration chapter.

Keyking International Limited Page 22
Suite 3, 12/B Wissotzky St., Tel Aviv, 62338, Israel
Tel: (972)-3-5464256 Fax: (972)-3-5464259 Website: www.key-king.com




N
KEYKING
-

3. Door Status configuration:

Sphinx Access Control Software Manual (Version 3.0.1.7)

This function enables you change status of Door based on time of day, working day or day off,

holiday.

Starting from 00:00 to 23:59 a day, each door can change its status 15 times.

Doar Status Configuratiorn

AcionD [cion _[Houw(023) [Minke(059) | AlR suny ! Holiday
L kM ormal i 0
n 1 Always Open a a0 v/ Monday v| Haliday2
— 21 Normal 16 1 v Tuesday | Haliday3
n 3 Mone a 0
- 4 None g 0 | Wednesday v| Holiday4
B Mone a 0
] E Mone 1] i] v| Thursday v| Halidays
u 7| Hone . o V| Friday v| Holidays
n 8 Mone i 0
] 3 Nons 0 g v| Saturday v| Haoliday 7
n 10 Mone i 0
N 11 Mone a 0
12 Mone a 0 hd

Door starts Normal (using card to open door) at 00:00 on Sun to Sat, Holiday1 to Holiday7

Door Status Configuration

Action 1D | Action |Hour (0-23)  |Minute (0-59) | A ] Sunday Holidayl
0 Mormal i i
; il & vaps Open a a0 v Monday Haliday2
m 2 Roma 18 19 v| Tuesday Holiday3
n 3 Mone a a
- 4 None g a v| Wednesday Holiday4
5 MNone a a
] E Mone 1] 1] v| Thursday Holidays
— 7 None 0 0 V! Fiiday Holidayt
n 8 MNone a a
- 3 None u g Saturday Holiday?
n 10 None a a
u 11 Noke a I}
12 Noke a a A

Door starts “Always Open” at 8:30 on Monday to Friday only. Meaning this status applies for

Mon, Tue, Wed, Thu, Fri only.
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Door Status Configuration
#sction 1D | Action [How [0:23)  |Minute (0-59) | Al ¥ Sunday

v| Holidap1
n 0 Marmal 0 a
n 1 Always Open 3 i) v/ Monday v Haolidap2
l 2 18 15 v| Tuesday v| Holiday3
n 3 Mone 0 a
- 4 Mone u g v| Wednesday v| Holidapd
B Mone 0 a
] E Mone 0 1] v| Thursday v| Holidaps
— 71None u 0 v Friday v| HolidayE
n 8 Mone 0 a
- 3 Mone u g v| Saturday v| Holiday?
n 10 Mone 0 a
u 11 | None 0 I}
12 None 0 a hd

Door backs to Normal status at 16:15 on Sunday to Saturday, Holiday1 to Holiday7 and keep this
status in the rest of day.
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I1. Access Right
1. Time Zone Setup

ﬁﬁphinx Access Control System Communication Software o ] [

Setup  Report  Maintenance  Help

SomescEe A&(BedaE @F

—Time Zone Setup
rTime Zone Lisk—————————— [ Tima Zana Detail
TimeZoneharne |; Fram Time ITo Time I =
|| working Hours || 03:00:00 12:00:00
_No Time - 14:00:00 Z2:00;00
| Full Tirme |_|00:00:00 23:23:23
- Crwver Time - 00:00:00 Z3:59:59
Jod | Jid
Mew | Edit | Delete | Tew | Edit | Delete |
| |Scanning ................... |Cc-pwight () 1992 - 2005 Sphiny Access Control System | 4

e Time zone means system will restrict the entrance of card holders with entrance restriction in
a day. System default sets no restriction period for entrance. If you need to set time zone control
for a card holder, you need to set time zone, time table and holiday setting.

e One controller contains 32 time zones at most, max. 287 time zone details for each time zone.

How to create a new Time Zone
1. Click on the new button and enter a name for the Time Zone.
2. Define the time range.

How to edit an existing Time Zone
1. Select the Time Zone from the Time Zone List on the left, and click on the Edit Time Zone
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button.

2. Make the desired changes. Define the time range.
How to delete a Time Zone

1. Select the Time Zone.

2. Click on the Delete Time Zone button.

2. Time Table

ﬁSphinu Access Control System Communication Software

i =] 3
Setup Report  Maintenance Help
Slomeome s Beoa & E
Time Table Setup
i Week Day £ Holiday
TimeTableMarne Sundary |Monday |Tuesday |Wednesday |Thursday |Fridav Saturday =
L 2Full Time Th Full Time Full Time Full Time Full Time Full Time Full Time Full Time
Mo Tirne: Thl Mo Tirne: Mo Tirne: o Tirne: Mo Time: Mo Time: Mo Time Mo Time
‘working TimeThl Mo Time Working Hours Warking Hours Working Hours Working Hours Working Hours Full Time
OverTime Full Tire Over Time Over Time Over Time Over Time Ower Time Full Time
|
e | Edit | Delete |
| |Su:anning ................ |Copyright () 1992 - 2005 Sphinx Access Control System | 4

1. Time table setting is based on the foundation of time zone setting. The timetable includes
time setting from Monday to Sunday, holiday setting.

2. Each controller can include max. 15 timetables.

To set timetable, just click the corresponding field form “Sunday” to “Saturday”, “Holiday 1” to
“Holiday 7”. Then select the desired time zone’s name.

3. Controller will execute the time zone control as set in the timetable for specified card

holder(s). System will execute time zone restriction according to the timetables in corresponding
day of week.

Keyking International Limited
Suite 3, 12/B Wissotzky St., Tel Aviv, 62338, Israel
Tel: (972)-3-5464256 Fax: (972)-3-5464259 Website: www.key-king.com

Page 26




N
w Sphinx Access Control Software Manual (Version 3.0.1.7)

3. Personal Group

A Personal Group includes Security Group and Time Attendance Group.

A Security Group contains one or more doors where access is defined. Only ONE Time Table
must be defined for each door.

ﬁSphinx Access Control System Communication Software _ Ol x|

Setup Report  Maintenance Help

Slomescsme 2 Braa|d|F

—Personal Group
Personal Group Mame |; Security Details I Tirme: Attendance Dekails |
! Full G.roup Door Mame |Time Table Name | ﬂ
|_|i#orking Group | [poorz_1 Ful Time Tl
| |boarz_z Full Time Thi
| |Doarz_3 Full Time Thi
i = | Full Time ThI
-
_I ew | Edit | Delete | Update |
-
(=] | Edit | Delete | Update |
| |Scanning ............. |C0|Jyright {C 1992 - 2005 Sphinx Access Control System | 4

You may add the door access right to a specific group; select the timetable that belongs to this
group and Time Attendance rule.

How to create a new Personal Group

1. Click on the New button and enter a name for the Personal Group.

2. Add and define new lines.

How to edit an existing Security Group

1. Select the Personal Group and click on the Edit button, or double-click on the Personal
Group.

2. Add, delete or edit lines.
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How to delete a Personal Group
1.  Select the Personal Group.
2. Click on the Delete button.

How to add a new Security Group Detail

1. Click on the New button in the Security Group detail frame.
2. Select a door.

3. Select a Time Table.

How to edit a Security Group Detail
1. Select the line to be edited.
2. Change the door or Time Table selection.

How to delete a Security Group Detail
1. Select the line to be deleted

2.  Click on the Delete button in the Security Group Detail.

Time Attendance Group — Please refer the Time Attendance chapter.
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4. Cards List Setup

gI!ESphinx Access Control System Communication Software

=10l x|
Setup Report  Maintenance  Help
Sl omesm@e A&k Beda|al
Cards List Setup
Staff ID |Card Mo |Narne |Department SecuribyGrouphams [;I
oot 0005600323 Rio Ferdinand Technical Full Group
i Q003332387 Frank Lampark. Technical ‘Working Group
_|oao3 0002623706 Steve Mamanaman Technical WWorking Group
_|ooo4 0002619405 Arjan Robben Technical Full Group
W 0002623276 Human Resource Full Group
ork By
¥ Staff ID
" CardID
" Name
aroup By
% Mone
o Department
" Security Group
Look up
¢ Staff I
" Card ID
+ Name
=
KN o
Generate Cards Mo, ‘ Set Permission Al | Edit: ‘ Delete Repork Import ‘ Export ‘ e ‘ Clear Cards Lisk |
| |Scanning..

|Copyright () 1992 - 2005 Sphinx Access Control Svskem |

Y
This is a database of employees, visitors and other personnel who may be issued cards. It contains

a photograph.
Sort by — The following display fields on the left: Staff ID, Card ID or Name.
Group by — The following display fields by Department, Security Group or None

Look up — Choose the kind of field you want to search. Type parameter, Pointer search and seek
to record in Card List.

Department Setup — Click this button to add, update or delete department in the list.
Buttons definitions

New — Create a new cardholder.

Edit — Edit the selected cardholder.

Delete — Delete the selected cardholder.

Send This — Send the selected record to controller(s).
Sent Permission All — Send all records to controller(s).
Import — Import the card list from CSV file.
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Export — Export the card list to CSV file.

Report — Show the card list report.

Clear Cards List — Remove all cardholder from controller(s) and software.

Generate Cards No. — Generate Cards List automatically when card numbers are continuous.

How to create a new Personnel database record
One by One:
1. Click on the ‘New’ button.

ﬁPersunnel Setup

—Personal Detail

Ok
Staff Mo, || J

Marne

E’ Depk. Setup

|
1D Mumnber I

DateCrEirth I Gender I j" X cancel

Cepartment

Descripkionz

|
Description] |
|
|

Fhoka Path

Personal Security Detail

I eigand Formak

Card No. I 0
I J Sector {0-65535)
w
Security Groy
¥ F Offset | 0 (1-65535)
PIN | 0 (- o999
Current Area IOutside j
¥ &rea unlimited ™ Disable (Access denied in the whale system)
[~ First Card OF Dav, kKeep Opening Doar H| Superny G (Ea7 seazss

every door ak any time)

2. Enter the name, Staff No.,IDNumber,DateOfBirth,Gender of the individual to
whom the card is being issued.

3. Select the Department.

4. Enter Description of this card. It can be any type (number, date/time...). You

can also change the caption Descriptionl & Description2 by Message Translation.

5. Click on the Browse button adjacent to the Photo File Name field and open a
bitmap/jpeg file containing the individual's picture.

6. Enter a card number by regular or Weigand format.

7. Select the Security Group.
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9.

Sphinx Access Control Software Manual (Version 3.0.1.7)

Enter PIN if necessary.
Select cardholder’s current Area.

10.  Check “Area unlimited” if cardholder doesn’t follow ABP checking.
11.  Check “First Card Of Day, keep opening door”, if cardholder has that right.
12.  Click on the OK button.

- Desktop Reader (HDS515/HDS525): it is the same as “One by One” but using desktop

reader t

0 input card number

1. Edit Sphinx.ini using Microsoft notepad.

[Mifare_Desktop]

COM_PORT=2 //COM port number which the HDS525 is connected
Bytes=3 /INumber of bytes, it should be 3 if you use are using TC3XY
controller

ENABLED=0 // 0-Disable; 1 Enable

[EM_Desktop]

COM _Port=2 //COM port number which the HDS515 is connected
Bytes=3 /INumber of bytes, it should be 3 if you use are using TC3XY
controller

ENABLED=0 // 0-Disable; 1 Enable

Enable EM desktop reader or Mifare desktop reader by setting the Enable=1
Make sure the desktop reader is being connected to PC properly.

Exit and restart Sphinx software if needed.

Place the cursor on Card No. field

6. Flash card in front of reader. The card no would be shown on that field.

o M~ N

- Using Online report:

1.
2.
3.

Flash card in front of the reader

Using Online Report -->Start Scan to get the record from controller

Double Click on the new record, a Personnel Setup will come out with the card
number is filled automatically. Then you can enter the rest data for card holder.
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ﬁSphinx Access Control System Communication Sof -0l x|
Setup  Report  Maintenance Help
Nlomeleda 8k Teda|n|F
rionline Scan
I Personal {5taff) Monitor | Caontraller Operatian Monikor | Guest Monikar |
Caontrolleriame IDoor IReader ICardID |StaFF o] IName IDate [;I
Contrall=r 2 Dmme 2 1 Thi NNO2E2 277 Eranl [al=TinicT}
[ [ T Personnel Setup x|
:= rPersonal Dekail
[ W ok
|_|Contral | Skaff Mo,
Control " I
= ame
|| conitrol (2] Dept. Setup
= I0 urnber |
’
DiakeCfBirth I Gender I jv x Cancel
Department I j
Descripkion] I
Descripkionz I
Phata Path I _I """
Personal Security Detail
4 eigand Format
KN el fooozs15654
—Controller I Seckar ¥ {0-65535) .
Security Grauy =
Gartial's e Offset 59750 (1-65535)
i | 8 {o-9999)
Location
Current Area IO'-'tSid'3 =l
Event
DateTim ¥ &rea unlimited [ Disable (Access denied in the whole syskermn)
) ) Supervisor Card (Can access
o [™ First Card OF Day, Keep Opening Door 'l Zvery door At any Hme)
T T 1 A

- Auto Generate
1. Click on “Generate Card No.”

o > N

Enter card started card number, using regular or weigand format.
Enter the number of card would be generated.

Enter card parameter (please refer Personal Setup for more info).
Select “Photo Path by Card Number” if you want to generate the photo path.

The photo path includes Photo Folder, Card No as file name, Extension. E.g.:
C:\Sphinx\Photo; 0002038260; .JPG. The photo path will be

C:\Sphinx\Photo\0002038260.JPG.
6. Click on Generate button.

Keyking International Limited
Suite 3, 12/B Wissotzky St., Tel Aviv, 62338, Israel

Tel: (972)-3-5464256 Fax: (972)-3-5464259 Website: www.key-king.com

Page 32




N
w Sphinx Access Control Software Manual (Version 3.0.1.7)

Auto generate card infomation.

—Zard Mumber
[v Cwerarite if Card Mo, already exisks

Weigand F P
FIEErIETeE Department I j

Offset |-1836 (1-65535) I
Descripkion2

[~ Disable {Access denied in the whale system)

—Area Checking (Anti Pass Back)
[v Area unlimited
[+ First Card OF Day, Keep Opening Croor

Current Area I j Supervisor Card (Can access every door ak
any time)

v Photo Path by Card Mumber

Photo Folder I ...... |
File: Ext. | vI

—Parameters T
Generate

IDDDZE!ZSZ?E! I]_
Card 1D, Takal Security Group I j Jtap
Exit
Sectar |_4':' (0-65535) Descriptioni

How to edit an existing Personnel database record

1. Double-click on a field to open the Definition screen for the selected individual, or select a
field and click on the Edit button.

2. Edit fields as necessary.

3. Click on the Save button.

How to delete a Personnel database record
Option 1: Select the line for the record to be deleted, and click on the Delete button.
Option 2: Select the line for the record to be deleted, and press the Delete key on your PC

keyboard.

How to update the configuration of controller(s)
Click on the Send All button to send all Personnel records to the Controller(s) or on the Send This
button to send only the records that currently selected.

How to import data from external ASCII file
1. Prepare a text file contains the card list you want with the following format:
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(StaffID, CardID, Name, Department Name, SecurityGroupName, Photo file path)
(The first 5 fields must be in the file)

You can also prepare this file in the Microsoft Excel software and save as CSV format:
2. Click on “Import” button and select the CSV you have prepared.

Personnel Definition screen

ﬁpersnnnel Setup x|
—Personal Detail
st v
Marme I
m Dept. Setup
1D Mumnber I
DateOfEBirth I Gender Im j' X cancel
Department IHuman Resource j

Description1 I

Description2 I

Phata Path ID:'I,Muziz'l,Pictures'l,IMG_DE?Z.jpg ..... |

—Personal Security Detail

eigand format
Card Ma, [o0ozsz3278
I Seckor I 40 {0-65535)
i Full Group -
Security Grou
! i OFFSE-"Z 15836 (1'55535)
FIN I 0 (0-g9999)
Current Area IOUtSidB j
| ez iz [ Disable (sccess denied in the whole system)

. . Supervisor Card (Can access
[ First Card OF Day, Keep Opening Door [ svery door at any time)

This screen contains the following definition fields:

Staff No. — Staff Number.

Card No. — Your proximity or smart card number. The card number can be filled up by regular or
Weigand format.

Name — Cardholder name.

IDNumber — ID Number.

DateOfBirth — The birthday.

Gender — The gender.

Descriptionl, Description2 — comment of the personal.

Department — Cardholder’s department. The Department List is defined by clicking on Dept.
Setup.
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Photo File Path — photo of the card to be displayed when on-line

Security Group — System Access level for this card.

Area Unlimited — Select this option to cancel Area Checking (Anti Pass Back) of this card.

PIN — secret code (Password) of this card

First Card Of Day Keep Opening Door — At the beginning of day (from 00:00:00) this card will
open the door in long time.

Disable — This card will be sent to controller but it cannot open any door.

Supervisor Card — Select this option to grant supervisor right to this card. A supervisor card can
open any door at anytime.
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5. Temporary Cards Store Setup

x
—Temporary card "Temporary card uzing
oo § TempCardiD  [+0002
CardD 0002621006
FrammT ime 09/03/2008 11:34:3
ToTime [ ]
EwpieDate [ ]
GuestName | ]
Photo Path | ]
Organization | |
Address | |
Telephone | |
TempCardD 00T InvitedPerzon | |
CardiD [Do02e08850 | -
* Jn2erRsen ! MeetingPerson | |
PIN {01 - 9335) L 1
Securty Group 'working Group - Purpose | |
¥ Enatle Nolice [ |
ColorCode
| Send TempeardsList | | Canecel |
| + = o ®
Logic Flow:

1. Create Temp cards store, the TC3XY supports up to 500 temp cards

2. Specify Security Group, Color... for each temp card

3. Send Temp Cards Store to all controllers.

4. When you give cards to guests, please follow the instructions according to function of each
button below

Buttons definitions
“+” — Create a new tempcardholder.
“-* — Delete the selected tempcardholder.
“J” — Save the added tempcardholder.
“X”” — Not save the added tempcardholder.
“>>” — To hand over a tempcardholder to guest.
“<<” —To take back a tempcardholder from guest.
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“Send TempcardsList” — Send temporary cards store to the controller.
How to create a new Temporary card database record

- One by One:
13.
14,
15.

16.
17.
18.
19.
20.

Click on the “+” button.

Enter the TempcardID.

Enter the CardID - card number by regular or weigand format. User can
chose a card number by clicking the *...” button (beside the CardID Editbox)
if it has invalid cards.

Enter the PIN if necessary.

Select the Security Group of the Temporary Card.

Check into the Enable checkbox if it is unchecked

Select the Corlor of the temporay card.

Click on the “J” button.

How to disable tempcard if itis taken back from a guets

- One by One:

o~ LD

S

Select a tempcard from tempcards list.

Click on the “>>" button.

Enter the Expire Date.

Enter the GuestName.

Click on the Browse (“...”) button adjacent to the Photo File Name field
and open a bitmap/jpeg file containing the individual's picture.

Enter the Guest information (Organization, Address, ...).

Repeat from step 1. for each of guests.

Click the “Send TempcardsList” button.

How to create a new guest database record

- One by One:
1. Select a tempcard from tempcard using list.
2. Click on the “<<” button.
9. Click the “Send TempcardsList” button.
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;I@GuestDlg

Sphinx Access Control Software Manual (Version 3.0.1.7)

—Temporary card Termporary card using
oo ’_
TempCardlD 0001
CardiD 0002508850 |
PIN [0 - 5995 [ 1
Security Group 'wiarking Group -
¥ Enahle
ColorCode
| + = v *

TempCardiD

CardID

FramTime

TaTime

Expire Date

Guesth ame

Phata Path

Organization

Address

Telephone

/0002
0002621008

03/03/2006 11:34:3

|

0140242005

[C:\Greek Wersion\PhotoAzriel JPG I...]

[

[99333399993

InvitedPerson |J ohin

i eetingPersan | Mark

Purpoze

Matice

|Meeting

[Business

| Send TempoardsList |

Cancel |

This screen contains the following definition fields:
TempCardID — Temporary card number.

CardID — The proximity card number.

PIN — secret code (Password) of this card

Security Group — System Access level for this card.
Enable — The temporary card is enabled.

CorlorCode — The corlor of tempcardID in Tempcards list.

FromTime — Time of handing over a tempcardholder to guest.

ToTime — Time of taking back a tempcardholder from guest.

Expire Date — The deadline of tempcard which hand over a tempcardholder to guest.

GuestName — The name of guest.

Photo Phath — The File Name of the picture’s guest.
Organization — Where the guest come from.

Address — The address of guest organization.

Telephone — The telephone number of guest organization.
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InvitedPerson —Who invited the guest.
MeetingPerson —Who the guest meets.
Notice — The purpose of the meeting.
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5. Holiday Setup
This folder contains all holidays in a year:

gIIESDhinH Access Control System Communication Software
Setup  Report  Maintenance  Help

SloEecome Ak BeAa @K
—Huoliday Setup
rHoliday Groups (7 groups) —Holida:
I Holiday I
LD 09,2004

8 [=[

| »

oup

upZ
Holiday Group3
Holiday Groupd
Huoliday Groups
Holiday Groupé
Huoliday Group?

You can define up to 365 days here, note that a day must
not be duplicated in a Holiday group; a day must exist in
one Holiday group only.

The Holiday will be higher priority than Week day. e.g the
holiday is 02/09 it is Tuesday in 2005. Sphinx will use the

Time Zone of Holiday1 instead of Time Zone of Tuesday
on 02/09/2005.

=

Renames | 1= | Edit | Delete |

| |Su:anning ...................

|Copyright (C) 1992 - 2005 Sphinx Access Contral System | 4

Sphinx Access Control System contains 7 groups of holiday that you can define. This feature gives
the user more flexibility. User can define up to 365 days for each Holiday group, note that a day
must not be duplicated in a Holiday group; a day must exist in one Holiday group only.

The Holiday will be higher priority than Week day. E.g. the holiday is 02/09 it is Tuesday in 2005.
Sphinx will use the Time Zone of Holiday1 instead of Time Zone of Tuesday on 02/09/2005.
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I11. Flow Setup

What is Flow Setup?

Event is a message for the door status, when an incident happens, it will react in one or more action. When
system detects an incident, it will execute reaction in a sequence per user-defined setting.

There are two kinds of Flow Control due to the source of incident. The first use Input (Ext. Input, Sensor,

Exit Button) as source of incident, the second use Door Events(lllegal Open, Lock Open, Lock Close....) as
source of incident.

How to setup a Flow Setup by Inputs?

Select [Setup] = [Flow Setup], click on “By Inputs” you will see the following screen; it is a default
setting for door release button. Please DO NOT change the flow setup if you are not an authorized
engineer.

TiSphink Access Control System Communication Software -3 x|

Setup Report Mainkenance  Help

S OmesoEas A&|BEES | D

(~Flow Conitral Setup
[ Controller [ Flow Control Detail
[ruame || [By pues. | ByEvents | By soft Everts |
Controller 2
D Target Relay [Mode [pelay (0-255 sec.) [Sourcer [sourcez [5ources [Sources Sources -]
|_|Exk. Relay 1 {Open) Keep Opening/Closing 1 Sensor 1 (Shorked) Mone Mone Mone Mone
|_|Exk, Relay 1 {Close) Back ko Normal 2 Sensor 2 (Shorked) Mone Mone Mone Mone
| |pocr 1 topen) Back ko Normal 0 Input 1 (Shorted) Input 2 (Shorked) Input 3 (Shorked) None Mane
| |poar 2 {open) Back to Normal 0 Sensor 1 (Shorted) None Mone None Mone
| |poer 3 topen) Back to Normal 0 Input 1 (Shorted) None Mane None Mane
|#[Daor 4 (Open) Back. ta Normal a Mone Mone Mone None:
KN Bl
Mew Delete

SCANNING. veeriee |Copyright (C) 1992 - 2005 Sphinx: Access Control System

You will see that the logic is

1. IF Sensor 1 is shorted
THEN wait for 1 second, and then Ext. Relay 1 opens (keep opening until other events or commands
from user let it closes)

2. IF Sensor 2 is shorted
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THEN wait for 2 seconds, and then Ext. Relay 2 Open (back to close when Sensor2 is released).

3. IF Input 1 and Input 2 and Input 3 is shorted
THEN Door Lock 1 opens (when one of Input 1, Input 2, and Input 3 released, Door Lock 1 will back
to Normal)

4. IF Sensor 1 shorted

THEN Door Lock 2 opens
5. IF Input 1 shorted

THEN Door Lock 3 opens
6. IF Input 1 shorted

THEN Door Lock 4 opens

How to setup a Flow control by Events?

Select [Setup] = [Flow Setup], click on “By Events” you will see the following screen; it is a default
setting for door release button. Please DO NOT change the flow setup if you are not an authorized
engineer.

ﬁSphinH Access Control System Communication Software - |EI|5|

Setup Report  Maintenance  Help

Slomeods B&(Braa @

Flow Control Setup
—Contraller r—Flow Control Dekail
MName | By Inputs | I Ev Events | By Soft Events |
Controller 2
! Input Location |:|
|| Door 2_1
| |poorz_z Evantl IIIIegaI Open Door d
Doar 2_3 ;
— S Invalid Card -
T|ooar z_4 Event2 I J
Eventd IInvaIld PIN d
Evante IInvaIid Door Time d
Quput Location
Output Time I % p-255 ser,
f|
4
=
| |Scanning. " Copyright §C) 1992 - 2005 Sphinx Access Control System | 4
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The logic of those Flows control above is:

IF lllegal Open Door OR Invalid Card OR Invalid PIN OR Invalid Door/Time at Door 2_1
THEN Ext. Relay 2 Open in 5 seconds.

How to setup Flow control by Soft Event?

gIIESDhim-: Access Control System Communication Software - IEI|5|

Setup  Report  Maintenance  Help

Slomesmalae Beda D 0
—Flow Control Setup
rZontraoller rFlow Control Detail

By Inputs | By Events | I B Soft Events |

Input Location |M0nit0r {0-255 sec. ) |OutC0ntroller (] QutPorl &
Door 1 30 1 ComM1
[oor 1 30 1 ComMl

Mame
|| controller 2

First Event of Day

o of

Tew | Delete

| |Scanning ............ |Copyright () 1992 - 2005 Sphinx Access Control Syskem |

Soft Event is generated by software, the software in progress of scanning transaction from
controllers, meaning all Soft Events are raised when scanning transaction from controller only.

Event — Duplicated Event: this event is raised when a card flashing in the second time of a day. if
the number seconds between first time and second time of flashing is less than Monitor (0-255)
then the second time is ignore, meaning the event is not raised.

First Event of Day: this event is raised when card holder flash his card in the first time
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of a day.

Out Controller ID — The ID of controller you want to open relay of it.

Out Port — The COM port which Out Controller is being connected

Out Relay — The relay of Out Controller you want to open when the events rose
Out Time (0-255) — Open time of the Out Relay.

Log — Write to log file (Sphinx.log) when the event rose.

There is another option of Flow Control by Soft Event in Sphinx.ini

[SoftEvent]

ExpiredTime=60 (2-65535 seconds, Time to ignore a transaction)

When the time of event is expired then it is ignored in Flow Control by Soft Event

E.g.: Time of event is 23/07/2005 01:00:00, time of PC when the event is downloaded by software
is 24/07/2005 10:00:00 this event will not be applied in Flow Control system.

Events List:
Event Description
System Reset This event will be raised when you press and hold the reset
button (in the PCB) in 5 seconds.

- Lock, Ext. Relay, Sensor,... will be back to normal

- When the ID of controller changed, you have to reset the
controller.

- Cards Holder, Door Events, Transactions, Door
configuration, System Clock are not effected by this
reset.

Data Reset This event will be raised when the switch 8 is ON, press and
hold the reset button in 5 seconds. Remember turn switch 8 to
OFF when you finish otherwise all data will not be stored.

- Cards Holder, Door Events, Transactions, Door
configuration will be destroyed.

- System Clock will be reset to 01/01/2004 00:00:00

Power Off

Power On

Data Destroyed

Door Configuration Destroyed
Transactions Detroyed
System Clock Initialize
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System Time Error

Door Opened

Door Closed

lllegal Open Door

Door Open while the lock is locked

lllegal Close Door

This event raised when the door is opened illegal.

Left Door Open

Door open too long.

Lock Opened

Lock released

Lock Closed

Lock locked

Force Door Open

Door change to “Always Open status”

Force Door Close

Door change to “Always Close staus”

Supper PIN

Supper PIN was entered

Wrong Supper PIN

Wrong Super PIN was entered

Card + PIN

Threatening PIN

someone put Threatening PIN

Invalid PIN

Invalid Card

User Area Changed card holder enter to other area
Invalid Area card holder try to enter wrong area

First Card of Day

the first card of day (from 00:00:00)

Supervisor Card

Invalid Area

Permitted Card

Card on PIN

Card holder is putting PIN

User Area Changed

Invalid PIN (with Card)

Keyking International Limited
Suite 3, 12/B Wissotzky St., Tel Aviv, 62338, Israel

Tel: (972)-3-5464256 Fax: (972)-3-5464259 Website: www.key-king.com

Page 45




KEYKING
ey Sphinx Access Control Software Manual (Version 3.0.1.7)
IV. Communication

This folder defines what data to send to Sphinx controller(s). The left side of this folder defines

data to send and to which controller(s) to send this data.

| gI!iSphinH Access Control System Communication Software - |I:I|5|

Setup  Report  Maintenance  Help

SlomeoEas 8k TEEE @ F

Communication

Controller 2

v &l Contrallers

Send |

¥ Date & Time 09/03/2006 15:46:50
¥ Configuration ¥ Flow Setting V¥ Security Group v Holiday ¥ Cards List
Send DateTime - Controller 2 -

Send Flow Setting - Controller 2
Sending Security Information - Controller 2
- Preparing Security data

Copyright {iZ) 1992 - 2005 Sphinx Access Control System 4

How to send data to a controller

1. Select the type of data to send. (Date and Time, Configuration, Security group, Card List,
Holiday)

2. Select All Controllers or a specific controller.

3. Click on the Send button.

Send To Controller fields
Field Description

Time and Date  Resets the date and time at the terminals with the date and time that
you enter here.
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Configuration
Card List
Security Group

Holiday

Sphinx Access Control Software Manual (Version 3.0.1.7)

Sends the settings defined in the Door List folder.

Sends the settings defined in the Card List folder.

Sends all of the settings defined in the following folders:
Security Groups

Time Table

Time Zones

Sends the settings defined in the Holiday folder.

Real Time Monitoring

Remark: You must connect to a running Controller in order to have on-line scanning.

gIZESDhinH Access Control System Communication Software - |EI|5|
Setup Report  Maintenance  Help
Someoma sk Braa 4 F
rOnline Scan
Personal(Staff)Monltor | Controller Speration Maonitor | Guest Monitar |
Controllerharme |Door |Reader ICardID |StaFF D IName |Date |:|
] Controller 2 Door 2_1 (] 0002623276 Frank 09/035/2006
o Controller 2 Door 2_1 I 0002619405 0004 Arjan Robben 09032006
> Dotz N omozerssss ;o300
=
K o
—Controller Operation Monitar Personal Monitar Eonimuer f o
ontroller
oty IController 1 Contraller ICDntrDller : | Jals
; e g IDoor 1.2 M Fail
-aceien — d 0002615654 Port f
Card ID I
Evant IPower on M Disab
Mame I
Date/Time IDQ,I'DS,I'2DDIS 14:55:21
Ewent IInvaIid Card
Start Scan | Stop Scan | Date IDQIDSIZDDS Time: IIE':DZ:21
| |Scanning. " |Copyright () 1992 - 2005 Sphinx Access Control System Y
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gﬁ:Sphinu Access Control System Communication Software i ] 5|

Setup Report  Maintenance Help

fomesRaldk Deda |

ronline Scan
Personal (Staff) Monikar | E Controller Operation Monitoré | Guesk Monitar |
Contraller ILocation |Events |Date I ﬂ
|_|©antraller 1 Contraller Paoweer OFf 09/12/2005 13:48;52
| Contraller 1 Contraller Pawer On 19/12/2005 11:00:58
| Contraller 1 Contraller Pawer OFf 19122005 13:52:33
| |©ontroller 2 Contraller Poweer OFf 05/03/2006 18:12:22
| |©antraller 2 Cantraller Paower On 09/03/2006 09:10:22
| Controller 2 Contraller Paoweer OFf 09/03/2006 12;18;15
| Controller 2 Contraller Pawer On 09/03/2006 12:51:01
| Controller 2 Contraller Pawer OFf 09/03/2006 14:19:37
| |©ontroller 1 Contraller Power On 09/03/2006 14:41:42
|_|©antraller 1 Cantraller Pawser OFf 09/03/2006 14:47:12
| Controller 1 Contraller Power On 09/03/2006 14;53:05
| Contraller 1 Contraller Pawer OFf 09/03/2006 14:53:42
! Contraller 1 Contraller Pawer On 09/03/2006 14:55:21
| |<ontroller 2 Contraller Power On 09/03/2006 15:02:17
lockl  lokpened 09032006 1S:28:20
Controller 2 Lock 1 Lock Closed 09/03/2006 15;28;25 —
;l
rController Operation Monitor Personal Monitor I¥| Contraller 2 Bl connect &
. W ol IController 1 [WiCantraller 1 | B o
_ Door IDoor 1.2 M Fail
Location IController Part fail
Evert W Card ID |0002615654 B Cissble
Marne I
Date/Time IDQ,I'UG,I'ZUUS 14:55:21
Event IInvaIid Card
Stark Scan | Stop Scan | Date IDQIDSIZDDE‘ Time  J16:02:21
| |Scanning ..... Copryright (C) 1992 - 2005 Sphinx Access Conkrol Syskem 4

How to start Online

Select the desire controller and click the Start Scan button to start online scanning.

This module displays data as it is collected from the controller(s). The display consists of the
following:

1. Anonline table of the personal data collected.

2. The photo on file for the card used in the last transaction collected.3.

3. Anonline table of the Door Event collected

Notice: The online is started at the begin if a user has Polling (OnlineRpt/Location) authority.
With Polling (OnlineRpt/Location) authority, you can stop and restart online. You can see
the setting authority in the Administrator section.
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Statistics displayed

Statistic
Controller
Name
Door
Reader
Card ID
Staff ID
Name
Date

Time
Event Type

Statistic
Controller
Name
Location
Events
Date

Description
The name of the controller that is defined in the Controller List.

The name of the door that is defined in the Door List.
Entrance/Exit reader

Card Number of cardholder.

Staff ID of cardholder

Name of cardholder.

Date

Time

This field indicates the status of transaction.

Description
The name of the controller that is defined in the Controller List.

Door/Lock/Ext. Input/Sensor/Exit Button/Controller/Ex.Relay
This field indicates the status of transaction.
Date/Time of events

Keyking International Limited
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How to zoom in the photo?

Click on Zoom In icon. A mini Personal transaction viewer will be displayed like below
-lal x|

Setup  Report  Maintenance  Help

S8 omes@e Ak TBeda @R

—online Scan ;I!}Pe sonal photo viewer oy ] 54
I Personal (Skaff) Monitor | Controller Operation Monitar | Guesk Manitor | Y1l
ControllerMames IDoor IReader ICardID Hhe = I
- Controller 2 Door 2_1 IN 0002623276 B0/ 2006
| M| Controlier 2 Daor 2_1 M 0002619405 b{032006
K
rContraller Operation Maonitar Personal Monitar
Controller [eortrater 1 Contraller |Controler 2 Name: Arjan Robben
) Door |D00r 21 Card No: 0002619405
Lacation IController
Card ID IDDD26 Staff No_: 0004
Event IPower on
Marme I.ﬁ.rjan Robben Door: Door 2_1
i IDQ 0352006 14:55:21 -
Btz 103t [Eo— |Va|id Card Event: valid Card
|— : Reader: IN
Stark Scar | Stop Scan | Date P9/03(2006 | Time:
™ T
| |Scanning... |C0pyright (C) 1992 - 2005 Sphin: Access Control System

It is resizable; you can adjust high and weigh of the photo for the best view.
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How to modify the Personal data using Personal Monitor?
Double click on the record contains the card number which you want to modify. If the card was

already registered, Personnel Setup would be shown like below.
181X

Setup Report Maintenance Help

filomesEaladk|BEaa oD

Onling Scan
Persanal (Staff) Monitar | Controller Operation Manitor | Guest Monitor ‘

Cantrollerhiame [poor Reader  |CardlD Staff 1D Mame Date Time: [EvertTyps =
| | Controller 2 [Eslg4 Auto generate card infomation. walid Card
| [controller 2 DOOr 2 parameter valid Card
|| Contraller 2 Doat 2 | —aed Humber Walid Card

Contraller 2 Daar 2 ¥ Owenwrite if Card No, already exists valid Card

0002623276 = i
| [contraller 2 Door 2 | | cardID. Total |1 iy G Stop valid Card

Controller 2 Door 2 valid Card
H Weigand Format ———————— =
| |controller 2 Door 2 Department Exit Walid Card
|| controller 2 Dot 2 Sector |40 (0-65535) Description] Valid Card

Controller 2 Doar 2 valid Card
= Offset |-1836 (1-65535)
| [contraller 2 Doar 2 Descriptionz valid Card
| [contrallr 2 Door 2 valid Card
| [controller 2 Door 2 | [-Area Checking (AntiPassBack) | valid Card
[ controller 2 Dodr 2 [ Areaunlnited I™ Disable (Access denied in the whole system) valid Card
| [contralier 2 Doar 2 [ First Card OF Day, Keep Opening Door valid Card
| [contraller 2 Daar 2 Current Area j' [~ Stpervisor Card (Can access every door at Valid Card
| |contralier 2 Door 2 any time] Waiid Card
[ controller 2 Door 2| [+, Fhete Path By Card Hunber alid Card
|_|controller 2 Daar 2 | | Photo Foldsr | ..... Valid Card

Controller 2 Doar 2 valid Card
= File Ext. B -
| |contrallr 2 Doar 2 valid Card
| [controller 2 Doar 2 valid Card
| [controller 2 Doar 2 valid Card
| M Controller 2 Daar 2 Yalid Card

—Controller Operation Monitor Personal Monitor WCantraller 2 W W connect
Contraller [Cortroller 2 Contraller [Contraller 2 ok
# Door Door 2_1 I Fail
. d 0003882387 Fort Fal
Card ID )
Event ILeft Door Open M Disable
MName Frank Lampark
Date/Time [07/03{2006 16:14:57
Event walid Card
Start Sean | Stop Scan | Date  |07/03iz008 | Time [16:10:39
| [5eanning. ... copyright (C) 1992 - 2005 Sphin Access Contral System

After modifying personal data, click OK or Cancel to back to Online Scan.
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How to issue new card using Personal Monitor?
Double click on the record contains the card number which you want to modify. If the card doesn’t

exist in Cards List Setup, an “Auto Generate Cards” would be shown like below.

Setup Report Maintenance Help

=18]x]|

sloEesmelialme aa i

TTiPersonnel Setup

~Onling Gear x|
Personal (StafF) Monikar | Controll —peysonal Dekail
Controllerbiame Daor Ok -
I Staff o, ] \‘/—I — [
| |controller 2 Door Z_1
Controller 2 Door 2_1 Hame Just @ Dept, st
= ept., Setu
Controller 2 Doaor 2_1 I == o
i 1D Mumber
|| Contraller 2 Doaor 2_1
| |contraller 2 Door 2_1 DateOFBirth Gender = :[' X cancel
| |controller 2 Door 2_1 R |Human Resource =]
| |controller 2 Door 2_1
|| Contraller 2 Docr 2_1 Description1 I
| |contraller 2 Door 2_1 [
| | contraller 2 Doar 2_1 DEsclple2
| |controller 2 Door 2_1 Phota Path I """ ]
Controller 2 Door 2_1 ]
m Personal Security Detail
|| Contraller 2 Doaor 2_1 sigand Format
Cantrollsr 2 Door 2_1 Card Mo, 0002615654
=i Sactar 39 (0-65535)
| |contraller 2 Door 2_1 ol Groun =
| [controller 2 Door 2_1 Eemuiliy G Offset 59750 ()-g5535)
| |contratier 2 Door 2_1 . 0 (0 - g9a3)
| Controller 2 Door 2_1 lm
| |contrater 2 Doar 2_1 Current Area
Controller 2 Door Z_1
— = [ Area unlimited ™ Disable {access denied in the whale system)
Controller 2 Door 2_1
ontroller oor 2_|
|_|Contraller 2 Door 2_1 [~ First Card Of Day, [~ Supervisor Card (Can atcess
Kesp Opening Door every door at any time,
| M Contraller 2 Doaor 2_1 p Opening £ ¥
—Controller Operation Monitor Personal Monitor [w|Cantraller 2 W W connect =
Contraller [Cortroller 2 Contraller [Contraller 2 ok
Door Door 2_1 M Fail
Location [Sensor 1 Port Fail
Card ID 00038623687 X
Event ILeft Door Open M Disable
MName Frank Lampark
Date(Time [07/03{2006 16:14:57
Event walid Card
Start Sean | Stop Scan | Date  |07/03J2008  Time [16:10:39
[5eanning. ... copyright (C) 1992 - 2005 Sphin Access Contral System
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V. Alerts

Sphinx enable user to show different color of record on the online report with specific time range
and date range:

gIﬁ:Sphinx Access Control System Communication Software i ] 3]

Setup Report  Maintenance Help

NomesPaldkTeda |

—Alerts Setup

&lert Mame IEvent Marne IFrom Card |T0 Card |Fr0m Date IToDate Fram Time | Ta Time |COI0ur ’Wav Filz |;|
| Irevalid Irealid Card 0 4294957295 01/01/2001 01/01/2020 00:00:00 235959 CATC300_MT 3017
| Yalid Walid Card 0 4294967295 01/01 /2001 01/01f2020 00:00:00 235959
|_|5upervisor Supervisor Card i} 4294967295 01/01/z002 o1fo1/z0zz 00:00:00 23:59:59 - CATCI00_NT 53017
|_|tock Open Lock Opened i} i} a1/a1/z00z2 01/01jz0zz2 00:00:00 23:59:59
| |Irwalid Daar e Irvvalid Door)Time i} 4294957295 a1/a1/z00z2 o1fo1jz0zz 00:00:00 23:59:59 -
| | Ho Alert Urkcvan ] 0 -

mtl

Edit | Celete |

| |Scanning ................. Copyright () 1992 - 2005 Sphinx Access Control Syskem

How to add a new event alert

»  Click New button.

> Enter a name for this alert.

»  Select an event type that you would be interest in the online report. You could refer Flow
Setup to understand more about event type.

»  Enter the range of card number for this alert that you would be interested in the online report
(enter O for each event which doesn’t have card number).

>  Enter the date range for this alert that you would be interested in the online report.

Enter the time range for this alert that you would be interested in the online report.

Select a color for this alert that would be show in the online report.

Select a wav file (sound file) you would like to alert when event happened.

Select popup or none (True or False). The popup window will be showed if it’s True.

Select KeepArming or none (True or False). When event happened, the correlative alert will

YV V V V V
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repeat until you select DisArm on popup menu. You will see how select DisArm in below section.

After adding the event feature, you may try to run online scanning to see the difference of the
color for each type of event happens.

:'!IE:SphinH Access Control System Communication Software oy ] 54
Setup Report  Maintenance Help

SNomesoma & BES D

onling Scan
Personal(StaFf)Momtor | Controller Operation Monitar | Guest Monitor |
Conkrollerame IDoor |Reader |CardID |StaFF 1D |Name |Date |;|
|_|©<onkraller 2 Door 2_1 by 0002623276 Frank. 09/03/2006
L Cankroller 2 Doar 2_1 N 0002619405 Q004 Arjan Robben 09/03/2006
]
—Contraller Operation Manitar Personal Monitor EDnErD::er ? = WlETr e
antraller
Contraller IController z Contraller IController e | Jals
Cantroll Dioar IDoor 21 M Fai
i I ontroller
rocaton d 0002619405 Port fail
Card ID I .
Event IPower OFF W Cisable
Marme IP.rjan Robben
Date/Time IUB,I'US,I?UUE' lanizigz
Event I'v'alid Card
Start: Scan | Stop Scan | Dats IDQIDSIZD% Time  [15:47:43
|Scanning ................. Copyright (C) 1992 - 2005 Sphin Access Contral System | v
Keyking International Limited Page 54

Suite 3, 12/B Wissotzky St., Tel Aviv, 62338, Israel
Tel: (972)-3-5464256 Fax: (972)-3-5464259 Website: www.key-king.com




N
KEYKING
-

:'!IE:SphinH Access Control System Communication Software

Sphinx Access Control Software Manual (Version 3.0.1.7)

=101 |
Setup Report  Maintenance Help
Slomecoma d&BEHa
onling Scan
_Eg_rsonal (5tafF) Monitor | Controller Operation Monitar | Guest Monitar |
Conkrollerame IDoor |Reader |CardID |StaFF 1D |Name |Date |;|
|_|©<onkraller 2 Door 2_1 by 0002623276 Frank. 09/03/2006
L Cankroller 2 Doar 2_1 N 0002619405 Q004 Arjan Robben 09/03/2006
]
—Contraller Operation Manitar Personal Monitor EDnErD::er ? (W connect &
ontroller
Contraller IController z Contraller IController e | Jals
e Dioor [poor 2_1 M Fai
i ontraller
rocaton d 0002619405 Port fail
Card ID I .
Event IPower OFF W Cisable
Marme IP.rjan Robben
Diate)Time IUB,I'US,I'2UU& 181222
Event I'v'alid Card
Start: Scan | Stop Scan | Dats IDQIDSIZD% Time  [15:47:43
|Scanning ................. Copyright (C) 1992 - 2005 Sphin Access Contral System | v
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If popup is True, when card is swept over the reader, the popup window will be showed, as below:

ﬁSphinx Access Control System Communication Software o ]

Setup  Feport  Maintemance Help

N omeoFa A& B L 0

ronline Scan

IPersonaI (5kaff) Manitor | Contraoller Operation Monitor | Guest Monitor |

ControllerMame IDDDr IReader ICardID IStaFF 10 |Name IDate |;|

L Controller 2 Door 2_1 ™ 0002623276 Frank 09/03)

L Controller 2 Door 2_1 0002619405 aoo4 Arjan Fobben 09/03)
__——_-
__——_-

|_|controller 2 Door 2_1 0002623276 Frank. 09/03)

|_|controller 2 Door 2_1 N 0002623276 Frank. 09/03)

L Controller 2 Door 2_1 ™ 0002623276 09/03)
Dozt N |ooossszser Franklempark  |09fos)
Dozt N OOOZe1sess S e

i of

rController Operation Monitor————— - Personal Maonitor [wContraller 2

[wlContraller 1
Controllzr ICUntroIIer z Controller ICDntroIIer 2

Doar Coar 2_1
Location ILDck 1 I

Card ID IDDDZEZSZ?G
Event ILock Closed

Mame I
Dake) Time IDQ,I'DS,I'ZDDG 15:258:25

Shark Scan | Stop Scan | Date |I39,I'EIB,I'2IJDE= Time Ilﬁ:lS:D2

Contraller 2, Daar 21

| 09/03/2006 16:19:41 Irwalid Card

Event I‘v‘alid Card

0002621 006 J ack

|Scanning.. |Cc-|:-vright (i) 1992

If KeepArming is True, you will see the blink picture when the correlative event happens.

=~ Controller 3 = Contraller 3
& Door 3_1 E Doar 3_1
Y Door 3_1 - Lock, ‘Y Door 3_1 - Lock
- =

How do you select DisArm?
In the Location Report, you click on the right button of the mouse, and chose DisArm submenu on
popup menu.

Keyking International Limited Page 56
Suite 3, 12/B Wissotzky St., Tel Aviv, 62338, Israel
Tel: (972)-3-5464256 Fax: (972)-3-5464259 Website: www.key-king.com




N
w Sphinx Access Control Software Manual (Version 3.0.1.7)

Force Open
Force Close

Back ko Mormal

D ,
— 1 Force Open All Doors
S— Force Close Al Doors

Back to Mormal All Doors

Force Open All Ext Relays
Force Close All Ext, Relays
Back to Mormal All Ext. Relays

DisArm
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V1. Alarm Email Notification

Alarm Email Notification Setting

Nowadays, email is a very important communication tool for any business division. Therefore Sphinx
Access Control System also utilizes this advantage in order to provide a user-friendly environment for
Sphinx user.

In [Setup] = [Alarm Email Notification], you will see the following screen.

Please DO NOT change the setup if you are not an authorized engineer.

gI!iSphim-: Access Control System Communication Software o] =|

Setup  Report  Maintenance Help

SloEmesEs & Braa @ 0

Alarr Email Matificakion
Alarm Mail rMail alert Detail
Marne IEventName | MailTypeIAddresses I
b ¥
=] | Edit | Delete | Mew | Edit | Delete |
| |Scanning ............ |C0pyright () 1992 - 2005 Sphinx Access Control System 4

Press New for create an alert, Press Edit to edit, Press Delete to remove the setting
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ﬁ.ﬂ.larm Mail Setup x|

Name | | FromDate  |01/01/2005 » [ToDate [31/12/2010 -

Event | = | From Time |D':':':":':':IEI = |T|:| Time |23:59:5El = |

SMTP Server | |

Uzer D | | Pazzword |

Part

From Address | |

From M ame |

Subject |

—Meszage

| I oK | | % Cancel |
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VII. Area Setup — Anti Pass Back Function:

1. Area Setup
[Setup]—>[Area Setup] you will see the following screen:

Area Setup il

—Area Setup

area Mo, |&rea Mame IDescriptiDn I (= W 0K
4 Outside

1 Inzide o
B 2 Chief Room J1 Close
3 Aread
4 Aread
B|Areah
B|Areak
¥ |Arear o
8 Areal
9 Aread
10 Areall
11 Areall
12 Areal?
13 Areald
14 Areald
15 Arealh
16 Arealk
17 drealy
18 Areald
- 19 Areald J

= il - [ 2] . o | }\r

This folder used to define each area in your company or building. There are maximum 32 area would be
defined. You may define this function for Anti Pass Back or Answer “Where is she/he?” question.
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2. How to make an Anti Pass Back system?

- Open Door Setup dialog. Specify the Area Enter and Area Exit of each door. Select “Area Checking”
option

- Specify the current Area of Card holder. Uncheck “Area unlimited” option.

- Using Communication to send Door Configuration and Card List again.

E.g.:

| N S

- Door 2
Door 3 two readers (ABP) Reader? (Hxit)

—

Door 1
Readerl (Entrance)

Door 1: using Readerl for entrance only.
Door 2: using Reader2 for exit only.
Door 3: using Reader3 for entrance, Reader4 for exit.

- Card Holder entrances Area2 by flashing card at Reader 1 and exits Area2 by flashing card
at Reader2 only. He/She cannot exits Area 2 by flashing card at Reader2 without
entrancing Area2 by flashing card at Readerl.

Door1 and Door?2 configuration:
Enable “Area Checking” at Doorl, Door2
Doorl [Area Enter] =  Area2
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Doorl [Area Exit] = Areal
Door2 [Area Enter]=  Areal
Door2 [Area Exit] =  Area2

- Card Holder entrances and exits Area3 by flashing card at Reader3 and Reader4. He/She
cannot exit Area 3 by flashing card at Reader4 without entrancing by flashing card at
Reader3.

Door3 and Door4 configuration:
Enable “Area Checking” at Door3 and Door4
Door3 [Door Type] =  IN/OUT Reader
Door4 [Door Type] =  IN/OUT Reader

Door3 [Area Enter]=  Area3
Door3 [Area Exit] =  Area2
Door4 [Area Enter]=  Area2
Door4 [Area Exit] =  Area3
Note:
- If your system has more than one controller (Global ABP). The software should be always online
scanning transactions to keep updating current Area of all cards holder to all controllers.
- The Current Area of card holder is considered changed when they flash card and open door
(door sensor is activated) otherwise there is no change.
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VIII. Time & Attendance:
1. Configuration:

gIﬁ:SphinH Access Control System Communication Software -0 =]

Setup Report  Maintenance  Help

S oEecoBalik Beda @ F

—Personal Group:

Personal Group Mame [; Security Details — Time attendance Details |
| | Full Group rRegular workkime: Policie:
Bl warking Group IN auT Late Inf Early Out Allowance I 15 inutes
_ - ¥ First In and Last Cut wil be rounded
Maonday IDQ:DD:DD |1 00:00 T Day OFF _ I_S‘U ;
Apply Over time For aver minutes
Tuesday IDQ:UU:DD IIS:DD:DD I Day Off Cuk-off point/Lunch Break I 50 minutes
Wednesday IDQ:DD:DD IIS:DD:DD u Day OFF e Time
(¢ Late Out

Thursday IDQ:UU:DD IIB:DD:DD I~ Day Off {~ Late Out + Early In

Fridany IDQ:UU:DD IIB:DD:DD I~ Day OFF 7 Tatal WoarkHours - Regular WarkHaurs

Saturday |09:nn:uu IIB:DD:DD I¥ Day OFf [ Total Wark hour
% Lask Out - First In - Lunch Break

Sunday IDQ:DD:DD IlB:DD:DD v Day Off

€ (Out1-In1) + (OUEZ-INZ) + ... - Lunch Break

r—ariable defined

— Late Cuk = Last Ouk - Wark Out

Late In = First In - work In

Early Out = ‘Wyork Ouk - Lask Out

Eatly In = Wark In - First In

CrwerTime = Last Ouk - First In {in day off)

CrwerTime = Lake Out or Late Out + Early In (in

;I wiorkday)

Mew | Edit | Delete | Update |

| |Scanning. |C0pyright () 1992 - 2005 Sphinx Access Contral System | 4

Personal group - User can define up to 16 Groups, each group has its own Security Setting
(Door-Time) and T&A setting. e.g.: HC group starts working at 09:00 while the other starts
working at 08:00.

Regular working time - including IN (or Work IN), OUT (or Work OUT), Day Off.

- Based on IN Time and the time staff coming to office (getting from transactions list)
software will calculate Late time (if he come late) or Over Time (if he come to office
early).

- Out Time is the same as IN Time.

- Day Off. Sphinx will use Day off to calculate Over Time or Absence

Late In/Early Out Allowance - The number of minutes coming late or going out early is
allowed. Sphinx will not report the staff comes lately in a day if he comes to office at 08:05 while
the Work IN time is 08:00 and Late IN/ Early Out Allowance is 15 minutes. He will be considered
coming late if he comes to office after 08:15

First In/Last Out will be rounded - Check this option if you want to round the IN time and Out
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time if the minutes between IN/OUT time and Work IN/Work OUT is less than Late IN/Early Out
Allowance: if he comes to office from 07:45 to 08:15, his IN time of that day will be reported as

08:00 if the Allowance is 15 minutes.

Apply Over time for Over - Sphinx will report he works over time of a day if his Over Time of
that day is bigger than X, otherwise his Over Time will not reported. The method to calculate over
time is configured in Overtime section.

Cut-off point/Lunch break - This is used to calculate working time, pls refer calculating
Working Time method.

Variable Defined:

- Last Out: the last time the staff flashes his card on every readers in system of a day, this

time will be considered as the time he leaves office.

- First IN: the first time the staff flashes his card on every readers in system of a day, this
time will be considered as the time he comes to office.

- Work IN: the IN time is defined in Regular Working Time.

- Work OUT: the Out time is defined in Regular Working Time.

2. Making T&A Report:

giﬂ:Sphinx Access Control System Communication Software - E||£|
Setup  Repart  Maintenance Help
SlomecBelas|TEda &N
~Time Attendance:
ate Filter eport Type ~Sarting Order (Data Source eader
€0y P Luweek P Loonn P || O Daly & Cardo. " Staff Name & Transact + Archive ™ Reader INjOUT
£ Weekly £ Transact only
| Wajzooe x| To  [orsjeooe 7| P
@ Monthly £ Staff ho, " Department © archive only = Don't care
Staff Filker Doors List Filker Repoarts fields visible
All Doors
I Al Staffs [looor 2 1 Il ¥ Cardho.
[l Daar 2_2 "
. W Date
% Card Mo, 0005600823 M 0005600823 - [l Door 2_3
I o | = [ Door 2_4 ¥ Report Title
ClDoor 1_1 ¥ Staff hame
St lo, | T J2 [ P [T =l |||Dpeer1z
ff Ha,
o [ Staff b
i . n v Print Date
£ Staff Mame Rin Ferdinand - Rin Ferdinand -
I J w I J W Deparment.
Security Groups Departments ¥ Page Na. W Time In
All Security Groups All Deparments
[ Full Group [ Accounting ¥ Time Qut
[ Working Group [ Human Resource
[ Technical [ Column Name 7 Late In
 Early out
v Daily/weeklyManthly Caption
% Total Time
v
¥ Daily/\weekly/Monthly Summary W over Time
W week Day
[¥ Total Summary ¥ Remark
Shaw Report
‘ Scanring.... Copyright () 1992 - 2005 Sphin Avcess Control System | P

This folder is mainly separated by many categories filter — Date Filter, Report Type, Sorting Order,
Data Source, Reader, Staff Filter, Door List Filter, Report field visible.
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Date Filter
You can check from the calendar or use arrow button to increase/decrease up to, day, week or
month.
Report Type
Choose the periods you want to print.
Sorting Order
There are 4 kinds of options to sort. Sort by Card No, Start No, Name or Department
Staffs Filter
Card No. — Card No. range should be in the report.
Staff No. — Staff No. range should be in the report.
Staff Name — Name of Staff should be in Report following Alphabet order.
Departments — Select the department(s) that you want shows in the report.
Security Groups — Select the security group(s) that you want shows in the report.
Doors Filter
Making T&A report based on the transactions from the Doors List
Report Field Visible
Select/Deselect the fields’ user want to show in Report
Report Type
There are Daily, Weekly, Monthly reports, select the report type you want to make.
Data Source
Transaction + Archive: the Time & Attendance report is made by transactions in Transactions List and
Archive.
Transaction Only: the Time & Attendance report is made by transaction in Transactions List only
Archive Only: the Time & Attendance report is made by transactions in Archive only.
Reader
Reader IN/OUT - Using this option when your system has IN reader and OUT reader for each door.
The IN time of each staff will be calculated based on transaction made by IN reader, the OUT time is the
same but using OUT reader.
Don’t Care — Sphinx will use the First time of flashing card of a day as IN time and Last time of
flashing card of a day as OUT time.
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B. Report
Transaction Report

This folder used to filter the transactions Report. User can filter the transaction record by Date,
Time, Card number, Staff number, Department, Security Group and Door.

gm:Sphinu Access Control System Communication Software
Setup Report  Maintenance  Help

Slomeomal A& BES A &

=10l x|

[ Transactions Report
Filter Door List
Door 2_1
| Loy P K week P K month P | Door 2.2
Daor 2_3
[¥ Al oors
Daor 2_4
Date | 306 =] 7o | 9i3 2008 =l Door 1_1
Door 1_2
Tirne: [1zon00m = Te [11:50:59 =
Card No. il Cards x| Ta [Alcards =l
Skaff Mo, IAII Staffs j To IAI\ Staffs j
All Deparments
[] Accounting
Department [ Human Resource
[ Technical
All Security Groups
] Full Group
Security Group [] warking Group
All Everts ﬁl
[ supper PIN
Ewent Type ] Wrang Supper PIM
[] Valid Card {+PIN)
[ Threatening PIM =l
eport Type Sorting Order
(ol " FirstIn ¥ DatefTime " Departments
€ First InfLast Out " Last Qut
= Card Na. " Security Groups
£~ Staff Ho. " Doors
Showt |

| |Scannmq .......... |Copyr\qht () 1992 - 2005 Sphinx Access Control System |

This folder is mainly separated by 4 categories — Filter, Doors, Report Type and Sorting Order.

Filter Group

Date — Input the Transaction report’s date range.

Time — Input the Transaction report’s Time range.

Card No. — Card No. range should be in the report.

Staff No. — Staff No. range should be in the report.

Department — Select the department(s) that you want shows in the report.
Security Group — Select the security group(s) that you want shows in the report.
Event Type — Select the event type(s) that you want shows in the report.

Doors List
Select the door(s) that you want shows in the report.
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Report Type
loix
[y ] emes= W 58 HEF oo
"Tﬁﬁ‘rﬁkﬁhl‘aiié‘:l Search result | et
Keyking Frint Cale:  09/0/2006 17:44:29
Transactions Report - All
| Door CardNo. StafflID Name Date Time Event
IN 0003882387 onoz Frank Larrpark 01/03/2006 140427 Invalid Dooy Time
IN - 0002673405 noo4 Atjan Robben 01/03/2006 14:0436 Irnvalicl Door Time:
IN 0002623276 Frank 01/03/2006  14:04:40 Irnvalicd Carcl
IN 0002615654 1 us1 01/03/2006 14:05:04 “alid Card
I 0002613405 ono4 Avjan Robben 01/03/2006 14:06:51 “alid Card
I 0002613405 ono4 Avjan Robben 01/03/2006 14:06:58 “alid Card
IN 0002615654 1 us1 01/03/2006 14:07.04 “alid Card
IN 0002623276 Frank 01/03/2006 140742 Irealicd Carcd
IN 0002613405 ono4 Avjan Robben 01/03/2006 14:07:54 “alid Card
IN 0003882387 onoz Frank Larrpark 01/03/2006 141726 Irwvalicd Dooy Time:
IN 0002613405 ono4 Avjan Robben 01/03/2006 141735 Irwvalicd Dooy Time:
IN 0002619405 ono4 Aran Pobben 01/03/2006 141927 Invalid Dooy Time
IN 0002619405 ono4 Aran Pobben 01/03/2006 141944 “alid Card
: | IN 0002615654 1 U3t 01/03/2006 1420003 “alid Cardl il
[ |Pagetof4 [ 7
All — Show all transactions in the report.
First In / Last Out — Only show the earliest record and the latest record of each cardholder
according to each day.
First In — Only show the earliest record of each cardholder according to each day.
Last Out — Only show the latest record of each cardholder according to each day.
Sorting Order
Sphinx allow the transactions report with sorting order in Date/Time, Card No, Staff No,
Departments, Security Groups and Door.
Reporting in ASCII format
& FILO tt - 5038
#BEE REE EE0 56|
Controller Door CardID j
Controllerd Door1 3381177
Controllerd Door1 3381177
Controllerd Doord 3381177
Controllerd Door1 3381177
Controllerd Door1 3381177
Controllerd Doord 3381177
Controllerd Door1 3381177
Controllerd Doord 3381177 -
4] | W
When you try to show the transactions report with Sphinx. At the same time, an ASCII format
transactions report will be generate in the Sphinx directory name as FILO.txt.
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GuestTransaction Report

=1o] x|
—Guest Feport
Date |@/03/2008  >|Ta 034032006 >|  Show
Card Mo. I-"-"-ll Cards 'I To I.-’-'-.II Cards vI Close
Dioar 21
Door 22
Door 2 3
Dioar 24
v Al Doors Droor 1_1
Door1_2
Date Filter

Select date to date that you want to shows in th report
Card No. Filter
Select Card to card that you want to shows in th report
Doors List Filter
Select the door(s) that you want to shows in the report.
Click Show button to show the GuestTransaactionReport.

[JfY ] =S W S8 HE o

{ Thumbrais | Search resul |
Print Date: 09032006 17:4543
Guest Report
| Door  CardNo Name Date Time Event

0002608850 O1/03/2006 140446  Imnalid Card
0002608350 0110372006 14:04:51 Imalid Card
0002608350 /032006 140501 Imalid Card
0002621006 01/06/2006 140513 Invaalid Card
0002621006 0032006 14:06:27  Invalid Card
0002621006 01/03/2006  14:06:31 Invalid Card
0002621006 010372006 14071 Imalid Card
0002621006 01062006 140719 Invalid Card
0002608850 /032006 140724 Imvalid Card
0002608850 01032006 14:07:36 Imnvalid Card
0002608850 010372006 1417:21 Imvalid Card
0002608850 01/03/2006 141948  Imvalid Card
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First In Report
Last Out Report
First In/Last Out Report

Location Map
This report will show all controllers and doors in floor plan and tree-view format on screen. You

may first select that door by left click the mouse then right click to open the door/close the door
manually.

You may select the floor plan by clicking on the Load Floor Image button.

Each door in the floor plan can be moved around by left click and hold down to door then drag.
You may click the Save Position button to save the position of all doors.

=Dl ]

Setup  Report  Maintenance Help

SNlomescmalas|Ieaalap

‘ =1 Contraller 2

Y Door 2_1 - Lack

©Open Doar . E Door 2_2

Farce Open -} Door 2_2 - Lock.

Force Close = i Door 2_3

Eiack ko Normal 7 Door 2_3 - Lock.
E Door 2_4

Force Open All Doors

-} Door 2_4 - Lock
Force Close All Doors

- B, Extension Relay 1
Eack ko Mormal All Doors thxtans\nn Relay 2
; Force Open All Ext.Relays - >§EXEﬂ5iUﬂ Input 1
\[ el Farce Close All Ext. Relays ~ KA Exension Input 2

Eiack to Normal All Ext. Relays B Controller 1
i Door 1_1

DisArm (% Door 1_1 - Lock
- E Door 1_2
- (1 Daor 1_2 - Lack
dextans\nn Relay 1

- B, Extension Relay 2

- FAExension Input 1
W Exension Input 2

¥ Exension Tnput 3
- ¥¥ Exension Input 4

Shark Scan | Save Position | E Door Closing D Locking m Force locking ! - Deactivate E Force deactivating . Fail
T S Lo Floor Tage | Flooor opening Fluniocking [ Force unlocking Activate Force activating
|Scanning ..... ‘Copyr\ght () 1992 - 2005 Sphin: Access Control System 4

Open Door — Open the Door manually as flash card entrance.

Force Door Open — Force the door remains open until another further command.

Force Door Close - Force the door remains close until another further command, and controller
will not accept any cards.

Back to Normal — Return to the automatic access control.
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System Report
Time Attendance Report

;'!Iﬂ:Sphimc Access Control System Communication Software

Setup  Report Maintenance Help

=] b

Sl omeoral s Beaala D

[ Iransactions Report

Filker Daor List

‘ € Doy P L week » L vtk P ‘ Door 2_2
Door 2_3
¥ Al pacrs
Door 2_4
Date [ 1r3jzo06 =) To | of3 /2008 =l Door 11
Door 1_2
Time: IlZ:UU:UU My j‘ To |11159:59 MK j‘
Card Mo, IAII Cards j To IAII Cards j
Staff o, o stafts x| To [ensiafts =l
Al Deparments
[] Accounting
Department [ Human Resource
[ Techrical
All Security Groups
[ Full Group
Security Group [ working Group
All Events ﬁl
] Supper PIN
Event Type [] wrong Suppet PIN
[] Valid Card {+PIN)
[] Threatening PIN =l
eport Type " Sorking Order
@ al  FirstIn i+ Date/Time ' Departments
™ First InfLast Out " Last out
" CardMa. ™ Security Groups
1 Staff Na, " Daors
Show
[ Scanning.. Copyright () 1992 - 2005 Sphin Actess Control System | 4

This folder is mainly separated by many categories filter — Date Filter, Report Type, Sorting Order,
Data Source, Reader, Staff Filter, Door List Filter, Report field visible.

Date Filter

You can check from the calendar or use arrow button to increase/decrease up to, day, week or
month.

Report Type

Choose the periods you want to print.

Sort Order

There are 4 kinds of options to sort. Sort by Card No, Start No, Name or Department
Date — Input the Transaction report’s date range.

Time — Input the Transaction report’s Time range.

Card No. — Card No. range should be in the report.

Staff No. — Staff No. range should be in the report.

Department — Select the department(s) that you want shows in the report.

Security Group — Select the security group(s) that you want shows in the report.
Event Type — Select the event type(s) that you want shows in the report.
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Doors List Filter

Select the door(s) that you want shows in the report.
Holiday Report

LB e
n |

+| Search result |

¥ 5§& HE

Sphinx Access Control Software Manual (Version 3.0.1.7)

Close

=8|

Keyking

Holiday Report

09703/ 2006 16:32:41

| Holiclay Name:

Halidkany Groupl

0270972004
16/08/2004

| Hdliday Name:

Halidany Group2

0170572004
30/04/2008

| Holiday Name:

Haliday Group3

| Hdliday Name:

Haliday Groupd

| Hdliday Name:

Haliday Grouph

| Holiday Name:

Haliday Grouph

| Hdliday Name:

Halidkany Group?

\Page 1of 1

Keyking International Limited

Suite 3, 12/B Wissotzky St., Tel Aviv, 62338, Israel
Tel: (972)-3-5464256 Fax: (972)-3-5464259 Website: www.key-king.com

Page 71



N
w Sphinx Access Control Software Manual (Version 3.0.1.7)

Cards List Report

[y ] emeEs=S W 55 HE oo

Thumbnails I Search result|
Kevi |ng Print Date: 09/03/2006 16:33:47
Cards List Report
Staf No.: onm MNama:  RioFerdinand Dapt.: Technical
CarcNo.: 0005600823 Description;
Sacunty Group: Full Group
5 FIN ]
= SLparisor: Felzea Dascription2:
g@ ! Disalded: False
First Card: True
Photo Path: 0005600823.PG
Staff No.: ooz MNama:  Frank Lampark Dapt.: Technical
CardNo.: 0003382387 Deseription:
Sacurity Group: “Working Group
PIN 1]
SLparisor: Felzea Dascription2:
Disalded: False
First Card: False
Fhoto Path: CATCI00_MNT,Photoh, Gawriel. jog
Staff No.: ono3 MNamae:  Steve Mamanaman Dapt.: Technical
CardNo.: 0002623706 Deseription:
Sacunty Group: “Working Groug
FIN ]
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C. MAINTENANCE

1. Clean Up Transactions

This function use to clean up the old transactions, Door Events.

Click on Maintenance - Clean Up Transactions.

ﬁ[lean Up Transactions El

—Source

o Al

" Perzonal Transachions

" Door Operation Events
" Guest Tranzachions ILEIDSE

—Achian
" Pemently Deleted

¥ Move to Archive

—Hange
v Al

" Befare 9/ 3 /2006 -

]

2. Clean Up Archive

Click on Maintenance - Clean Up Archive

Clean Up Archive Transactions |

—Source

{ Personal &rchive Transactions

" Door Archive Operation Events o
" Guest Archive Transactions J1 Close

—HRange
o Al

" Befare IEIHBHEEIEIE vI

3. Administration

This option enables you to define system operators and restrict their access to Sphinx software
according to the functions that they are to use. Each system operator must be given a user name,
password, and access to specific modules. Access to a module is assigned by placing a check in
the check box for that module.
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Invoke Sphinx and define the Supervisor who is in charge of entering data. Assign the Supervisor
a password for security. The next time you invoke Sphinx you will have to type in the password to
get access. Each regular User has a separate password; the extent of each user's authority may be
determined by the system Supervisor.
Click on New button to create new user, click on Delete button to remove a specific user, click on
Reset Password to re-enter password for a specific user.
Notice: The default user: - Name: admin

- Password: admin

ﬁnuthuritr x|
IName I —Setup —Reporting

ﬂ.ﬁ.dmin ¥ Hardware Canfigure I¥ Online Report
Access Right ¥ Transactions Report
Iv T?ITIE Zong Setup ¥ First IM/ Last OUT Feport
¥ Time Table Setup ¥ Logation Map

¥ Secuity Setup
v Haoliday Setup

[¥ Card List Setup
Iv “izitor Iv Hardware Configure Fepart

¥ System Report
¥ Time Attendance Feport

¥ Time Zone Report

¥ Flows Setup

| Cammuriceion ¥ Time Table Reoprt

M Alert Setup v Security Report

W Area Setup. v Haoliday Repart

W Summerwinter Setup _

v lamn Email Matification ¥ Card List Report

W Setlni ¥ Guest Repart

M aintenance

W Clean Up Transactions/érchives v &dministration

W &bout ¥ Database Backup/Restore

W Auto Archive v Palling [ OnlineFptLocation]

V' Fegister ¥ Database Compact/Fepair
| _. .................. NEW .................. ] DEIEtE HESEt Passw':lrd ElDSE

4. Database Backup
Database Backup function allows you to create a copy of a database. This copy is stored in a

location protected from the potential failures. If the database is somehow damaged, the backup
copy can be used to re-create, or restore, the database.

5. Database Restore
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when restoring a database, the copy will overwrite current database in the old program.

6. Auto Archive
To keep your transaction manageable, you need another place to store — archive — the old

transactions that are important but not frequently used. You also need a way to automatically move
those old transactions. Auto Archive takes care of these processes for you.

7. Database Compact/Repair
Database Compact/Repair allows you to compact and repair the database. This helps to reduce the
size of database.
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D. Licensing

The standard version supports up to 5 cards holder which is used for testing and introducing
system. When you want to use it with full functions, you need to register the software with us,
please refer the Register section for more information. A registered version supports up to 30,000
cards holder and no limit of T&A function.

A license is grant for only one PC. You will need a new license if replacing one of Hard Disk,
Main Board, CPU. Or else upgrading from win 9x to NT/2K/XP

1. About
ﬁ About Sphinx x|
% Sphine Thé | ©2005 Kepking Intematianal Ltd
- z: "ti TCEN hittp: /e key-king. com
ce=—4 43017 infoieikey-king. com

Standard Yersion

Please contact to support@key-king.com for licensed file (Sphinx.lic). Copy Sphinx.lic into
Sphinx folder, restart Sphinx. After registration the Sphinx About looks like below:

ﬁ About Sphinx x|
e,
% Sphins T&A | ©2005 Keyking |ntemational Ltd. K K
B »‘: -'zi TCX hittp: A deoana key-king. com
=4 3017 infa@key-king. com -_—

Thiz zoftware iz registered to: Kevking
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2. Register

ﬁﬂegister El

IKE_I,Iking

Company :

F g ILlnIimited nurmber of doarz j

Wendor
Compary IKE_I,Iking |mternational Lid.

Address ISuite 3, 12/B Wizzatzky St., Tel Awvie, 52338, [zrael

Ermnail Iiﬂfﬂ@key-king. cam

1 X Cancel |

[ Gererate registered file

1. Type your company name, the number of doors you want to register, company address and
email

2. Click Generate registered file button to browse where you save the registration file.

3. Click OK to finish.

Send us the registration file, with your payment. We would provide a licensed file (Sphinx.lic),
Copy this file into Sphinx folder.

Note: Each Sphinx.lic works with only one PC according to the PC which registration file
created. Please backup the licensed file in order to reinstall Windows.

Keyking International Limited Page 77
Suite 3, 12/B Wissotzky St., Tel Aviv, 62338, Israel
Tel: (972)-3-5464256 Fax: (972)-3-5464259 Website: www.key-king.com




N
w Sphinx Access Control Software Manual (Version 3.0.1.7)

F. Hardware Connection Diagram

Ol
- T
1-7 1D Seffings. Q[INC
o s ';:”""“’-*- oflcom Lock Relay1
g 2 ofino
- wach | e ollnc
2 e - o/l com Lock Relay2
g & 8 L ejivo
ofinc
o X o[l com Lock Relay3
o~ ofno
. : = NC
CATEGORY 5 -o"," E : COM Lock Relay4
— | [e|fNO
o TelInc
2 o[f com Ext. Relay1
ol a oflno
3 . Joou  Ext. Relay2
e} : ¢|] COM O
’ﬁ :[C232 (; JP1-JP6 l ML L
R g al_ L
8 [ Exit Button1
- Rs485+
To other controllers pesgs. i Ez:ggl'- T Sensorl
Rs232 RX ol 1Exit Bution2
To PC (Rs232) Rs232 TX ] Sensor2
Rs232 GND 1
Exit Button3
B j
g¢ £ E ¢ % ¢
B 338 ¢ 8
= T g B F o
g = 2
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